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With the evolution in wireless communication, there are many security
threats over the internet. The intrusion detection system (IDS) helps to
find the attacks on the system and the intruders are detected. Previously

various machine learning (ML) techniques are applied on the IDS and tried

to improve the results on the detection of intruders and to increase the
Publication Issue : accuracy of the IDS. This project has proposed an approach to develop
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efficient IDS by using the principal component analysis (PCA) and the
random forest classification algorithm. Where the PCA will help to
organise the dataset by reducing the dimensionality of the dataset and the
random forest will help in classification. Results obtained states that the
proposed approach works more efficiently in terms of accuracy as
compared to other techniques like SVM, Naive Bayes, and Decision Tree.
The results obtained by proposed method are having the values for
performance time (min) is 3.24 minutes, Accuracy rate (%) is 96.78 %, and
the Error rate (%) is 0.21 %.
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I. INTRODUCTION system. These attacks are to steal the information from

the system or to corrupt the data present over any

Nowadays, the involvement of the internet in normal
life has been increased rapidly. The internet has made
a crucial place in everyone’s life. The use of the
internet has become very crucial for everyone. So with
the increase in the use of the internet for personal
activities, it is also necessary to keep secure the system
from malicious activities. Different attacks are seen on
the system or the network. The attacks like a black

hole, grey hole, wormhole etc. are seen on the network

system. To make misuse of the data, the intruders
attack the system in various ways, some of the attacks
are DoS, probe, snort, r21 etc. So to prevent the system
from such attacks, the intrusion detection system was
introduced. IDS keep track of attacks on the system
and to prevent the system from these attacks. So to
detect such attacks, the various works have done
earlier by using various techniques. Here an intrusion

detection system that makes use of the principal
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component analysis is used along with the random
forest technique. Both the methods work for a special
purpose, where the PCA gives the granularity in the
data, and the random forest helps the classification
between the nodes for attack.

With the evolution in wireless communication, there
are many security threats over the internet. Different
attacks are seen on the system or the network. The
attacks like a black hole, grey hole, wormhole etc. are
seen on the network system. These attacks are to steal
the information from the system or to corrupt the data
present over any system. To make misuse of the data,
the intruders attack the system in various ways, some
of the attacks are DoS, probe, snort, r2l etc. So to
prevent the system from such attacks, the intrusion
detection system was introduced. IDS keep track of
attacks on the system and to prevent the system from

these attacks.

II.LRELATED WORK

Authors here presented a mechanism to design the IDS
for the IoT that is based on the classification of the
traffic by making the use of deep learning model. They

performed the binary and multi-class classification.

The obtained accuracy for the presented system is high.

The authors here gave a solution for the IDS as they
applied the SVM and Naive Bayes algorithms and
proved that the SVM works better than the Naive
Bayes method. They carried the experiment on the
KDD dataset, and they also give the results in terms
like detection and false alarm rate. In this paper, the
authors performed three different experiments. They
applied the feature selection as well in the analysis.
Also showed the naive Bayes, adaptive boost and
partial decision tree. They analysed all techniques for
intrusion detection. In this paper, the authors have
evaluated that the Artificial neural networks with the
feature selection technique will provide better results
as compared to the Support vector machine technique.
They used NSL-KDD dataset for the experiment. The

given approach worked well. Here the authors

presented a review on the intrusion detection systems,
which uses a machine-learning algorithm. The authors
provided various machine learning a lgorith m’s
They

evaluated the survey based on the detection rates and

comparison based on their performance.

false alarm rates. Authors have presented an approach
for intrusion detection, which uses logistic regression
and belief propagation. And the proposed method has
proved that it provides better average detection time as
compared to earlier techniques. The authors used an
in-depth learning approach for the feature extraction
from the dataset. They tried to extract the features
from dataset to make a dataset efficient for use and in
this way, they decided to provide better input to the
intrusion detection system.

Intrusion could be a period of time that provides to
urge into the machine with statistics within the
machine. This intrusion into any machine can also
damage the hardware of the machine. It's grown to be
a motivating period to save lots of you the machine.
This intrusion inner any machine might be managed
or perhaps retaining the song of this intrusion could
also be achieved with the help of the IDS. the various
kinds of intrusion structures are used earlier, however,
with inside the tip, the accuracy worries are apparent
in each approach used.

The phrases, inclusive of detection price and therefore
the fake alarm price, are analyzed for the assessment of
the accuracy of the machine. These phrases need to be
with inside the way that the fake alarm price needs to
be minimized and therefore the development with
inside the detection price has got to be there with
inside the machine. therefore the random woodland at
the sting of the PCA is administrated.

Random Forest: Random Forest is that the prevalent
supervised technique. it's useful for mainly doing
classification challenges and also regression challenges.
RF is one amongst the classifiers which holds multiple
decision trees in each subset of an assumed data set and
computes the everyday value that enhances prediction
accurateness for the dataset. The random forest doesn't

depend upon decision trees. Instead, it gets a prediction
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from every tree so forecasts the last result which is
made upon polls of prevalence estimations. The more
trees within the forest, the upper the accuracy and
avoid overfitting problems. it's supported the ensemble
technique concept, which mixes multiple classifiers to
unravel a thorny problem and improves model

performance.

Fig 1: Random Forest Technique

III.PROPOSED SYSTEM

We proposed an approach to develop efficient IDS by
using the principal component analysis (PCA) and the
random forest classification algorithm. Where the PCA
will help to organise the dataset by reducing the
dimensionality of the dataset and the random forest
will help in classification. Results obtained states that
the proposed approach works more efficiently in terms
of accuracy as compared to other techniques like SVM,
Naive Bayes, and Decision Tree. The results obtained
by proposed method are having the values for
Accuracy rate (%) is 96.78 %, and the Error rate (%) is
0.21%

Advantages:
*  PCA will reduce the dimensionality of dataset, so

we can get some more accuracy.

*  Lesser training time is required.

3.1 MODULES DESCRIPTION

Pandas: BSD-

licensed library providing high-performance, easy-to-

pandasis an open  source,
use data structures and data analysis tools for
the Python programming language.

Numpy: NumPy is a general-purpose array-processing
package. It provides a  high-performance
multidimensional array object, and tools for working
with these arrays. It is the fundamental package for
scientific computing with Python.

MatPlotLib:

plotting library used for 2D

matplotlib.pyplot is a
graphics
in python programming language. It can be used
in python scripts, shell, web application servers and
other graphical user interface toolkits.

Scikit-learn: scikit-learn (Sklearn) is the most useful
and robust library for machine learning in Python. It
provides a selection of efficient tools for machine
learning and  statistical

modeling  including

classification, regression, clustering and

dimensionality reduction via a consistence interface in

Python.

{ Train Dataset J

.

Apply PCA and Calculate the Eigen Vectors
and Eigen Values

[ Obtain the Principal Components

'

Calculate the Modulus Value for Pnimary and
Secondary Dataset

'

Calculate the Compatibility by using Equation
1and 2

}

[ Continue until an Active Dataset Obtained

Generate the base Classifier

'
 S—_

Fig 2: Flow chart for the proposed system

International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com | Vol 11 | Issue 2



B. Indra Devi et al IntJ Sci Res Sci Eng Technol, March-April-2024, 11 (2) : 467-472

IV.RESULTS AND DISCUSSION

import pandas as pd

import numpy as np

import matplotlib.pyplot as plt
import seaborn as sns

# fetch the training file
file path 28 percent = 'KDDTrain+ 28Percent.tixt’
file path_full training set = 'KDDTrain+.txt’
file path_test = 'KDDTest+.txt' |

#df = pd.read_csv(file_path_ 28 percent)
df = pd.read csv(file path full training set)
test df = pd.read csv(file path_test)

Fig 3. Results Screenshot

Data transformations
The first transformations that we'll want to do are around the attack field. We'll start by adding a column that encodes 'normal’ values as 0 and any other value

as 1. We will use this as our classifier for a simple binary model that idenfities any attack.

# map normal to 8, all attacks to 1
is_attack = df.attack.map(lambda a: @ if a == 'normal’ else 1)
test_attack = test_df.attack.map(lambda a: @ if a == 'normal’' else 1)

df['attack_flag'] = is_attack
test_df['attack_flag'] = test_attack

# view the result
df.head()

rc_port_rate dst_host_srv_diff_host_rate dst_host_serror_rate dst_host_srv_serror_rate dst_host_rerror_rate dst_host_srv_rerror_rate attack level attack_fla

0.as 0.00 0.00 0.00 0.0 0.00 normal 15
0.00 0.00 1.00 1.00 0.0 0.00 neptune 19
0.03 0.04 0.03 0.01 0.0 0.01  normal 21
0.00 0.00 0.00 0.00 0.0 0.00 normal 21
0.00 0.00 0.00 0.00 1.0 1.00 neptune 21

Fig 4. Results Screenshot
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ial set of encoded features and encode them
ncode = ['protocol_type', 'service', 'flag']
get dummies(df[features to_encode])

test_encoded_base = pd.get_dummies(test_df[features_to_encode])

# not all of
test_index =
column_diffs

diff_df = pd.

# we'll also
column_order

# append the
test encoded

# rearder the
test final =

# get numeric
numeric featu

# model to fi

to_fit = enco
test_set = te

from sklearn.mo

the features are in the test set, so we need to account for diffs
np.arange(len(test_df.index))
= list{set(encoded.columns.values)-set(test encoded base.columns.values))

DataFrame(@, index=test_index, columns=column_diffs)

need to reorder the columns to match, so let's get those
= encoded.columns.to_list()

new columns
temp = test encoded base.join{diff df)

columns
test encoded temp[column_order].fillna(@)

features, we won't worry about encoding these at this point
res = ['duration’, 'src _bytes', ‘dst bytes']

t/test
ded.join{df[numeric_features])
st_final.join(test_df[numeric_features])

Fig 5. Results Screenshot

del_selection import train_test_split

# create our target classifications

multi y = df['a
test_multi_y =

ttack_map']
test_df['attack_map’]

# build the training sets

multi_train_X, multi_wval X, multi_train_y, multi_wal_y = train_test_split(to_fit, multi_y, test_size = 8.3)

from sklearn.pr
ss = StandardSc
X_train_scaled

X_test_scaled =
y_train = np.ar

eprocessing import StandardScaler

aler()

= s5.fit_transform(multi train_X)
ss.transform(multi_wval_X)

ray(multi_train_y)

pca = PCA(n_components=18)

pca.fit(X_train

_scaled)

X_train_scaled _pca = pca.transform(X_train_scaled)
X _test scaled pca = pca.transform(X_test scaled)

from sklearn.en
rfc = RandomFor
rfc.fit(X_train
print{rfc.score

semble import RandomForestClassifier
estClassifiar()

_scaled_pca, y_train)
(X_train_scaled_pca, y_train))

B.97754592878283467

Fig 6. Results Screenshot
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y_pred rfc.predict(X test sc

from sklearn.metrics import ac
from sklearn.metrics import co

print{accuracy score(y pred, m

B.9766017273497837

print{confusion_matrix(y pred,

[[20853 58 28 7 1
[ 132 13748 588 8
[ 20 14 2809 1
[ 7 @ @ 6
[ @ @ 2 e 38

aled pca)

Curacy_score
nfusion_matrix

ulti wal y))

multi val v))
]
]

]
0]

2]]

@

Fig 7. Results Screenshot

V. CONCLUSION

As the involvement of the systems over the internet
increasing rapidly, the security concerns have also seen.
The proposed approach deals with the detection of
intruders over the internet efficiently. The proposed
algorithm has performed well as compared to the
previously applied algorithms such as SVM, Naive
Bayes, and Decision Tree. The detection rates and the
false error rates can be improved at a great extent by
the proposed approach. The dataset used here is the
knowledge discovery dataset. The results obtained by
our proposed method having the values for Accuracy
rate (%) is 96.78 %, and the Error rate (%) is 0.21 %.

VL.FUTURE WORK

In future, we will focus on applying some more
machine learning algorithm with combination of PCA
algorithm so we can check the deviations in result.
With help of hyper-parameter optimization we can try
to achieve somewhat more accuracy and thereby

trying to minimize the false alarm rate.
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