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ABSTRACT
In the electronic era because of the wide spread usage of network technology, security measures play, a vital role
for data transmission between sender and receiver. Steganography is the science of masking data bits in a secure
manner using cover file,for various purposes. This paper explores and analyses some of the existing steganographic
reversible data hiding methods from its earliest instances through potential future application.
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I. INTRODUCTION
Steganography is an art and science of concealed
communication in a statistically unnoticeable way. It
was first used and experienced by Greek people for
exchanging secret data between sender and receiver for
various purposes. In this type of data hiding the sender
hides the secret information to be sent into the digital
file where only the intended user can recover it .The
word steganography is originated from the greek words
“steganos ” and “graphia” means covered writing.
Different application areas
of
steganography
are :confidential communication and secret information
storing, protection of data alteration ,transport highly
private records between International Governments, and
terrorists can use this to keep their communication secret
and coordinate attack .[1,2,3]. It can be used in military
for secret communication purpose. Various data hiding
methods are watermarking, steganography and
cryptography. The features of the embedding techniques
can be defined by features like capacity, robustness and
imperceptibility.
The
vital
requirement
for
steganography is its undetectability and robustness. The
main elements of a steganographic system are cover
image, embedding algorithm, message, extraction

algorithm and stego image .A general form of
steganography is shown in figure .1.

Figure (1) a general form of steganography
Cover file may be image, text, video or audio, which is
used as a carrier in the data transfer. The secret data that
the sender wants to be sent, is the information, it may be
in different format as the carrier file. The secret
information is also termed as payload [4,5].The insertion
of payload into cover file gives, the resultant stego
image. Steganographic techniques can be classified into
two types and it named as spatial domain and transform
domain, if manipulations are done at the pixel intensity
based values, then it comes under spatial domain, while
if it is based on the coefficient of pixel value it falls
under frequency domain techniques. In spatial domain
secret data is embedded directly whereas in transform
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embedding is in indirect way. Based on the nature of
cover file used steganography can be termed as image
steganography, text steganography, audio steganography,
video steganography and network steganography.[6,7]

II. REVIEW OF LITERATURE
Information hiding can be graded into reversible or
lossless data hiding and irreversible data hiding
schemes. Most of the commonly used data embedding
methods are not reversible based techniques .Reversible
data hiding helps to retrieve the exact input data at the
extraction phase without altering the content. Reversible
data hiding is also known as lossless data hiding because
it restores the cover content perfectly .It provides a
perfect balance between the image quality and the
payload. The major challenges in data embedding are
associated with how efficiently inserting can be
implemented in a cover file ,without affecting the visual
properties .So before hiding data certain parameters has
to be checked such as the size of secret data should
never exceed the size of cover file ,if it is exceeding it
can be easily detectable by the intruder. Embedding
capacity means the number of bits can be embedded in a
cover file without altering the structure of it .The quality
of the stego image can be evaluated by using the peak
signal to noise ratio (PSNR) which denotes the
maximum power of a signal and the power of the
corrupting noise. It is expressed in the logarithmic unit
dB. The regular singular scheme first segments an image
into non overlapping parts, then divide the parts into 3
sections
named
as
regular(R),singular(S),and
unusable(U),and by using some operations we can
convert R to S and S to R ,and can insert the secret data
into it but U remains as it is, without any change.
[8,9,10]
Different types of existing reversible data hiding
methods are regular singular scheme, the integer wavelet
transform based method, histogram modification scheme
and difference expansion scheme. In difference
expansion technique the image is divided into pair of
pixels, after that inserts one bit of data into each pair.
Integer wavelet transform uses the least significant bit
technique for high frequency integer wavelet coefficient
by selecting a proper threshold value. Histogram based
method gives the complete tonal representation of the
image, which employs the redundancy information of
the cover image to hide the secret message. It mainly

depends upon peak value and zero point, then after
selecting the peak point ,we are simply incrementing or
decrementing 1 in all pixel values which are lesser or
greater than peak point value. It prevents the overflow
and underflow by applying the modulo addition. In this
one it takes the minimum or zero point values of
histogram then varying it slightly to insert the
information bits .Figure (2) shows histogram
modification of Lena image. In this the number of bits
can be inserted into an image depends on the peak value
of the histogram shifting. The most commonly used
image formats are internet are Graphics interchange
format (GIF) and Joint photographic experts group
(JPEG), because of its better hiding power. Security of
data embedding could be improved by using certain
factors like proper selection of cover image, reducing
the payload distortion and improving the message
embedding capacity.

Figure (2) shows histogram modification technique
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Reversible data hiding employs techniques like
compression decompression, encryption decryption ,and
information embedding and extraction. In prediction
based steganography embedding can be done by the
technique of predictive coding approach .In this pixel
intensity values are predicted using predictor , and
prediction error values (EV) are changed to insert secret
message.[ 11,12,13]

III. CONCLUSION
This paper reviews image steganography and reversible
data hiding in an effective way and discussing different
parameters to increase the performance of the data
embedding techniques. It applies different compression
and encoding mechanisms to improve the visual quality
and efficiency of the reversible data hiding methods.
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