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ABSTRACT
Wireless sensor networks (WSNs) are increasingly used in many applications, such as volcano and fire
monitoring, urban sensing, and perimeter surveillance. In a large WSN, in-network data aggregation (i.e.,
combining partial results at intermediate nodes during message routing) significantly reduces the amount of
communication overhead and energy consumption. The research community proposed a loss-resilient
aggregation framework called synopsis diffusion, which uses duplicate insensitive algorithms on top of
multipath routing schemes to accurately compute aggregates (e.g., predicate count or sum). However, this
aggregation framework does not address the problem of false sub-aggregate values contributed by compromised
nodes. This attack may cause large errors in the aggregate computed at the base station, which is the root node
in the aggregation hierarchy. In this paper, we make the synopsis diffusion approach secure against the above
attack launched by compromised nodes. In particular, we present an algorithm to enable the base station to
securely compute predicate count or sum even in the presence of such an attack. Our attack-resilient
computation algorithm computes the true aggregate by filtering out the contributions of compromised nodes in
the aggregation hierarchy. Extensive analysis and simulation study show that our algorithm outperforms other
existing approaches.
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I. INTRODUCTION

The WSN is built of "nodes" – from a few to several
hundreds or even thousands, where each node is

A wireless sensor network (WSN) consists of spatially

connected to one (or sometimes several) sensors. Each

distributed autonomous sensors to monitor physical

such sensor network node has typically several parts:

or environmental conditions, such as temperature,

a radio transceiver with an internal antenna or

sound, pressure, etc. and to cooperatively pass their

connection to an external antenna, a microcontroller,

data through the network to a main location. The

an electronic circuit for interfacing with the sensors

more modern networks are bi-directional, also
enabling control of sensor activity. The development

and an energy source, usually a battery or an

of wireless sensor networks was motivated by military

might vary in size from that of a shoebox down to the

applications such as battlefield surveillance; today

size of a grain of dust, although functioning "motes" of

such networks are used in many industrial and

genuine microscopic dimensions have yet to be

consumer applications, such as industrial process

created. The cost of sensor nodes is similarly variable,

monitoring and control, machine health monitoring,

ranging from a few to hundreds of dollars, depending

and so on.

on the complexity of the individual sensor nodes. Size

embedded form of energy harvesting. A sensor node

and cost constraints on sensor nodes result in
corresponding constraints on resources such as
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energy,

memory,

computational

speed

and

If the Watchdog notices that its immediate next node

communications bandwidth. The topology of the

fails to forward the packet within a given period of

WSNs can vary from a simple star network to an

time then it increments the node’s failure counter. If

advanced multi-hop wireless mesh network. The

the failure counter of the monitored node exceeds a

propagation technique between the hops of the

threshold value then the Watchdog reports the node

network can be routing or flooding.

as misbehaving. The Pathrater is then employed to
inform the routing protocol to avoid the reported

II. RELATED WORK

nodes for further data transmission. The drawback of
this scheme is that it requires continuous monitoring

In this section, we provide a brief background study

by the Watchdog for detecting intrusions.

on different types of MANET IDS based on their
detection mechanism and modes of operation. We
then discuss about various intrusion detection issues

3. An acknowledgment-based approach for the

in MANETs and analyze the related works which

K. Liu, J. Deng, P.K. Varshney, K. Balakrishnan

have been categorized into non-game theory based

Lui et al. [17] proposed a TWOACK MANET IDS

and game theory based. Finally, the drawbacks

scheme which requires every data packets transmitted

associated with the related works have been listed out

over three consecutive nodes along the source to the

which provides us with the motivation for our work

destination path to be acknowledged. Every node

to address them.

along the route has to send back an acknowledgment

detection of routing misbehavior in MANETs

packet to the node that is two hop counts away from
1. EAACK – a secure intrusion-detection system for
MANETs

it in the route. The arrival of TWOACK packet at first
node X (in the three consecutive nodes along the

Authors: E.M. Shakshuki, N. Kang, T.R. Sheltami
Shakshuki et al. [18] proposed an IDS named

route) indicates a successful transmission of packet

Enhanced Adaptive Acknowledgment (EAACK) for

However, if this TWOACK packet is not received

MANETs. Their scheme requires all acknowledgment

within a given predefined time interval, both nodes Y

packets to be digitally signed by its sender and
verified by its receiver. They used DSA and RSA as

and Z are reported as malicious. The drawback of this
scheme is that it introduces a routing overhead due to

digital signatures and showed that their scheme is

frequent TWOACK packet generation.

from node X to node Z via the intermediate node Y.

able to detect wide range of attacks. However, the
drawback of their scheme is the requirement to

4. Energy efficient learning solution for intrusion

digitally sign all the acknowledgments which

detection in Wireless Sensor Networks
S. Misra, P. Krishna, K. Abraham

increases computational overhead.

Misra et al. [33] proposed a distributed self-learning,
2. Mitigating routing misbehavior in mobile ad hoc

energyaware and low complexity protocol for

networks

intrusion detection in wireless sensor network. Their

S. Marti, T.J. Giuli, K. Lai, M. Baker

protocol uses the stochastic Learning Automata (LA)

Marti et al. [32] proposed an IDS scheme for MANET
which consists of two different modules, viz. the

on packet sampling mechanism to obtain an energy
efficient IDS. They showed that their approach was

Watchdog and the Pathrater. In this scheme, the

successful in detecting and removing malicious

Watchdog acts as an IDS for the MANET and detects

packets from the WSN. The drawback of this scheme

malicious node behaviors in the network by

is that the LA needs multiple rounds of learning

promiscuously listening to its next hop’s transmission.

before it becomes efficient.
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III. PROPOSED METHODOLOGY
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IV. SETTING UP NETWORK MODEL

general, BS can verify the final synopsis if it receives
one valid MAC for each ‘1’ bit in the synopsis. In fact,

Our first module is setting up the network model. We

to verify a particular ‘1’ bit, say bit i , BS does not

consider a large-scale, homogeneous sensor network

need to receive authentication messages from all of

consisting of resource-constrained sensor nodes.

the nodes which contribute to bit i . As an example,

Analogous to previous distributed detection
approaches; we assume that an identity-based public-

more than half of the nodes are likely to contribute to

key cryptography facility is available in the sensor

bit, BS needs to receive a MAC only from one of these

network. Prior to deployment, each legitimate node is

nodes.

the leftmost bit of the synopsis, while to verify this

V. CONCLUSION

allocated a unique ID and a corresponding private key
by a trusted third party. The public key of a node is its
ID, which is the essence of an identity-based
cryptosystem. Consequently, no node can lie to others

We discussed the security issues of in-network
aggregation algorithms to compute aggregates such as

about its identity. Moreover, anyone is able to verify

predicate Count and Sum. In particular, we showed

messages signed by a node using the identity-based

the falsified sub-aggregate attack launched by a few

key. The source nodes in our problem formulation

compromised nodes can inject arbitrary amount of

serve as storage points which cache the data gathered

error in the base station’s estimate of the aggregate.

by other nodes and periodically transmit to the sink,

We

in

network

algorithm which would guarantee the successful

architecture is consistent with the design of storage

computation of the aggregate even in the presence of

centric sensor networks

the attack.

response

to

user

queries.

Such

presented

an

attack-resilient

computation
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