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ABSTRACT

Now a day's most of the corporate business network infrastructure needs to securely transfer data across the
Internet. Data can be a company’s top-secret information regarding product designs, product release dates,
patent information, HR employee investigations, etc. This project provides insight for a secure solution to this
business need using Virtual Private Network (VPN).There are a number of VPN protocols in use that secure the
transport of data traffic over a public network infrastructure. IPSec is a protocol suite for securing internet
protocol communications via authenticating and encrypting every IP packet of a conversation session. A tunnel
is created to secure VPN communication through WAN between two participants. A tunnel can provide
Privacy, Content reliability and authentication and Sender authentication and if using certificates no
repudiation (via data origin authentication). Juniper SRX Security devices supports the IPSec VPN tunnel
formation not only using Policies, it can also be done by routing a traffic to a virtual interface called st0
interface which reduces the burden of policy verification. The aim is to configure a separate secure tunnel
logical unit. With route-based VPNs, organizations define the VPN overlay links and then define the static
routes that will be used for transport, allowing the route, to determine which traffic goes through the VPN.
Keywords : VPN, IPSec, Routing, OSPF, Authentication, Encryption, Encapsulation

I. INTRODUCTION The IPSEC is an open architecture and an open frame
work defined by the IPSEC working group of the

IPSEC (Internet Protocol Security) is a network layer IETF. It provides a scalable, long lasting base for

security protocol that is designed to support secure providing network layer security. The IPv4
TCP/IP environment over the Internet considering implementations are strongly recommended to
flexibility, scalability, and interoperability. Unlike the ~support IPSEC and IPv6 implementations are
other security protocols it provides security among required to do so. IPSec gives the base protection
the hosts. Recently, IPSEC is emphasized as one of the ~ capabilities for the net and furnishes bendy

important security infrastructures in the NGI (Next
Generation Internet). It also has suitable features to
implement VPN (Virtual Private Network) efficiently
and its application areas are expected to grow rapidly.
In this paper, the basic concepts and related standard
documents of IPSEC.
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constructing blocks from which comfy and prospering

virtual non-public networks (VPNs) may be built.

IPSec Security Features: It was designed to provide
high security while transferring packets across the
the most commercial for

networks and it is

connecting network sites.
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Authentication: Verifies that the packet at receiver
end and at source are same or not. Integrity: Ensures
that the contents of the packet did not change in
transit.

the content

Confidentiality: Conceals message
through encryption.

IPSec Components: IPSec contains the following
elements:

Authentication Header (AH)

Internet Key Exchange (IKE)

Encapsulating Security Payload (ESP)

Authentication Header (AH)
AH provides authentication and integrity, which
protect against data interfere, using the same
algorithms as ESP. AH also provides optional anti-
which

retransmission

replay  protection, protects  against

The

authentication header is inserted into the packet

unauthorized of packets.

among the ip header and any upcoming packet
contents. IPSec introduces the idea of the security

affiliation (SA). The payload is not touched.
Ongmal Packet

IPHDR. 1CP Data

Packet with [Psec Authentication Header

IPHDR | AH
€ >

TCE Data

Authentication

Figure 1. Authentication header

Security Association
IPSec

Association (SA). An SA is a logical connection

introduces the concept of the Security

between two devices used to transfer the data. It
provides data protection for unidirectional traffic by

using the defined IPSec protocols.
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Figure 2. Authentication header in tunnel mode

II. EXISTING METHOD

MPLS based VPN’s are based on peer model done in
layer 3. It will enables the service provider and the

customer to exchange layer 3 routing information .

The service provider relays the data between the

customer sites without customer involvement.

The communication between CE and PE can be done

by using any routing protocol with company’s permit.

MPLS VPN’s on the other hand are “private”

networks run by service providers where a
guaranteed service level can be agreed with the
provider. It do not provide confidentiality among the

network.

MPLS VPN’s are essentially on the carrier provider
side, in which this era permits rather scalable VPN

architectures with included QoS assist.

ITI. PROPOSED METHOD

Transport Mode: In this mode IPSec implementation
encapsulates only the packet's payload. The IP
header is not changed. After the packet is processed
with IPSec, the new IP packet contains the old IP
header and the processed packet payload. It does not
protect the information present in the IP header
therefore, an attacker can easily identify the packet’s

source and destination.
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Mode: The IPSec

implementation encapsulates the entire IP packet.

Tunnel tunnel mode
The entire packet becomes the payload of the packet
that is processed with IPSec. A new IP header is
created by the IPSec which contains two IPSec
gateway addresses. The gateways perform the
encapsulation on behalf of the hosts. In this mode
ESP prevents an hacker from analyzing the data and
decrypt it , an attacker cannot identify from where

the packet is coming and going.

Key Management:

IPSec uses the Internet Key Exchange (IKE) protocol
to ease and automate the SA setup and the exchange
of keys between parties transferring data. It ensures
that only the sender and receiver of a message can
access it. IPSec requires that keys should be dynamic
or refreshed frequently so that communication with
each other will be secured. IKE manages the process
of refreshing keys and user can control the keys
strength and the refresh frequency. Refreshing keys

provides confidentiality between sender and receiver.

The IPSec software program on host “A” initiates the
IPSec process in try and talk with host “B”.
The two computer systems then start the key IKE
technique.
IKE Phase I.
> The two parties negotiate the encryption and
authentication algorithms to apply in the IKE
SAs.
> The 2 parties authenticate each different
using a predetermined mechanism, including
pre-shared keys or virtual certificates.
> A shared master key is generated by way of
the Diffie-Hellman public key algorithm
within the IKE framework for the 2 events.
The grasp key is also used in the 2d section to
derive IPSec keys for the SAs.
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IKE Phase II.

1. The 2 parties negotiate the encryption and
authentication algorithms to apply inside the
IPSec SAs.

2. The grasp secret's used to derive the IPSec
keys for the SAs. Once the SA keys are
created and exchanged, the IPSec SAs are
geared up to protect consumer information

between the two VPN gateways.

Data transfer. Data is transferred among IPSec peers
based totally at the IPSec parameters and keys saved
inside the SA database.

IPSec tunnel termination: IPSec SAs terminate

through deletion or by timing out.

VPNC IKE Security Parameters

It is important to remember that both gateways must
have the identical parameters set for the process to
work correctly. The settings in these examples follow
the examples given for Scenario 1 of the VPN
Consortium.

VPNC IKE Phase I Parameters The

IKE Phase 1 parameters used:

Main mode

TripleDES

SHA-1

MODP group 1

pre-shared secret of "hr5xb8416aa9r6"

SA lifetime of 28800 seconds (eight hours)

VPNC IKE Phase II Parameters

The IKE Phase 2 parameters used in Scenario

. are:
TripleDES SHA-
1

ESP tunnel mode

MODP group 1

Perfect forward secrecy for rekeying
SA lifetime of 28800 seconds (one hour)
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IV.RESULTS B o B x
FEewras s . EEE 8
IPSEC is a traditional network layer security which is ﬁ i
intended to secure TCP/IP condition over Internet ] a e
considering adaptability, flexibility and B ‘ o S
interoperability. IPSEC essentially bolsters security ' : _ By s S .
was against clients, not at all the remaining security _:—AEEEEE o [

traditions. IPSec was concerned as the principal safety
foundations in NGI. It is like way has sensible Figure 4. After configuring OSPF routing protocol
highlights to execute VPN gainfully and its

application districts are relied on to develop rapidly.

In this paper, the essential considerations and related

standard records of IPSEC will be shown. —-T‘fl—:’—r——‘ 4

Definition and concepts: S

IPSEC is an open outlining and an open framework I

defined by IPSec working get-together of IETF. It A

gives a flexible, extreme base for giving security in a 7 e erival
network layer. IPv4 usage is truly prescribed to help

IPSec whereas IPv6 executions which are required to Figure 5.After configuring IPSec based VPN
do all things considered. IPSec gives the base security
capacities to the web and outfits adaptable building
blocks from which securing and staggering VPNs that

can be made.
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3 ) i 5B Figure 6.Pinging of two systems
Bemive yanaunnsRBRn _ A network with more number of wusers are
ot : constructed in Cisco packet tracer as shown in Figure
Figure 3.Network 3 and the commands are written in particular users as

per their IP address. When we considered the OSPF
routing without IPSec the source and destination
address are visible as shown in Figure 4, whereas we
can see the duplicate addresses after the configuration

using IPSec as shown in Figure 5.
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When we ping from one system to other using the
ping command in command prompt as shown in

Figure 6, the following data can be obtained

Pinging 192.165.2.0 with 32 bytes of data:
Reply from 40.1.1.1

bytes=32 time=41ms TTL=251

bytes=32 time=13ms TTL=251

bytes=32 time=17ms TTL=251

bytes=32 time=12ms TTL=251

Ping statistics for 192.165.2.0:

Packets: sent=4, received=4, lost=0(0%loss)
Approximate round trip times in milli-seconds:

Minimum=12ms,Maximum=41ms, Average=20ms

V. CONCLUSION

As communicated previously, the paper investigated
the IPSec based VPN sorting out a structure and made
an exchange on its related traditions. The paper
highlights IPSec and its irregularity with the current
IP framework and routing. Before arranging IPsec
based VPN yield of a structure were a first source and
target. Regardless, in the wake of arranging the
solicitations of VPN, the outcome was appeared in
above figures and the best way to deal with setup the
VPN compose is direct and convenient, which has a
nice application prospect in the remote secure
transmission and shape the ensured correspondence
between two branches of an association. So, it is a
monetarily adroit and secure response for the
association customer to relate various goals around

the world together by finishing IPSEC based VPN.
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