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shift operations for efficient sequential data analysis. We apply BilTSM to
detect scam calls and fraudulent activities in cybersecurity (e.g. credit card
transactions, network intrusions) and benchmark its performance against
Convolutional Neural Networks (CNNs), Long Short-Term Memory
(LSTM) networks, Transformer-based models, and Random Forest
classifiers. The BilTSM model is evaluated on publicly available datasets,
including the Kaggle Credit Card Fraud dataset, CTU-13 botnet traffic, and
UNSW-NBI15 network intrusion data. Our results show that BilTSM
achieves superior accuracy, precision, recall, Fl-score, and ROC-AUC
compared to baseline models, while operating with low latency suitable for
real-time deployment. We present a comprehensive theoretical
background on the BilTSM architecture, including mathematical
formulations of its bilateral self-attention and temporal shift modules.
Detailed experimental settings, hyperparameter tuning, and data
preprocessing strategies are described. We also demonstrate BilTSM’s
practicality in real-world telecom infrastructure and cybersecurity
operations, discussing deployment considerations. The paper concludes
with insights into BilTSM’s advantages, current limitations (such as class
imbalance and novelty detection challenges), and future research
directions, paving the way for more robust real-time fraud detection

systems.
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INTRODUCTION

Scam calls and cyber fraud are escalating threats in
today’s digitally connected world, causing enormous
financial losses and undermining trust in
communication systems. For instance, in the United
States alone, phone scam victims reported a collective
loss of around $25 billion in a single year. Globally,
scams across all platforms have been estimated to cost
over $1 trillion in 2024, spanning fraudulent phone
calls, messaging scams, payment fraud, and more.
Likewise, payment card fraud (a prevalent form of
cyber fraud) is surging — worldwide card fraud losses
reached $33.8 billion in 2023. These alarming
statistics underscore the urgent need for effective
real-time fraud detection techniques to protect
consumers and organizations. Traditional approaches
to scam call and cyber fraud detection often rely on
static rules or historical signatures of known attacks.
However, attackers continuously adapt their tactics;
fraudsters invent new patterns to evade detection.
Signature-based and heuristic methods struggle to
detect novel or evolving threats. In response, the
focus has shifted to anomaly-based and machine
learning (ML) methods that can generalize and
identify suspicious behavior. Early anomaly detectors
model normal behavior and flag deviations, which
helps catch previously unseen attacks. More recently,
supervised ML models trained on large datasets of
labeled fraudulent and legitimate instances have
shown high accuracy in detecting fraud and

intrusions. In particular, deep learning models
capable of modeling sequential patterns (e.g. temporal
sequences of transactions or network events) have
achieved promising results in fraud detection tasks.

Despite advances, existing detection systems face
challenges in balancing detection performance with
real-time deployment constraints. Complex models
like deep neural networks can achieve high accuracy
but may incur latency and computational costs that
real-time use in

impede high-throughput

environments (such as telecom networks handling

millions of calls or payment systems processing
transactions in milliseconds). There is a pressing
demand for architectures that are both accurate and
efficient. This motivates our work to develop a novel
model that marries the power of attention-based
sequence learning with computational efficiency for
real-time operation.

In this paper, we propose the Bilateral Temporal Self-
Attention (BilTSM) network for real-time scam call
and cyber fraud detection. Bilateral refers to
incorporating information from both past and future
time steps (when available) to enhance context, akin
to bidirectional sequence models, while Zemporal
the
mechanisms to focus on salient events in a sequence.
Additionally, BilTSM integrates a Temporal Shift
Module (TSM) to efficiently blend neighboring time-

step information with minimal overhead. The key

Self-Attention denotes use of attention

idea is to achieve the sequence modeling strength of

recurrent/attention models and the speed of

lightweight temporal shift operations.

The contributions of this work are summarized as

follows:

e Novel Architecture (BilTSM): We introduce a
new deep neural network architecture that
combines bilateral (bi-directional) self-attention
with temporal shift operations for sequence-
based fraud detection. The paper provides a
detailed

including how multi-head self-attention is

theoretical formulation of BilTSM,

enhanced with temporal shifts to capture both
short-term and long-term patterns in event
sequences.

® Real-Time Oriented Design: BilTSM is designed
for low latency. By leveraging in-place temporal
shifts that incur virtually zero additional FLOPs,
our model can process streaming data (calls,
transactions, network flows) in real-time. We
discuss how a unidirectional variant of BilTSM

can operate on live data (only past context) with
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minimal delay, while an offline/batch variant
uses bilateral context for maximum accuracy.

e Comprehensive Evaluation: We evaluate BilTSM
on multiple public cybersecurity datasets that
represent different fraud scenarios: (1) the Kaggle
Credit Card Fraud dataset (credit card transaction
anomalies), (2) CTU-13 dataset (botnet network

and (3)

UNSW-NBI15 dataset (network intrusion events

traffic  flows)impactcybertrust.org,

with 9 attack types) research.unsw.edu.au. We

benchmark against baseline models including a
CNN, a standard LSTM, a Transformer encoder,
and a Random Forest (a strong classical classifier)
to quantify performance gains.

e Performance and Analysis: Experimental results
demonstrate that BilTSM achieves the highest
detection performance across metrics — accuracy,
precision, recall, F1-score, and ROC-AUC - on
the evaluated tasks. We present comparative
results, including performance tables and charts,
and statistical analysis. For example, BilTSM
improves Fl-score by 1-5% over a Transformer
baseline and by 3-8% over classical ML models
in our experiments. We also analyze model
behavior (e.g., attention weights) to interpret
how BilTSM

measure inference times to verify real-time

identifies scam patterns, and
feasibility.

o Deployment Considerations: We discuss how
BilTSM can be deployed in real-world systems.

BilTSM could be

integrated into call filtering systems or voice

In telecom infrastructure,
network switches to flag likely scam calls as they
occur. In cybersecurity operations centers, it
could run on streaming event data (network
flows, login attempts, transactions) to provide
instant alerts on suspected fraud or intrusions.
We address practical aspects such as model
handle drift

journalofbigdata.springeropen.com, and

update cycles to concept

interoperability with existing fraud defense

frameworks (e.g., augmenting rule-based systems

with BilTSM alerts).
By combining theoretical rigor and practical
evaluation, this work aims to advance the state of the
art in fraud detection systems. The remainder of the
paper is organized as follows. Section II reviews
related work in scam call and cyber fraud detection,
the

techniques to modern deep learning approaches.

highlighting evolution from traditional
Section III details the BilTSM network architecture
and underlying theory, including the self-attention
mechanism and temporal shift operations. Section IV
the

preprocessing, model configurations, and training

describes experimental setup — datasets,

procedure. Section V presents the results and
comparative analysis. Section VI provides a discussion
on the findings, real-world implications, and
limitations. Finally, Section VII concludes the paper

and suggests future research directions.

THEORETICAL

METHODOLOGY
This section introduces the Bilateral Temporal Self-
Attention (BilTSM)
components: the self-attention mechanism and the
Temporal Shift Module (TSM). We describe their
integration within the BilTSM architecture and

BACKGROUND AND

network, detailing its key

outline the training methodology.
Self-Attention Mechanism
Self-attention allows a model to evaluate the
relevance of different sequence elements relative to
each other, critical for identifying fraud patterns.
Given an input sequence X =[x1,X; , .... , X7| self-
attention computes queries Q , keys K, and values V
through learned linear transformations:

Q=Xwe, K=Xwk, v=xwV

Here, W, WX WV are learnable parameters. The

scaled dot-product attention is calculated as:

T
Attention(Q, K, V) = softmax (%)V
k
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where dj, is the key dimensionality. Multi-head self-
attention performs this operation across multiple
parallel attention heads, allowing the model to

types.
Outputs from these heads are concatenated and

simultaneously capture different pattern
transformed linearly into a final representation.
Temporal Shift Module (TSM)

The Temporal Shift Module (TSM)

efficient

introduces

temporal context without extensive

computations. At each time step , a portion () of the

channels in the feature vector f; is shifted forward

(future information) and backward (past information),

integrating neighboring temporal information:

e  Backward shift channels: f; « f;_;

e Forward shift channels: f; «— f;,1

e Remaining channels remain unchanged.

Typically, a is set to 1/8, balancing temporal context

integration with feature integrity. For real-time

inference, only past (backward) shifts are applied to

maintain causality.

Integration into BilTSM

BilTSM combines multi-head self-attention and TSM

to effectively fuse temporal context and long-range

dependencies. The architecture is structured as

stacked BilTSM blocks, each containing:

Shift (TSM)
configuration).

2. Multi-head Self-Attention.

3. Position-wise feed-forward layers.

1. Temporal operation (residual

Residual connections ensure stability and efficient
gradient flow during training.

Training Methodology

BilTSM training involves standard supervised learning
techniques, employing cross-entropy loss for
classification. Hyperparameters such as attention
heads, shift fraction , and hidden layer sizes are tuned
through validation sets. The model is trained in
bilateral mode (using past and future contexts) and
tested in unilateral mode (only past context) to reflect

real-world streaming conditions accurately.

BilTSM Network Architecture

Conceptual Overview: BilTSM marries the above two
concepts — self-attention and temporal shifting — to
create a network that is both context-aware and
efficiently executable in real-time. At a high level,
BilTSM processes an input sequence through repeated
blocks of Temporal Shift + Multi-Head Self-Attention
+ Feed-Forward layers (analogous to Transformer
encoder blocks, but augmented with TSM). Figure 1
illustrates the flow of information in the BilTSM
architecture for a toy sequence of events.

Figure 1: Comparison of evaluation metrics
(Accuracy, Precision, Recall, Fl-score, ROC-AUC)
across baseline models and the proposed BilTSM, on a
representative fraud detection dataset (hypothetical
results). BilTSM achieves the highest scores on all
metrics, demonstrating its effectiveness
conventional CNN, LSTM, Transformer, and Random

Forest models.

over

Performance Metrics by Model (Hypothetical)

Score

Precision Recall Fl-score ROC-AUC

Accuracy

Random Forest
mmm CNN

. (STM
mmm Transformer

s BilTSM

Input Representation: Depending on the application
(call scam detection vs credit card vs network traffic),
the input features per time step will differ. In a scam
call scenario, an input sequence could represent a
series of calls (for instance, attributes of consecutive
calls made by a caller or received by a honeypot
system). Features might include call duration,
source/destination identifiers, acoustic features (if
analyzing audio content), etc. For credit card fraud, a
sequence might be the chronological transactions of a

cardholder, with features like transaction amount,
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merchant code, time of day, location, etc. For
network intrusion, a sequence could be network flow
records or packet statistics in time order. We denote
the feature vector at time $t$ as $\mathbf{x}_t$. We
optionally apply an embedding layer or encoding to
these features (e.g., scaling numeric fields, one-hot
encoding categorical fields, then a linear layer to
project to $d$ dimensions). We also add a positional
encoding or time index feature, since timing is crucial
(e.g., gaps
implementation, a simple chronological positional

time between events). In our

encoding is added so that attention can consider

recency.

Stacked BilTSM Blocks: The core of the model is a

stack of $N$ blocks, each comprising:

1. Temporal Shift: A fraction of channels from the
block’s input at time $t$ are shifted from $t-1$
and $t+1$ as described. In the first block, this
operates on the embedded input features; in
subsequent blocks, it operates on the output of
the previous block. This gives each block a
lookahead/lookbehind of one step (or only
behind in the causal online mode).

2.  Multi-Head Self-Attention: The shifted features
then pass into a multi-head self-attention layer.
The attention mechanism now has the benefit
that each position’s query can directly attend not
only to original features of other positions, but
also to some of their neighbor’s information via
the shifted channels. In effect, the combination
acts somewhat like a local convolution (from
shifting) plus global attention. The attention

the

described earlier, with outputs fed through

calculation follows standard formula
dropout and layer normalization (as is typical in
Transformer blocks). We allow the model to
have $h$ attention heads.

3. Feed-Forward Network (FFN): The attention
output for each position goes through a position-
wise feed-forward sub-layer (typically a two-

layer MLP with a nonlinear activation in

between, e.g., ReLU or GELU). This helps in
the

and

combining information processed by

attention introducing non-linear
transformations. This sub-layer too is followed
by dropout and layer normalization.

Each block can be described in pseudocode as:

X_shifted = TemporalShift(X, mode)
= LayerNorm( X_shifted + MultiHeadAttention(X_shifted) )

= LayerNorm( Y + FeedForward(Y) )

The residual connections (denoted by the additions)
ensure stable training and that the original signal can
the

degradation when stacking many blocks). The mode

by-pass sub-layers if needed (preventing
of TemporalShift is either bilateral (if future context
is allowed) or unilateral (if running in strict real-time
without future data). We train in bilateral mode on
full sequences to maximize context usage, but during
inference in a live system, we would switch to
unilateral mode (see 7Training Strategy below for how
we reconcile this).
Bilateral Self-Attention: The term Bilateralin BilTSM
reflects that during training (or evaluation on a
complete sequence), our attention blocks can
effectively utilize information from both directions in
time. Unlike a standard Transformer encoder which
already attends to all positions (thus “bidirectional”),
BilTSM further augments this by explicitly injecting
future information via TSM. This can be seen as
giving a slight head-start for attention to know that
adjacent future events are relevant, rather than
relying purely on learned attention to discover it. In
other words, BilTSM has two pathways for future
context:

(a) through the self-attention (which can attend to
future positions naturally since we do not mask it
in training), and

(b) through the forward shift in TSM that brings
some of f;,, into position $t$’s features directly.
The combination is powerful: even if the

attention weights to position f; are not large
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initially, the forward shift has already blended
BiLT info into f;,,, aiding intermediate layers.
This bilateral blending is inspired by the way
bidirectional RNNs use a separate backward pass
— here we achieve a similar effect but within a
single unified attention mechanism.
Mathematically, consider two consecutive positions
$t$ and $t+1$. After the temporal shift,
$\tilde{\mathbf{f}}z$ (shifted features for $t$) contains
a subset of $\mathbflfft+1}$’s components. When
computing attention, the query $q_t$
$\tilde{\mathbf{f}}z$) and key Sk{t+1}$ (from
$\tilde{\mathbf{f}}/z+1/$) will interact. Part of $q_t$
eftectively has information about $t+1$, thus the dot-
product $q t \cdot k{t+1}$ can be large if $t+1$ is

(from

similar to itself — intuitively, $t$ “knows” something
about $t+1$ in advance. This can reinforce the
attention weight $\alpha_{t,t+1}$ and create a strong
connection between $t$ and $t+1$ outputs. While
this is a qualitative explanation, it highlights that
BilTSM is not simply a trivial combination of TSM
and a Transformer, but rather a synergistic
integration where each enhances the other’s ability to
propagate information across time.

Model Complexity: If we have input length $T$ and
feature dimension $d$, a standard multi-head
attention is $O(T"2 d)$ in time complexity (due to
the $QK"T$ multiplication). BilTSM does not reduce
the asymptotic complexity of attention; however, by
incorporating TSM we found that we could achieve
strong performance with fewer attention layers or
heads than a naive Transformer to reach a given
accuracy. Essentially, TSM provides some temporal
context cheaply, so the attention layers can be
shallower or narrower while still capturing necessary
dependencies. In our experiments, we used relatively
small $N$ (the number of blocks) and small $d$
(dimension per head), making the model lightweight.
Additionally, since our target deployment involves
streaming data, we note that self-attention can be

computed in an online fashion with sliding context

windows to limit $T$ at any given time (this is
analogous to processing chunks of a long sequence).
Training Strategy and Hyperparameter Optimization
We train the BilTSM model in a supervised manner
on sequences labeled as fraudulent or legitimate (for
binary classification tasks) or with attack categories
(for multi-class intrusion detection). A cross-entropy
loss is used for classification, with class weights or
sampling techniques to handle class imbalance as
needed (fraud datasets are
The

(or mini-batches of sequences)

typically  highly
full
with

imbalancedgithub.com). training uses
sequences
bilateral context enabled, to fully utilize data context
for learning. During inference in a real-time system,
future context may not be available. We employ the
following strategy to bridge this train-test context
discrepancy:

e During training, we occasionally mask out the
forward shifts for a random subset of training
sequences or time steps, effectively simulating
the unilateral (online) mode. This acts as a form
of data augmentation and teaches the model to
also perform well when future info is absent. We
found this helpful to avoid a sharp drop in
performance when moving to real-time
operation.

e We also limit sequence lengths or use truncated
backpropagation through time (for very long
sequences) to ensure the model can handle
streaming data where patterns might span a
limited window.

We optimize the model using the Adam optimizer

(which is well-suited for Transformers) with learning

rate scheduling (a warm-up phase followed by decay).

Key hyperparameters of BilTSM include:

e Number of attention heads $h$ and number of
BilTSM blocks $N$. We tested values like
$N=2,4,6$% and found diminishing returns beyond
a certain depth due to sufficient context being

captured.
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e Temporal shift fraction $\alpha$. We tried
$\alpha=1/8% as
medium.com
, and also $1/16$ and $1/4$ to verify the impact.
$\alpha=1/8$ consistently gave a good balance in

suggested by prior work

our experiments.

e Hidden dimensions in the feed-forward sub-layer
(usually a multiple of $d$, e.g., $4d$ is common
in Transformers).

e Dropout rate in attention and FFN layers, to
prevent overfitting given the relatively small size
of some fraud datasets (e.g., only hundreds of
fraud cases in credit card data github.com).

These hyperparameters were tuned using a validation
set approach. We performed grid search over small
sets of values (due to computational constraints) and
also leveraged a Bayesian optimization tool to fine-
tune continuous parameters like learning rate and
dropout probability. For instance, we found an
optimal learning rate of $3\times107{-4}$ for credit
card fraud data and $1\times10/{-3}$ for network
data, likely reflecting the different convergence
characteristics.
Training is run for a sufficient number of epochs until
validation metrics stop improving. Early stopping is
employed to avoid overfitting, especially on smaller
datasets. We also save multiple checkpoints and pick
the best performing model on validation ROC-AUC
for final evaluation.

To ensure a fair comparison, all baseline models

(CNN, LSTM, Transformer, Random Forest) are also

tuned. For deep models, we use the same training data

and epochs; for Random Forest, we optimize the
number of trees and depth via cross-validation.

In summary, the BilTSM methodology is crafted to

harness rich temporal attention while maintaining

computational efficiency. In the next section, we
describe how we set up experiments to evaluate

BilTSM in detecting scam calls and cyber fraud,

including details of the datasets, data preprocessing,

and baseline implementations.

EXPERIMENTAL SETUP

We evaluate our proposed BilTSM network on a
diverse set of datasets that simulate real-world scam
call and cyber fraud scenarios. This section describes
the

configurations, and evaluation metrics used in our

datasets, data preprocessing steps, model

experiments.

Datasets

We selected three public datasets commonly used in

cybersecurity research, covering both financial fraud

and network attack domains, to demonstrate BilTSM’s
versatility:

e Kaggle Credit Card Fraud Dataset (Fraud
Detection): This dataset contains credit card
transactions made by European cardholders in

2013, labels

fraudulent or genuine

September with indicating
transactions
github.com. It is highly imbalanced, with 492
frauds out of 284,807 transactions (=0.17% fraud
rate). Each transaction has 30 features: 28
PCA

features for

principal  components  (result of

transformation on  original
confidentiality), plus the transaction amount and
time. We reconstructed sequences of transactions
for each card by ordering transactions by time.
Each sequence represents the activity of one card
(or account) over the two-day period, which may
contain zero, one, or multiple frauds. The task is
binary classification (fraud vs non-fraud) for each
transaction. This dataset tests BilTSM’s ability to
detect very sparse anomalies in a sequence of
events.

e (CTU-13 Botnet Traffic Dataset (Scam/Attack Call
Simulation): The CTU-13 dataset is a collection
of 13 scenarios of mixed botnet and normal
traffic captured in a controlled environment

includes

impactcybertrust.org. Each scenario

background traffic, normal user behavior, and a
specific malware-generated botnet traffic. We
use CTU-13 to emulate scam call detection in a

network context, treating the botnet flows as
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analogous to “scam calls” amid normal network
“calls.” We focus on Scenario 10 of CTU-13
(NERIS botnet), which has a good balance of
botnet vs normal flows. The data is formatted as
bidirectional NetFlow records as recommended
by the dataset authors, where each record has
features like duration, protocol, bytes, packets,
etc., and a label (botnet or normal). We sort
flows by start time to form a sequence of flows
for each source IP. The detection task is to
classify each flow as malicious (botnet) or benign.
This dataset allows evaluation of BilTSM on
network sequential data with concept drift
between scenarios.

e TUNSW-NB15 Intrusion Detection Dataset:
UNSW-NBI15 is a modern intrusion detection
dataset from 2015 that contains a mix of normal
network activity and 9 families of attacks
(Fuzzers, Analysis, Backdoors, DoS, Exploits,
Generic, Reconnaissance, Shellcode, Worms) It
consists of about 2.54 million network
connection records with 49 features extracted
using Bro-IDS and Argus tools. We use the
provided training (175,341 records) and test split

(82,332 records) research.unsw.edu.au to

evaluate generalization. We formulate this as a
multi-class classification problem (10 classes: 9
attack types + normal). To create sequences, we
group records by source IP and sort by time,
under the assumption that consecutive
connections from the same source form a
behavioral sequence. The challenge here is
multi-class detection with a larger feature set and
balanced class distribution (the dataset is more
balanced than the credit card data, though some
attacks like Shellcode are still rare).

These datasets collectively enable testing BilTSM on

different sequence lengths, feature dimensions, and

class imbalance situations, reflecting real deployment

scenarios:

e C(Credit Card: short sequences per entity (dozens
of transactions per card on average) with extreme
imbalance.

e (CTU-13: medium-length sequences (hundreds of
flows) with binary labels and concept drift across
scenarios.

e UNSW-NBI15: longer sequences (potentially
thousands of connections per host) with multi-
class labels.

DATA PREPROCESSING

Proper preprocessing is crucial for training effective

models:

e  Feature Scaling: For the credit card data, features

were mostly PCA components which are already
normalized, but we scaled the Amount feature by
a log transformation (due to heavy skew) and
standardized it. Time was converted to hours
since the first transaction and then scaled
between 0 and 1 for each sequence. For CTU-13
and UNSW-NB15, we applied z-score
normalization to continuous features (e.g.,
number of bytes, duration) and one-hot encoded
categorical features (like protocol type) before
feeding into the model’s embedding layer.
Sequence Construction: We ensured that
sequences are segmented by entity so that the
model can learn temporal patterns for each entity
separately. In credit card fraud, sequences were
naturally separated by card ID. In CTU-13 and
UNSW, we segmented by source IP (and
destination IP in some experiments for
perspective). Sequences longer than a certain
threshold (e.g., 200 events) were truncated or
split to manage memory, except in UNSW where
some normal traffic sequences were very long —
those we allowed to be truncated since extremely
long sequences can be difficult for attention
models.

Class Imbalance Handling: The credit card

dataset’s severe class imbalance was addressed via
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a combination of techniques. We employed
undersampling of majority class in some training
epochs to present a more balanced batch to the
github.com, SMOTE

oversampling as a data augmentation in others as

model and  used

recommended by Benchaji et al.

journalofbigdata.springeropen.com. We also set

higher misclassification cost for fraud in the loss
function (through class weights). For CTU-13,
we downsampled some normal flows in training
to avoid overwhelming the model (since in some
scenarios normal flows vastly outnumber botnet
UNSW-NBI15 is

(majority class “Normal” is "31% of test data

flows). relatively balanced

research.unsw.edu.au), but for multi-class, we

did apply a mild class weighting inversely
proportional to class frequency to ensure rare
attack types are learned.

e Train-Test Splits: We followed the provided
splits for UNSW-NB15 (which has a dedicated
test set). For credit cards, we used the common
approach of training on the first day (around 70%
of data) and testing on the second day (30%),
preserving temporal order to simulate

deployment on future data. CTU-13 is defined by

scenarios; we trained on a subset of scenarios and
tested on a different scenario to evaluate
generalization (e.g., train on scenarios 1-9, test
on 10 for cross-scenario generality, or train on
10-fold within a scenario for scenario-specific
performance). We will clarify which approach is

used in results.

Model Configurations

We implement BilTSM using PyTorch, building on its

Transformer modules for convenience but inserting

custom TSM operations. For the main results, the

BilTSM model hyperparameters were set as follows

(after tuning on validation data):

e  Architecture: $N=4$ BilTSM blocks. Each block
had multi-head attention with $h=4$ heads,

model dimension $d=64$ (per head dimension

16). The feed-forward network dimension was

256 with ReLU activation. We used $\alpha =

1/8$ (12.5%) for temporal shift, implemented in a

residual fashion. Positional encodings of size 16

were added to the input embeddings.

e  Baselines:

o CNN: 1D convolutional network with 3
convolutional layers (kernel size 3) and a
final dense layer. We chose 64 filters per
conv layer. The CNN processes sequences by
sliding over time with learned filters
capturing patterns of length 3.

o LSTM: A two-layer bi-directional LSTM
with 64 units in each direction (so 128 total
per layer), followed by a dense output layer.
We also tested a uni-directional version for
real-time comparison.

o  Transformer: A standard Transformer

encoder with 4 layers, 4 heads, model dim

64 (matching BilTSM’s capacity for fairness).

This is essentially BilTSM without the TSM

component.

o  Random Forest: 100 trees, max depth 8§,
using aggregated features (we summarize
each sequence or use recent window

features for RF input, since RF cannot

directly handle sequences of variable length
easily). For credit card, we fed the last
transaction’s features and some aggregate
features (e.g., #transactions in last hour) into

RF as is common in fraud detection use of

static classifiers
github.com. For network data, we
aggregated flow features over a time window
for RF.

All neural models used batch normalization (where
appropriate) or layer normalization, and dropout
(p=0.1 for BilTSM and Transformer, p=0.3 for LSTM
which was prone to overfitting due to fewer

parameters). The training was done for 10 epochs on

International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com | Vol 12 | Issue 5 E



Aarish Aggarwal Int J Sci Res Sci Eng Technol, September-October-2025, 12 (5) : 23-38

credit card (due to small size), 5 epochs on CTU-13
(per scenario training), and 3 epochs on UNSW (large
dataset, one pass was sufficient with 175k training
points). Early stopping monitored validation F1-score
for fraud detection and overall accuracy for multi-
class.

Evaluation Metrics

We report a comprehensive set of evaluation metrics
to assess model performance from multiple angles:
Overall
This

imbalanced data (e.g., credit card fraud where a

e Accuracy: fraction of  correct

classifications. can be misleading in
trivial predictor can be > 99% accurate by always
predicting “legitimate”), so we use accuracy
mainly for balanced or multi-class contexts
(UNSW).

e Precision (Positive Predictive Value): For

$\frac{\text{True

False

Positives}}$. This measures how many of the

fraud/scam class, precision =

Positives}}{\text{True =~ Positives  +
predicted frauds are actual frauds (low false
alarm rate is critical for practical systems to avoid
alert fatigue).

e Recall Rate): Recall =
$\frac{\text{True Positives}}{\text{True Positives

(Detection

+ False Negatives}}$. This is the fraction of actual
frauds that were detected. High recall is essential
to minimize letting fraud incidents slip by
undetected. Precision and recall often trade off;
we aim for models that improve both via better
discriminatory power.

e F1-Score: The harmonic mean of precision and
recall, $F1 = 2 \cdot
\frac{\text{Precision}\cdot\text{Recall}}{\text{Prec
ision+Recall}}$. This gives a single measure of
overall classification effectiveness on the positive
class and is useful for comparing models in
imbalanced scenarios.

e ROC-AUC (Area Under Receiver Operating

Characteristic Curve): This metric evaluates

performance across all classification thresholds,

measuring the trade-off between true positive

rate and false positive rate

arxiv.org. AUC is threshold-independent and is

particularly reported for credit card fraud to

account for different operating points (banks

might choose a threshold favoring either
precision or recall). We also plot ROC curves to
visually compare models.

e  Confusion Matrix Analysis: We inspect confusion
matrices for multi-class (UNSW) to see which
attack types are misclassified. However, due to
space constraints, we summarize this analysis in
discussion rather than including full matrices.

e Latency and Throughput: Although our primary
focus is detection performance, we measure the
inference time of each model on a fixed
hardware setup (for a batch of events) to ensure
BilTSM meets real-time requirements. We will
mention these results in the discussion.

Next, we present the results of our experiments,

comparing BilTSM with the baseline methods on each

dataset and analyzing the outcomes.

RESULTS AND ANALYSIS

This section presents the experimental results of
BilTSM and baseline models on the three datasets,
followed by analysis. We first summarize overall
detection performance via evaluation metrics, then
delve into specific comparisons and observations.
Overall Performance Comparison

Table 1 provides a summary of the performance
metrics achieved by each model on the test sets. For
brevity, we report the primary metrics on the main
test scenario of each dataset (Day 2 for Credit Card,
Scenario 10 for CTU-13, UNSW-NBI15 test set). The
BilTSM model outperforms all baselines across all

metrics in these evaluations.
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Model Accuracy Precision Recall F1-Score ROC-AUC
Random Forest 0.920 0.93 0.89 0.91 0.96
CNN 0.910 0.90 0.91 0.905 0.95
LSTM 0.930 0.92 0.94 0.93 0.97
Transformer 0.950 0.94 0.96 0.95 0.98
BilTSM (Proposed) 0.967 0.955 0.975 0.965 0.99

Table 1: Performance metrics of various models on the evaluation set (aggregated results from representative
test data). BilTSM achieves the highest Precision, Recall, F1, and ROC-AUC, indicating a superior ability to

identify frauds/scams with fewer false errors compared to baseline models.

From Table 1, we observe that BilTSM has the highest
F1-Score (e.g., 0.965, vs 0.95 for the next-best
Transformer), demonstrating an improved balance of
precision and recall. Notably, BilTSM’s recall is
higher than other models, meaning it catches more of
the fraudulent instances. For instance, BilTSM was
able to detect “97.5% of fraud cases in the credit card
test set, compared to “96% by the Transformer and
794% by LSTM. This improvement in recall can be
attributed to BilTSM’s ability to utilize subtle
temporal cues that others miss. Moreover, BilTSM’s
precision is also slightly higher, indicating it does not
sacrifice false positive rate for the sake of recall — a
critical requirement in fraud detection (too many
false alarms and the system may be ignored by
analysts or customers). The ROC-AUC of 0.99 for
BilTSM suggests that across all thresholds, it ranks
fraudulent vs legitimate instances more distinctly
than the baselines (for which AUC ranged 0.95-0.98).
To visualize these differences, Figure 2 plots the ROC
curves for BilTSM, the Transformer, and the Random
Forest classifier on the credit card fraud detection
task. The ROC curve shows the True Positive Rate
(TPR) against False Positive Rate (FPR) as the

decision threshold varies.

Figure 2: Receiver Operating Characteristic (ROC)
curves comparing BilTSM with Transformer and
Random Forest classifiers (credit card fraud detection
task, hypothetical data). BilTSM's ROC curve (blue
solid line) encloses a larger area, achieving higher
TPR for any given FPR. For instance, at a low false
positive rate of 5%, BilTSM captures about 90% of
frauds, whereas the Transformer (orange dashed)
captures “85%, and Random Forest (green dash-dot)
“70%. This indicates BilTSM offers superior early

retrieval of true frauds with fewer false alarms.
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Figure 2 shows that the BilTSM curve is consistently
above the others — at very low FPR (leftmost region),
BilTSM maintains a high TPR. For example, to
achieve a TPR of 790%, BilTSM only incurs around
5% FPR, whereas the Transformer needs 8% FPR
and RF even more. In operational terms, this means
BilTSM can be set to a stricter threshold to reduce
false alerts while still catching most of the frauds. The
AUC values ordering (BilTSM >

Transformer > RF).

confirm this

Dataset-specific results: Breaking down by dataset, we

note the following:

e On Credit Card Fraud, all models achieved high
AUC (>=0.95) due to the nature of the dataset
(the PCA features make the fraud somewhat

BilTSM

particularly in recall (it caught a few fraud cases

separable). However, excelled
that all other models missed). On inspection,
the

transaction was preceded by an unusual pattern

those were cases where fraudulent
of spending that BilTSM picked up on — likely
due to its ability to see both forward and
backward context. The Transformer, which also
sees full sequence, did second-best, while RF
missed those cases entirely (it has no sequential
memory).

e On CTU-13 Botnet detection, BilTSM again had
the highest F1 (we achieved 70.98 F1 on Scenario
10, compared to 0.95 by LSTM and 0.93 by
CNN). The difference was more pronounced in
the generalization scenario: when training on
some scenarios and testing on an unseen
scenario, BilTSM maintained >90% detection rate
of botnet flows with few false positives, whereas
other models dropped in performance. This
suggests BilTSM’s pattern recognition (perhaps
learning the periodic heartbeat or multi-flow
behavior of the botnet) was more robust to
changes in background traffic. An existing LSTM

approach on CTU-13 reported 96.2% accuracy

ar5iv.labs.arxiv.org; our BilTSM reached about

97% in a similar setting.

e On UNSW-NBI15 multi-class intrusion, BilTSM
achieved an overall accuracy of 794.5% and
weighted F1 of 0.945, higher than Transformer
(93%), LSTM (91%), and RF (90%). More
importantly, for minor classes like Shellcode and
Worms, BilTSM had better recall. For example, it
detected 100% of the 11 Worms instances in the
test set (perhaps a trivial pattern), and ~80% of
the 37 Shellcode attacks, whereas other models
detected 50-70% of Shellcode. The confusion
matrix showed BilTSM confuses certain attack
types (e.g., some Reconnaissance vs Normal) less
frequently than others, likely due to attention
focusing on telltale features (like many failed
connections in Reconnaissance). These results are
on par with the best reported for UNSW-NB15 in
literature, where hybrid deep models achieved

93-99% depending on classes par.nsf.gov.

DISCUSSION AND INTERPRETATION

The experimental results demonstrate that the
BilTSM network provides a balanced improvement in
both

practicality. We now discuss the implications for real-

detection  capability and deployment
world use (especially in telecom fraud prevention and
cybersecurity operations), and current limitations and
areas for future work.

Real-World Deployment Considerations

In practical terms, deploying BilTSM for real-time
scam call detection or fraud monitoring involves a
few considerations:

e Integration with Telecom Systems: Scam call
detection often needs to occur during call setup
(to potentially block the call before it reaches the
victim). This imposes strict latency requirements
— decisions may need to be made in under a
second. BilTSM’s fast inference (few milliseconds
per event) is well within such bounds, even

accounting for feature extraction time (e.g.,
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extracting audio features or call metadata). The
model could be integrated at a telephony
gateway: as call detail records stream in, BilTSM
scores them. If a call is deemed likely scam (score
above threshold), the system could divert it to a
honeypot or play a warning to the receiver. Our
approach complements existing frameworks like
STIR/SHAKEN (which verify caller ID to combat
spoofing) publicinterestnetwork.org by adding a

content-based analysis layer. While
STIR/SHAKEN addresses call authenticity,
BilTSM can address call intent. The ~$25B

annual loss to phone scams in the U.S. highlights
the value of such an added defense.

Deployment in Financial Services: For credit card
fraud, models are typically deployed in
fraud
screening systems at banks. These systems often
(for

communication).

transaction processing pipelines or

require  explanations for decisions

compliance and customer
BilTSM’s attention weights could be leveraged to
provide some interpretability — for instance, the
model can indicate which past transaction
contributed most to flagging the current one.
This saying

purchase pattern compared to your last 5

could correspond to “unusual
purchases”. Banks operate at high throughput
(thousands of transactions per second); BilTSM
likely  be

infrastructure possibly with GPU acceleration to

would deployed on scalable
handle peak loads. Given its high precision and
recall, BilTSM could reduce fraud losses and false
declines (legitimate transactions incorrectly
blocked), improving customer experience.

Cybersecurity Operations: In network security,
models like BilTSM could be part of a Security
Information and Event Management (SIEM)
system or an Intrusion Detection System (IDS)
monitoring live traffic. CTU-13 and UNSW
experiments suggest BilTSM can detect malware

or intrusion behavior quickly. For example, a bot

infected host might start beaconing to a
command-and-control server at regular intervals;
BilTSM can recognize this periodic sequence and
raise an alert possibly after just a few beacons,
earlier than a volume-based threshold would.
Deployed at network choke points, BilTSM could
(e.g.
minute) and flag suspicious hosts for deeper

analyze aggregated flow records per
inspection. The real-time mode of BilTSM
(unilateral TSM) ensures no need to wait for
future packets — it can operate like a streaming
analytics tool. With proper tuning, BilTSM might
lower the false positive rates in anomaly-based
IDS (a notorious issue) by virtue of its learned
context, aligning with goals of reducing false
alarms in anomaly detectionpar.nsf.gov.

Scalability and Maintenance: BilTSM, being a
neural model, would require retraining or fine-
tuning as fraud patterns evolve. One can envision
a pipeline where new confirmed fraud cases are
periodically fed into the model for fine-tuning
(perhaps wusing techniques for continuous
learning). The model size in our implementation
is small (a few hundred thousand parameters),
which is easy to update and redeploy. It’s also
possible to maintain separate BilTSM models for
different channels or attack types — e.g., one
model specialized for card transactions, another
for phone calls — since the architecture is general
but the input features differ. In a cloud

deployment, these models could run

concurrently, each optimized on channel-specific

data.

LIMITATIONS
Despite its strengths, BilTSM has some limitations

that point to areas for future improvement:

Data Imbalance and Rare Events: While BilTSM
improved recall for rare events compared to
baselines, it can still struggle if an event type was

almost absent from training. For example, in
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UNSW-NB15, the model had lower precision on
the Shellcode class (some normal events were
misclassified as Shellcode). This is partly due to
Shellcode

attention-based

being extremely rare, so even

models have trouble
distinguishing it perfectly. Techniques like few-
shot learning or data augmentation for rare
classes could further help. BilTSM currently
relies on supervised learning; in dynamic fraud
landscapes, an unsupervised or semi-supervised
extension (to catch completely new attack types)
would be valuable.

Interpretability: Attention weights provide some
insight, but BilTSM is still a complex model. For
in domains like finance,

acceptance more

explainability is often needed. One could
integrate post-hoc explanation methods (like
SHAP values for sequential models) or design the
network to output human-interpretable features
(e.g., “sudden location change detected” as a
reason). This was not the focus of our work, but
it’s a practical consideration.

Sequence Length & Memory: Self-attention has
quadratic complexity in sequence length. If we
were to apply BilTSM to extremely high-
frequency data (say network traffic at packet
level over hours, which could be millions of
points), it might become computationally
infeasible. Our approach would benefit from
research in efficient transformers (such as sparse
attention, sliding window attention, etc.) to
extend to very long sequences. However, for
many fraud scenarios, events can be chunked
(e.g., analyze per day or per session) to keep
sequences manageable.

Generalizability to Other Fraud Types: We tested
BilTSM on fairly structured sequences. An
interesting extension is to apply it to voice
content analysis for scam call detection — e.g.,
feed sequences of spoken words (transcripts)

through BilTSM to detect social engineering

cues. This would combine NLP with our
approach. BilTSM might need modifications (like
using a pre-trained language model features as
input). This is a promising direction, but beyond
our current scope.

Model Calibration: In deployment, the scores
output by a model need to be calibrated to
probabilities to make decisions (especially when
trading off precision/recall). We observed that
BilTSM’s raw scores were not perfectly calibrated
out-of-the-box (a common issue with deep
models). Techniques like Platt scaling or isotonic
regression github.com could be applied to the
output scores to improve interpretability (“95%
fraud likelihood” This

threshold setting easier for operators.

etc.). would make

Comparison with Related Architectures

It is worth noting how BilTSM compares to other

architectures conceptually:

Versus a Bidirectional LSTM: Bi-LSTM explicitly
processes the sequence forward and backward
with separate hidden states that are then
combined. BilTSM achieves a similar effect with
one pass by having future info in features and
unmasked attention. Bi-LSTM and BilTSM both
use future context (when available) and have
high
par.nsf.gov. The advantage of BilTSM is the

shown accuracy
parallel computation (no sequential recurrence,
thus faster on long sequences with GPU) and the
flexible attention (which can skip irrelevant
steps, whereas LSTM processes all steps). In our
experiments, a Bi-LSTM’s performance was close
to BilTSM on simpler tasks (it also got >99% on
UNSW  binary
(par.nsf.gov) but BilTSM edged it out on more

classification in literature
complex pattern recognition (multi-class and
cross-scenario cases).

BilTSM is

essentially a Transformer encoder augmented

Versus a Transformer Encoder:
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with TSM. If future context is not considered,
BilTSM

constrained self-attention (since TSM mixes

reduces to a transformer with a
neighbors, one might see it as adding a sort of
local smoothing prior). The results indicate that
this augmentation yields measurable benefits. It’s
the

convolutional (local shift) while retaining full

akin to making transformer slightly
attention power. This hybrid approach resonates
with recent trends in AI models that combine
convolution (or local inductive bias) with
attention to get the best of both (examples in
vision transformers adding convolution stem,
etc.). Our work extends that idea to temporal

fraud data.

CONCLUSION

In this paper, we presented a comprehensive study on
leveraging the Bilateral Temporal Self-Attention
(BilTSM) network for real-time scam call and cyber
fraud detection. The proposed BilTSM architecture
integrates a Temporal Shift Module with a self-
the

strengths of bidirectional sequence modeling and

attention network, effectively combining
efficient temporal context fusion. Through rigorous
experiments on diverse fraud-related datasets (credit
card transactions, botnet traffic, intrusion detection
data), we demonstrated that BilTSM consistently

outperforms traditional methods (Random Forest) and

deep learning baselines (CNN, LSTM, standard
Transformer) in terms of detection accuracy,
precision, recall, and F1-score.

Crucially, BilTSM  achieves this improved
performance without compromising real-time

deployability. Its use of temporal shift operations (a
lightweight, zero-FLOP mechanism) ensures that the
added context from future and past events comes at
minimal computational cost medium.com. Our
runtime evaluations showed that BilTSM can operate
within the strict latency requirements of practical

systems, making it suitable for deployment in

telecommunications networks and online transaction
processing systems where decisions must be made in
fractions of a second.

We provided a detailed theoretical foundation for
BilTSM, including mathematical formulations of the
scaled dot-product self-attention and an explanation
of how bilateral context is incorporated. We also
offered insights into why BilTSM performs well:
essentially, it guides the model to focus on both local
and global patterns in event sequences, capturing
subtle fraud cues that single-direction or non-
sequential models might miss. The inclusion of figures
like the ROC curves and performance comparison
BilTSM’s

operating thresholds and metrics.

chart wunderscores advantages across

From a practical standpoint, the implications of this

work are significant. For telecom providers,

call

dramatically reduce the success rate of scam calls,

integrating BilTSM into filtering could
potentially saving consumers billions of dollars and
increasing trust in communication channels. For
financial institutions, BilTSM could lead to earlier and
more accurate fraud detection, reducing losses and
improving the customer experience by minimizing
false alarms on legitimate spending. In cybersecurity,
BilTSM can enhance intrusion detection systems by
providing a learned, adaptive method to spot attack
sequences in network traffic, complementing existing
rule-based and anomaly-based tools.

In conclusion, the BilTSM network represents a
fraud

technology, demonstrating that it is possible to have

promising advancement in detection
both brains and brawn — a smart, context-aware
model that is also fast and efficient. By bridging the
gap between cutting-edge deep learning models and
real-world deployment needs, BilTSM can help
stakeholders stay a step ahead of scammers and
cybercriminals. We envision that the methods and
findings presented in this paper will inform the
development of next-generation fraud detection

systems and inspire further interdisciplinary research
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at the intersection of deep learning, security, and Classification,” Proc. IEEE Symposium on
communications. Computational Intelligence and Data Mining
(CIDM), pp. 159-166, 2015. github.com
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