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ABSTRACT 

The biggest problem in the modern IT sector is information and computer security. Only authorized users 

should have access to the system or data. A password makes sure that only people with the proper access 

rights can view or use the computer or the information. A text password, often known as an alphanumeric 

password, is a common password strategy. However, these text-based passwords are simple to break using 

numerous attack methods. In order to address these flaws, a graphical. A password-based approach is 

presented. We came up with there volutionary authentication system Pass Matrix, based on graphical 

passwords to fend off shoulder surfing assaults, to solve this issue. Pass Matrix provides no suggestion for 

attackers to figure out or narrow down the password even if they execute several camera-based attacks. It has 

a one-time valid login indicator and circulative horizontal and vertical bars encompassing the complete scope 

of pass-images. Cyberattacks surge. Cybercriminals seek efficient channels to spread malware via images. 

JPEGVigilant, a machine learning method, identifies malicious JPEGs using 10 derived properties.[14] 

Additionally, we developed a PassMatrix prototype for Android and ran actual user tests to assess its usability 

and memorability. According to the experimental findings, the suggested approach increases shoulder surfing 

attack resistance while retaining usability. Pharmaceutical innovation faces challenges. Research merges 

quantum computing and machine learning to revolutionize drug discovery, simulation, and safety assessment 

for expedited progress.[13] 

Keywords: Shoulder surfing, Computer vision, Privacy, Security, Visual eavesdropping, Detection. 

 

I. INTRODUCTION 

 

Graphical Authentication: The system relies on graphical elements for user authentication instead of traditional 

text based passwords. This can include patterns, images, or other visual elements. 

 

A. Enhanced Privacy 

To resist shoulder surfing, the system ensures that the authentication process doesn’t reveal sensitive 

information to onlookers. The graphical elements should be easy for the user to interact with but difficult for 

others to interpret. 

 

B. Multi-factor Authentication  

Incorporating multiple layers of authentication, such as combining a graphical pattern with a personal 

identification number (PIN), enhances security. 
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C. Randomization 

The system might introduce an element of randomness in the graphical authentication process, making it 

challenging for an observer to predict or replicate the user’s actions. 

 

II. PROBLEM STATEMENT 

 

To build and implement web application for A Shoulder Surfing Resistant Graphical Authentication System  

 

III. ALGORITHM/WORKFLOW OF SYSTEM 

 

Content Image Selection and choose convolution layer for feature maps: Given a chosen content layer l, the 

content loss is defined as the Mean Squared Error between the feature map F of our content image C and the 

feature map P of our generated image Y. 

Calculate Gram-matrix for style image: Calculate the Gram-matrix(a matrix comprising of correlated features) 

for the tensors output by the style-layers. The Gram-matrix is essentially just a matrix of dot-products for the 

vectors of the feature activations of a style-layer. If the feature map is a matrix F, then each entry in the Gram 

matrix G can be given by: 

The loss function for style is quite similar to out content loss, except that we calculate the Mean Squared Error 

for the Gram-matrices instead of the raw tensor-outputs from the layers. 

The total loss can then be written as a weighted sum of the both the style and content losses. 

 

IV. BLOCK/ARCHITECTURE DIAGRAM 

 

 
Figure 1:  Proposed System 

 

A. Hardware Requirements 

• Processor - Intel i3/i5/i7 

• Speed- 3.1 GHz  

• RAM - 4 GB(min) 

• Hard Disk - 40 GB 
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B. Software Requirements 

• Operating System - Windows 7/8/10 

• Application Server - Apache Tomcat7/8/9/10  

• Front End - HTML, CSS, Bootstrap, JSP 

• Language – Java 

• Server side Script - Java Server Pages. 

• Database - My SQL  

• IDE - Eclipse  

 

V. RESULTS AND DISCUSSION 

 

A. Effectiveness 

Evaluate how effective the graphical authentication system is at resisting shoulder surfing attacks compared to 

text-based systems. This could involve analyzing metrics such as success rates of shoulder surfing attempts and 

user satisfaction. 

 

B. Usability 

Discuss the usability of the graphical authentication system. Consider factors such as ease of use, user 

acceptance, and efficiency in authenticating users compared to text-based systems. 

 

C. Security 

Assess the security implications of the graphical authentication system. Determine if it introduces any new 

vulnerabilities or if it effectively mitigates shoulder surfing risks without compromising security in other areas. 

 

D. User Experience 

Explore the user experience of interacting with the graphical authentication system. Consider factors such as 

learnability, memorability, and satisfaction. 

All paragraphs must be indented.  All paragraphs must be justified, i.e. both left-justified and right-justified. 

Figure 2:  A sample line graph using colours which contrast well both on screen and on a black-and-white 

hardcopy 

 

VI. HARDWARE AND SOFTWARE DIAGRAMS 
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VII. KEY FEATURES 

 

A. Homepage 

This would be the main interface where users can access various functions and features of the system. It may 

include options for logging in, accessing user accounts, and navigating to different sections of the system. 

 

B. Login Page 

The login page is where users provide their credentials (username and password) to access the system. It's 

crucial for security and authentication purposes. The login page may also include features 

 

C. Homepage  

This would be the main interface where users can access various functions and features of the system. It may 

include options for logging in, accessing user accounts, and navigating to different sections of the system. 

 

D. Login Page  

The login page is where users provide their credentials (username and password) to access the system. It's 

crucial for security and authentication purposes. The login page may also include features like password 

recovery and account registration for new users. 

 

E. Privacy Measures 

Implementation of privacy filters or techniques to prevent unauthorized users from observing login credentials 

during shoulder surfing attempts. 

F. User Awareness 

Providing users with guidance on how to protect their Credentials from shoulder surfing attacks, such as by 

being aware of their surroundings and shielding their input from prying eyes. 

G. Multi-factor Authentication (MFA) 

Adding an extra layer of security beyond passwords, such as SMS verification codes or biometric authentication, 

to further protect user accounts. 
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VIII. CONCLUSION 

 

Because of their poor efficiency, current PIN authentication techniques that are resistant to shoulder-surfing 

attacks are not very usable. Recently, touchscreen devices that offer localised tactile feedback (LTF) have been 

created, patented, and/or put into use. It appears likely that touchscreen devices that support LTF will soon be 

widely accessible. Here, we've introduced Vpoints PES, an effective PIN authentication technique that is 

immune to shoulder-surfing assaults and can be used in a variety of user authentication systems, including 

cloud authentication systems.  
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