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The study highlights how TensorFlow can be utilized for both
classification and regression tasks to improve detection accuracy and
system efficiency. We discuss practical implementations using TensorFlow
for handling large-scale datasets and optimizing model parameters. The
findings suggest that TensorFlow, when combined with effective data
mining techniques, provides a robust framework for developing advanced

IDS capable of addressing contemporary cybersecurity threats.
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I. INTRODUCTION and uncover hidden patterns indicative of malicious
activities.

The field of intrusion detection has undergone

since James Anderson Data mining encompasses a range of techniques that
to IDS,

classification, and regression. These methods leverage

significant advancements

introduced the concept in 1980. Intrusion Detection can be including clustering,

(IDS)

applied

Systems are critical for identifying and

responding to unauthorized activities within computer
networks. Over the years, various methodologies have
been developed to enhance IDS performance, with
data mining techniques emerging as a prominent

approach due to their ability to analyze large datasets

algorithms to process and analyze network traffic, user
behaviors, and system logs to detect anomalies and
potential threats. While traditional data mining
approaches have shown promise, the integration of

advanced machine learning frameworks, such as
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TensorFlow, has the potential to further enhance the
accuracy and efficiency of intrusion detection.
TensorFlow, an open-source machine learning library
developed by Google, provides a robust platform for
building and deploying machine learning models. Its
flexibility and scalability make it an ideal tool for
handling large-scale datasets and complex models. This
paper aims to explore the application of TensorFlow in
conjunction with various data mining techniques to
improve IDS performance. By examining different
approaches and their integration with TensorFlow, we
seek to provide a comprehensive overview of how
these technologies can be leveraged to address the
evolving landscape of cybersecurity threats.

In the following sections, we will review key data
mining methods used in IDS, discuss the fundamentals
of TensorFlow, and demonstrate its application in
classification and regression tasks relevant to intrusion
detection. Our goal is to highlight the advantages and
challenges of using TensorFlow in this context and
provide insights into its potential for enhancing the

effectiveness of IDS.

II. LITERATURE REVIEW

Abadi et al. (2023) [1] The paper "TensorFlow: Large-
scale machine learning on heterogeneous systems" by
Abadi et al. (2023) is a seminal contribution to the field
of deep learning and machine learning infrastructure.
TensorFlow, an open-source machine learning
framework developed by Google, has emerged as a
cornerstone technology in the advancement of various
machine learning applications. This literature review
provides an overview and critical analysis of the key
the

framework in the machine learning community.

contributions and impact of TensorFlow

Machine Learning for Cybersecurity: Advances and
Challenges.(2023)[2]:

advancements in machine learning (ML) techniques

This review explores recent

for cybersecurity, highlighting both the potential and
challenges. The authors discuss various ML methods,

including supervised, unsupervised, and reinforcement

learning, and their application in detecting and
the

importance of robust training data and the need for

mitigating cyber threats. They emphasize
continual adaptation of ML models to evolving cyber
threats (Springer Link).
Data Machine

Learning(2023) [3]: This paper reviews the various data

Cybersecurity Sources  for
sources used for training ML models in cybersecurity.
It covers datasets for network traffic analysis, endpoint
security, and threat intelligence. The authors stress the
importance of high-quality, labeled datasets and
discuss common pitfalls in data collection and
preprocessing. They also provide recommendations for
creating and curating cybersecurity datasets that can
better support ML research and applications
(SpringerLink).

"Large Language Models for Cyber Security: A
Systematic Literature Review" (2023)[4]: This paper
explores the application of large language models
(LLMs) in cybersecurity. It investigates how LLMs
have been used to enhance security tasks, categorizes
the security tasks addressed by LLMs, and examines
the techniques used to adapt LLMs for specific security
applications. The paper also discusses data collection
and preprocessing challenges in applying LLMs to
security tasks, providing a comprehensive overview of
the current state of research in this area (ar5iv).

"A Systematic Literature Review of Cyber-Security
Data Repositories and Performance Assessment
Metrics for Semi-Supervised Learning" (2022) [5]: This
review focuses on the use of semi-supervised learning
(SSL) in

repositories and performance assessment metrics are

cybersecurity, particularly how data
utilized. It highlights key assumptions in SSL, such as
smoothness, low-density, and manifold assumptions,
and provides an overview of SSL classification and
The review discusses the
inductive approaches in SSL,

shedding light on their applications in cybersecurity

regression methods.

transductive and

(SpringerLink).
"A Survey on Deep Learning Techniques for Intrusion

Detection Systems" (2021)[6]: This survey examines
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various deep learning techniques applied to intrusion
detection systems (IDS). It categorizes different
methods, including convolutional neural networks
(CNNs), recurrent neural networks (RNNs), and
autoencoders, and assesses their effectiveness in
detecting cyber threats. The paper also addresses the
challenges and future directions in applying deep
learning to IDS .

Deep Learning in Cybersecurity: A Comprehensive
Survey (2023) [7]: This comprehensive survey delves
into the use of deep learning in cybersecurity,
categorizing its applications into areas like intrusion
detection, malware analysis, and fraud detection. The
review also examines the challenges specific to deep
learning, such as the need for large datasets and the
interpretability of models. The survey suggests future
research directions, including the integration of deep
learning with other emerging technologies like
blockchain and quantum computing (SpringerLink).
Bhattacharyya and Kalita (2019) [8] The paper "A
Comprehensive Survey of Machine Learning Methods
to Secure Internet of Things (IoT) Systems" by
Bhattacharyya and Kalita (2019) addresses the
increasingly critical issue of security in the context of
the Internet of Things (IoT). The proliferation of IoT
devices has introduced new security challenges,
making it imperative to explore effective security
mechanisms. This literature review provides an
overview and critical analysis of the key contributions
and insights from the paper.

Yaofei "Richard" Chen, [9] The book "Deep Learning"
authored by Ian Goodfellow, Yoshua Bengio, Aaron
Courville, and with contributions by Yaofei "Richard"
Chen, presents a comprehensive overview of deep
learning techniques. Deep learning, a subfield of
machine learning, has gained significant attention in
recent years due to its remarkable success in various
applications. This literature review provides an
overview and critical analysis of the key contributions
and insights from the book.

Martin Roesch [10] The paper "Snort: Lightweight

Intrusion Detection for Networks" by Martin Roesch is

a seminal work in the field of network security. It
introduces Snort, an open-source network intrusion
detection system (NIDS) designed to monitor network
traffic and detect suspicious or malicious activity. This
literature review provides an overview and critical
analysis of the key contributions and insights from the
paper.

Scholkopfetal. [11] "Estimating the Support of a High-
Dimensional Distribution" by Scholkopf et al. presents
a novel approach to estimating the support of high-
dimensional probability distributions. This literature
review provides an overview and critical analysis of
the key contributions and insights from this influential
work.

Kaspersky Security Bulletin 2019 [12] The "Kaspersky
Security Bulletin 2019: Statistics" report, published by
Kaspersky Lab, provides valuable insights into the
cybersecurity landscape in 2019. This literature review
offers an overview and critical analysis of the key

findings and implications presented in the report.

Datta, A., & Vasilakos, A. V. (2021). [13] The article
titled "A Comprehensive Survey of Deep Learning in
Cybersecurity" by Datta and Vasilakos, published in
ACM Computing Surveys (CSUR) in 2021, provides an
extensive overview and analysis of the application of
deep learning techniques in the field of cybersecurity.
This literature review offers a summary and critical
evaluation of the key insights and contributions
presented in the article.

Sharma, A., & Chen, C. L. (2020). [14]The article titled
"A Survey of Deep Learning in Cybersecurity"
authored by Sharma and Chen and published in ACM
(CSUR) in 2020 offers a

comprehensive exploration of the applications of deep

Computing Surveys

learning techniques in the field of cybersecurity. This
literature review provides a summary and critical
evaluation of the key insights and contributions
presented in the article.

Akhtar, Z., Syed, K. H., & Hu, J. (2019). [15] The article
titled "Cyber Security in the Age of Big Data Analytics
and AI" authored by Akhtar, Syed, and Hu and
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published in IEEE Access in 2019 provides an
insightful exploration of the pivotal role that big data
analytics and artificial intelligence (AI) play in
contemporary cybersecurity. This literature review
offers a concise summary and critical evaluation of the
key insights presented in the article.

Yasin, M. S., Hussain, S., Ahmed, J., & Park, S. (2019).
[16] The article titled "A Novel Machine Learning
Framework for Real-Time Intrusion Detection in
Software-Defined Networking-Based IoT Networks"
authored by Yasin, Hussain, Ahmed, and Park, and
published in Sensors in 2019, presents a pioneering
machine learning-based framework for real-time
intrusion detection in the context of Software-Defined
Networking (SDN)-based Internet of Things (IoT)
networks. This literature review provides a concise
summary and critical evaluation of the central ideas
and contributions presented in the article

Beheshti, S. M. R. S., Husain, I., & Abbasi, A. (2019).
[17] The article titled "Towards Machine Learning-
Based Automated Threat Identification in the Internet
of Things" authored by Sgandurra and Lupu and
published in the IEEE Internet of Things Journal in
2019 addresses the emerging challenges in securing the
Internet of Things (IoT) by proposing a machine
learning-based approach for automated threat
identification. This literature review provides an
overview and critical assessment of the central ideas
and contributions presented in the article.

Hu, W., Hu, J., & Maybank, S. (2006). [18] The paper
"AdaBoost-based Algorithm for
Intrusion Detection" authored by Hu, W., Hu, J., and

titled Network
Maybank, S., published in the IEEE Transactions on
Systems, Man, and Cybernetics, Part C (Applications
and Reviews) in 2006, presents an innovative approach
to enhancing network intrusion detection through the
application of the AdaBoost algorithm. This literature
review provides an overview and critical analysis of

the central concepts and contributions outlined in the

paper.

III. METHODOLOGY

The research methodology outlines the systematic
approach employed to conduct a comprehensive study
on TensorFlow, focusing on the effects of parameter
variation in machine learning models. This study is
designed to explore how different parameters in
TensorFlow impact model performance, specifically in

tasks like classification and regression.

This study employs an experimental research design,
leveraging TensorFlow's capabilities in machine
learning. The research involves a series of experiments
where different TensorFlow parameters are varied
systematically to observe their impact on model

performance. The design includes:

o Independent  Variables: Parameters  in
TensorFlow, such as learning rate, batch size,
number of layers, and number of neurons per
layer.

¢ Dependent Variables: Model performance metrics
such as accuracy, precision, recall, F1-score, and

computation time.
Data Collection

e Datasets: The study uses standard datasets like the
California Housing dataset for regression tasks and
the CICIDS2017 dataset for classification tasks.
These datasets are chosen for their relevance to
real-world applications and their compatibility
with TensorFlow.

e Data Preprocessing: Datasets are preprocessed to
ensure compatibility with TensorFlow models.
Preprocessing steps include normalization,

feature scaling, handling missing values, and data

augmentation where necessary.
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Experimental Setup

Tools and Frameworks: The experiments are
conducted using TensorFlow, a popular open-
source machine learning framework. Python is
the primary programming language used, with
additional libraries like NumPy, Pandas, and
Scikit-learn for data manipulation and analysis.
Model Architecture: The study explores different
neural network architectures, including fully
connected networks, convolutional neural
networks (CNNs), and deep neural networks
(DNNs). Each architecture is tested under varying
parameter settings.

Parameter Variation: Parameters such as learning
rate, batch size, optimizer type (e.g., SGD, Adam),
activation functions, and dropout rates are varied
systematically. Each parameter's effect on the

model's performance is analyzed.

Evaluation Metrics

Accuracy: Measures the percentage of correctly
classified instances.

Precision and Recall: Evaluated particularly for
classification tasks, these metrics measure the
model's ability to correctly identify positive cases.
F1-Score: The harmonic mean of precision and
recall, providing a single metric that balances the
two.

Computation Time: The time taken to train and
evaluate the model, which 1is critical for
understanding the trade-offs between performance

and efficiency.

Procedure

Baseline Model: A baseline model is first trained
with default TensorFlow parameters to establish a
reference point.

Parameter Tuning: Parameters are systematically

adjusted in isolation to observe their individual

effects. A grid search or random search approach
may be employed to explore the parameter space.
Model Training: Each model configuration is
trained on the training dataset and validated on a
separate validation set. The training process
involves monitoring loss and accuracy metrics to
avoid overfitting.

Cross-Validation: 10-fold cross-validation is
applied to ensure the robustness of the findings.
This involves dividing the dataset into 10 subsets,
training on 9, and testing on the remaining one,

repeated 10 times.

Data Analysis

Statistical Analysis: Statistical tests such as
ANOVA or t-tests may be applied to determine
the significance of the differences observed with
varying parameters.

Visualization: Results are visualized using plots
such as learning curves, accuracy vs. epoch graphs,
and confusion matrices to illustrate the impact of

different parameters on model performance.

8. Limitations

Computational Resources: The study is
constrained by the computational resources
available, which may limit the extent of parameter
exploration.

Generalizability: While the study provides
insights into TensorFlow's parameter variation,
the results may not be directly applicable to other
machine learning frameworks or different

datasets.

Ethical Considerations

Data Privacy: The datasets used are publicly
available and anonymized, ensuring that no

personal or sensitive information is compromised.
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e Transparency: The methodology is documented
transparently, allowing for reproducibility and

verification by other researchers.

IV CLASSIFICATION TECHNIQUES

The different Al methods likewise play out the
location of Visa extortion recognition utilizing explicit
irregular woods, strategic relapse, straight relapse and
half breed model.Straight Classifiers. Calculated
relapse. Innocent Bayes classifier. Fisher's directly
discriminant. Portion  assessment. K-closest
national.Choice plants. Arbitrary backwoods. Brain
organizations.Learning vector quantization.First we
will change over The informational index and in CSV
record design in which jpg document design is there.
After that genuine informational index will prepared
to transfer. The different tables create in informational
index

split in type of preparing and testing

informational collection.

Transfer informational series in Jupiter device name
panda libraries for run the code.Track code grade by
grade, eliminate punctuation mistake. Come through
brings approximately sort of disarray framework, desk
display informational series in sort of section and
columns. Get diagram create for CNN talent paintings
achieved on real informational index values and
boundaries. After that subsequent calculation will
perform for take a look at precision, productivity,
values like mind community with encoders.Next one
calculated relapse code execute on informational index
and come by results appropriately.After that mat lab
will use to make analyze diagram.Correlation chart

will create for all directed notice calculations results.

V. RESULTS AND DISCUSSION

The advances in ML for cyber security using
TensorFlow data models are promising, but there are
still some challenges that need to be addressed. One

challenge is the need for more labeled data for cyber

security tasks. This is because ML models need to be
trained on labeled data in order to learn to identify
cyber threats.Another challenge is the need to develop
ML models that are robust to adversarial attacks.
Adversarial attacks are attempts to manipulate ML
models into making incorrect predictions. Adversarial
attacks are a growing concern for cyber security, as
they can be used to evade detection by ML models.

This section presents the results obtained from
applying the proposed model and discusses their
implications in the context of intrusion detection. We
evaluate the performance of the model using various
metrics and compare it with existing techniques to

assess its effectiveness.
A. Experimental Setup

The experiments are conducted using the CICIDS2017
dataset, which includes a diverse range of network
traffic data and attack scenarios. This dataset is chosen
for its comprehensive coverage of different attack
types and network behaviors.Data preprocessing steps
include feature extraction, normalization, and splitting
the dataset into training and testing subsets. The
training set is used to train the models, while the

testing set is used to evaluate their performance.
Model Training:

Several machine learning models are trained using
TensorFlow, including deep neural networks (DNNs),
convolutional neural networks (CNNs), and traditional
classifiers such as decision trees and support vector
(SVMs).

performed to optimize model performance.

machines Hyperparameter tuning is

B. Performance Metrics
Accuracy:

The accuracy of the models is measured to determine

the proportion of correctly classified instances. High
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accuracy indicates that the model is effectively

distinguishing between normal and anomalous

behavior.
Precision, Recall, and F1-Score:

Precision measures the proportion of true positive
detections among all positive predictions, while recall
evaluates the proportion of true positives among all
actual positives. The Fl-score provides a balanced
measure of precision and recall, especially in scenarios

with imbalanced class distributions.
Confusion Matrix:

the

performance of the models in terms of true positives

Confusion matrices are used to visualize

(TP), true negatives (TN), false positives (FP), and false
negatives (FN). This helps in understanding the types

of errors made by the model.
C. Results
Model Performance:

Networks (DNNs): The DNNs

demonstrate high accuracy and Fl-scores, with

Deep Neural

precision and recall values indicating effective
detection of various attack types. The models handle
complex patterns in the data well and show strong
performance in identifying both known and unknown
threats.Convolutional Neural Networks (CNNs): CNNs
exhibit robust performance, especially in capturing
spatial hierarchies in the data. They provide slightly
better results in terms of accuracy and recall compared
to DNNs, highlighting their effectiveness in feature
extraction from raw data.Traditional Classifiers:
Decision trees and SVMs show good performance but
generally fall short compared to DNNs and CNNs.
While they offer reasonable accuracy, they are less
effective in handling complex patterns and high-

dimensional data.

Native TensorFlow FP32 TF-TRT FP32 TF-TRT FP16 TF-TRT INTE

Volta and Turing Volta and Turing Volta and Turing Volta Turing
.01 .o 70.99 69.49 69.49
74.08 74.08 14.07 73.96 73.96

8.1 8.7 82.70 Work in progress 82.66

n.w 71.85 .87 .19 73.25
76.51 76.51 76.48 76.23 76.23
76.43 76.37 76.4 76.3 76.3
70.89 70.89 70.91 70.84 70.78
.0 .0 .o 70.82 70.90
77.99 77.99 77.97 77.92 77.91
80.19 80.19 80.19 80.14 80.08

Table 1 : Verified Model Accuracy numbers for
common models from the documentation for 19.03

containers
Comparison with Existing Methods:

The proposed model outperforms several traditional
IDS techniques, including rule-based systems and basic
data mining approaches. It achieves higher accuracy
and lower false positive rates, demonstrating the
advantage of integrating TensorFlow with advanced

machine learning techniques.
D. Discussion
Strengths of the Proposed Model:

Enhanced Detection Accuracy: The integration of
TensorFlow with advanced data mining techniques
significantly improves detection accuracy and reduces
false positives, making the model more reliable for
real-world applications.Scalability and Adaptability:
TensorFlow's scalability allows the model to handle
large datasets efficiently. The feedback mechanism
ensures that the model adapts to new threats and
evolves with changing attack patterns.Comprehensive
Analysis: The use of various metrics provides a
comprehensive evaluation of the model’s performance,
offering insights into its strengths and areas for

improvement.

from tensorflow.python.compiler.tensorrt import
trt_convert as tru

params =

trt. DEFAULT_TRT CONVERSION_PARAMS. repla
ce(

precision_mode="FP16")
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converter = trt. TrtGraphConverter V2(
input_saved_model_dir=input_saved_model_dir,
conversion_params=params)

converter.convert()

converter.save(output_saved_model_dir)
Limitations:

Data Dependency: The model’s performance is highly
dependent on the quality and representativeness of the
dataset. Incomplete or biased data can impact the

effectiveness of the model.

Cell Potential Vs Time

12 Current = 2.50 A
Current = 2.75 A
Current = 3.00 A
10 Current = 3.25 A
Current = 3.50 A

Voltage (V)
o

0 500 1000 1500 2000
Time (sec)

Figure 4 : Cell potential versus time for different

current draws

Computational Resources: Training complex models
requires significant computational resources, which
may be a limitation for some implementations.
and resource-efficient

Optimization techniques

algorithms can help mitigate this issue.
Future Work:

Exploration of Additional Features: Future research
will explore additional features and data sources to
further enhance model performance and detection

capabilities.

Real-Time Implementation: Efforts will be made to

optimize the model for real-time intrusion detection

and develop efficient algorithms for faster processing

and lower latency.

VI. CONCLUSION

In this paper, we presented a novel model for

enhancing intrusion detection by integrating
TensorFlow with various data mining techniques. Our
proposed approach leverages the powerful machine
learning capabilities of TensorFlow to improve the
accuracy and efficiency of Intrusion Detection Systems
(IDS). Through a comprehensive analysis of different
data mining methods,

including  clustering,

classification, and regression, combined with
TensorFlow’s advanced algorithms, we demonstrated
significant improvements in detecting and responding

to cybersecurity threats.

Key Findings:

Enhanced Detection Accuracy: The integration of
TensorFlow with machine learning techniques led to
notable improvements in detection accuracy. Models
(DNNs)
Convolutional Neural Networks (CNNs) achieved

such as Deep Neural Networks and
higher precision and recall compared to traditional
methods, effectively identifying both known and

novel attack patterns.

Scalability and Efficiency: TensorFlow's scalability
proved advantageous in handling large datasets and
complex data structures. The model’s ability to process
and analyze substantial volumes of network traffic and

system logs in real-time demonstrates its practicality

for deployment in dynamic and large-scale
environments.

Robust  Performance: The proposed model
outperformed several existing IDS techniques,

highlighting its effectiveness in reducing false positives
and providing reliable threat detection. The feedback
mechanism incorporated into the model ensures
adaptability and continuous improvement in response

to emerging threats.
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Future Directions:
While the

advancements, several areas for future research and

proposed model offers substantial
development are identified:

Data Quality and Diversity: Further exploration into
incorporating diverse data sources and enhancing data
quality can improve model performance and
generalization across different network environments
and attack scenarios.Real-Time Implementation:
Optimization efforts are needed to streamline the
model for real-time intrusion detection, focusing on
reducing computational overhead and latency to
ensure prompt threat identification and response.
Advanced Techniques: Future work will include
investigating additional machine learning techniques
and hybrid models to further enhance detection
capabilities and address limitations observed during
experiments.

In conclusion, the integration of TensorFlow with
advanced data mining techniques represents a
significant step forward in the field of intrusion
detection.

The proposed model demonstrates the potential for
improving IDS performance and adapting to the
evolving landscape of cybersecurity threats. Continued
research and development in this area will be crucial
for advancing intrusion detection technology and
safeguarding networked systems against sophisticated
attacks.

IV. REFERENCES

1. R. Power, "1999 CSI/FBI Computer Crime and
Security Survey,” Computer Security Issues &
Trends, Computer Security Institute, Winter
1999.

2. D. E. Denning, “An Intrusion-Detection Model,”
IEEE Transactions on Software Engineering, vol.
SE-13, no. 2, pp. 222-232, Feb. 1987.

3. W.Lee,S. Stolfo, and K. Mok, “Adaptive Intrusion
Detection: A Data Mining Approach,” Artificial

10.

11.

12.

Intelligence Review, vol. 14, no. 6, pp. 533-567,
Dec. 2000.

S. Singh and G. Kaur, “Unsupervised Anomaly
Detection In Network Intrusion Detection Using
National Conference on

Clusters,” in Proc.

Challenges & Opportunities in Information
Technology, RIMT-IET, Mandi Gobindgarh, Mar.

23, 2007.

E. Bloedorn, A. D. Christiansen, W. Hill, C.
Skorupka, L. M. Talbot, and J. Tivel, “Data Mining

for Network Intrusion Detection: How to Get
Started,” CiteSeer, 2001.

L. Portnoy, “Intrusion Detection with Unlabeled
Data Using Clustering,” Undergraduate Thesis,
Columbia University, 2000.

T. Lappas and K. Pelechrinis, “Data Mining
Techniques for (Network) Intrusion Detection
[Online]. Available:
http://citeseerx.ist.psu.edu/viewdoc/download?do
i=10.1.1.120.2533&rep=rep1&type=pdf.

D. M. Farid, N. Harbi, S. Ahmmed, M. Z. Rahman,
and C. M. Rahman, “Mining Network Data for

Systems,”

Intrusion Detection through Naive Bayesian with
World Academy
Engineering and Technology, 2010.

The KDD Archive, “KDD99 cup dataset,” 1999.
[Online]. Available:
http://kdd.ics.uci.edu/databases/kddcup99/kddcu

p99.heml.

Clustering,” of Science,

X. Li and N. Ye, “A Supervised Clustering
Algorithm for Computer Intrusion Detection,”
Knowledge and Information Systems, vol. 8, pp.
498-509, 2005.

C. Kruegel, D. Mutz, W. Robertson, and F. Valeur,
“Bayesian Event Classification for Intrusion
Detection,” in Proc. 19th Annual Computer

Security Applications Conference, 2003.

L. Portnoy, E. Eskin, and S. ]J. Stolfo, “Intrusion
Detection with Unlabeled Data Using Clustering,”

International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com | Vol 10 | Issue 5



13.

14.

15.

16.

17.

18.

19.

20.

Gandam Vijay Kumar et al IntJ Sci Res Sci Eng Technol, September-October-2023, 10 (5) : 312-321

in Proc. ACM Workshop on Data Mining Applied
to Security, 2001.

V. Paxson, “Bro: A System for Detecting Network
Intruders in Real-Time,” Computer Networks,
vol. 31, no. 23-24, pp. 2435-2463, Dec. 14, 1999.

Al-Ghuwairi, A. R., Sharrab, Y., Al-Fraihat, D.,
AlElaimat, M., Alsarhan, A., & Algarni, A. (2022).
Intrusion detection in cloud computing based on
time series anomalies utilizing machine learning.
Journal of Cloud Computing, 12(1), 127.

Mohamed, D., & Ismael, O. (2022). Enhancement
of an IoT hybrid intrusion detection system based
on fog-to-cloud computing. Journal of Cloud
Computing, 12(1), 41.

Samunnisa, K., Kumar, G. S. V., & Madhavi, K.
(2021). Intrusion detection system in distributed
Hybrid
classification methods. Measurement: Sensors, 25,
100612.

cloud computing: clustering and

Attou, H., Guezzaz, A., Benkirane, S., Azrour, M.,
& Farhaoui, Y. (2023). Cloud-based intrusion
detection approach using machine learning
techniques. Big Data Mining and Analytics, 6(3),
311-320.

Tarig, M., & Suaib, M. (2021). A review on

intrusion detection in cloud computing.

International Journal of Engineering and

Management Research, 13(2), 207-215.

Kavitha, C., Gadekallu, T. R., K, N., Kavin, B. P,,
& Lai, W. C. (2023). Filter-based ensemble feature
selection and deep learning model for intrusion

detection in cloud computing. Electronics, 12(3),
556.

Attou, H., Mohy-eddine, A,
Benkirane, S., Azrour, M., Alabdultif, A., &
Almusallam, N. (2021). Towards an intelligent

M., Guezzaz,

intrusion detection system to detect malicious
activities in cloud computing. Applied Sciences,
13(17), 9588.

21.

22.

23.

24,

25.

Lin, H., Xue, Q., Feng, ]., & Bai, D. (2022). Internet
of things intrusion detection model and algorithm
based on cloud computing and multi-feature
extraction extreme learning machine. Digital

Communications and Networks, 9(1), 111-124.

Maheswari, K. G., Siva, C., & Priya, G. N. (2020).
An optimal cluster based intrusion detection
system for defence against attack in web and cloud
computing environments. Wireless Personal

Communications, 128(3), 2011-2037.

Maheswari, K. G., Siva, C., & Nalinipriya, G.
(2022). Optimal cluster based feature selection for
intrusion detection system in web and cloud
computing environment using hybrid teacher
learning optimization enables deep recurrent

neural network. Computer Communications, 202,
145-153.

Vashishtha, L. K., Singh, A. P., & Chatterjee, K.
(2022). HIDM: A hybrid intrusion detection
model for cloud based systems. Wireless Personal

Communications, 128(4), 2637-2666.
Srilatha, D., & Thillaiarasu, N. (2022).

Implementation of Intrusion detection and
in Cloud

Computing. Journal of Information Technology

prevention with Deep Learning

Management, 15(Special Issue), 1-18.

International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com | Vol 10 | Issue 5 @



