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ABSTRACT 
Generally the cloud server act as a container which contains data or information. Providing Security in cloud is 

becoming a difficult task now days. Remote data integrity checking is of crucial importance in cloud storage. It can 

make the clients verify whether their outsourced data is kept intact without downloading the whole data. In some 

application scenarios, the clients have to store their data on multi-cloud servers. At the same time, the integrity 

checking protocol must be efficient in order to save the verifier’s cost. From the two points, we propose a novel 

remote data integrity checking model: ID-DPDP (identity-based distributed provable data possession) in multi-cloud 

storage.  In addition to the structural advantage of elimination of certificate management, our ID-DPDP protocol is 

also efficient and flexible. 
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I. INTRODUCTION 

Over the last years, cloud computing has become an 

important theme in the computer field. The foundations of 

cloud computing lie in the outsourcing of computing tasks 

to the third party. It entails the security risks in terms of 

confidentiality, integrity and availability of data and service. 

The issue to convince the cloud clients that their data are 

kept intact is especially vital since the clients do not store 

these data locally.  

 

Remote data integrity checking is a primitive to address 

this issue. For the general case, when the client stores his 

data on multi-cloud servers, the distributed storage and 

integrity checking are indispensable. On the other hand, the 

integrity checking protocol must be efficient in order to 

make it suitable for capacity-limited end devices. Thus, 

based on distributed computation, we will study distributed 

remote data integrity checking model and present the 

corresponding concrete protocol in multi-cloud storage. 

 

II. METHODS AND MATERIAL 
 

A. Problem Statement 

Most customers are aware of the danger of letting data 

control out of their hands and storing data with an outside 

Cloud Computing provider. There is a lack of transparency 

for customers on how, when, why and where their data is 

processed. This is in opposition to the data protection 

requirement that customers know what happens with their 

data. Many Cloud Computing providers are technically 

able to perform data mining techniques to analyses user 

data. This is a very sensitive function and even more so, as 

users are often storing and processing sensitive data when 

using Cloud Computing services. Security risks that 

threaten the transfer line include eavesdropping, DNS 

spoofing, and Denial-of-Service attacks. The paradigm 

shifts in Cloud computing makes the use of traditional risk 

management approaches hard or even impossible. Cloud 

computing depends on a reliable and secure 

telecommunications network that assures and guarantees 

the operations of the terminal users of the services provided 

in the cloud by the cloud computing provider. 

Telecommunications networks are often provided 

separately from the Cloud computing services. In Existing 

system Certificates are used in order to provide Security 

Assurance but certificate maintains is very difficult hence 

an alternative way has to be found. 

 

B. Proposed System 

In this proposed system first, Setup and Extract algorithm 

creates the private key for the client based on the Master 

Private Key and client id proof. This private key is given to 

the client and the same is used for encryption. While 

uploading a file the client has to give his/her private key. 

On uploading, the file gets splits into 4 parts; each part is 

individually encrypted using AES algorithm   and gets 

stored in 4 different Cloud Servers. The splitting is done 
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using Splitting and merging algorithm. Meanwhile a Meta 

table is created for currently uploading file and given to the 

client. 

 

When client has to check data integrity for a particular file 

he/she should give the Meta data and private key for the 

file to a verifier (Third party auditor). The verifier 

distributes the challenge query to the corresponding cloud 

servers according to the storage metadata. The cloud 

servers respond the challenge. Based on the response the 

verifier checks whether the files are modified or not. 

 

 
Figure 1: Architecture diagram (overall representation of) 

 

 

C. Security Prospects By Multi-Cloud Architectures 

The basic underlying idea is to use multiple distinct clouds 

at the same time to mitigate the risks of malicious data 

manipulation, disclosure, and process tampering. By 

integrating distinct clouds, the trust assumption can be 

lowered to an assumption of non-collaborating cloud 

service providers. Further, this setting makes it much 

harder for an external attacker to retrieve or tamper hosted 

data or applications of a specific cloud user. The idea of 

making use of multiple clouds has been proposed by 

Bernstein and Celesti. However, this previous work did not 

focus on security. Since then, other approaches considering 

the security effects have been proposed. These approaches 

are operating on different cloud service levels, are partly 

combined with cryptographic methods, and targeting 

different usage scenarios. 

 

D. Security And Privacy-Enhancing Multicloud 

Architectures  

In this paper, we introduce a model of different 

architectural patterns for distributing resources to multiple 

cloud providers. This model is used to discuss the security 

benefits and also to classify existing approaches. 

In our model, we provide security in cloud by performing 

following actions:  

 

 Partitioning the uploaded file (data) into fragments 

allows distributing fine-grained fragments of the data 

to distinct clouds. None of the involved cloud 

providers gains access to all the data, which 

safeguards the data’s confidentiality. 

 Encrypting each fragment using AES Encryption 

algorithm, which safeguards the data’s integrity. 

 Allowing only authorised person to download the 

complete data 

 

Each of the above provides individual security merits, 

which map to different scenarios and their security needs. 

Obviously, the actions can be combined resulting in 

combined security merits, but also in higher deployment 

and runtime effort. 

Partitioning the Uploaded File 
 

This multi-cloud architecture specifies that the application 

data is partitioned and distributed to distinct clouds. The 

most common forms of data storage are files. Files 

typically contain unstructured data (e.g., pictures, text 

documents) and do not allow for easily splitting or 

exchanging parts of the data. To split this kind of data 

splitting and merging algorithm can be used.  

 

File Splitter is a program which does not require 

installation and can be used to split files to multiple chunks 

as well as to merge multiple chunks into a single file. File 

Splitter is software which is used to split the user 

specifying file according to the user specifying size. The 

split portions of file may carry some temporary information 

to denote the number of split part and total number of parts 

etc. This idea is used to split big files to small pieces for 

transferring purpose, uploading etc. In the destination side, 

these parts of file can be jointed to form the original source 

file. Splitting process is mainly aiming in the area of file 

transferring from one end to another. There are three 

techniques to split the file.  

i. Split in the size of 1.4MB (Floppy size) 

ii. Split in the size of 650MB (CD size)  

iii. User specifying size, here file will be split equally 

in the specified size. 
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Figure 2: File Splitter and Merger model 

 

Approach Used 

 

File Splitter tool is very useful tool to split the file into 

chunks and we can use the same tool to join the already 

split files. A File Splitter is software that splits individual 

streams of a file, e.g., audio, video, or subtitles and sends 

them to their respective decoders for actual decoding. 

Usually a suffix is appended to the filename with a number, 

and at time of recombination, the files need to be combined 

in the order indicated by the suffix. So if you have 

largefile.zip, it might split it into largefile.zip.001, 

largefile.zip.002, largefile.zip.003, largefile.zip.004. That 

information needs to be preserved. You can change the 

prefix, but you must do it consistently. Sometimes splitting 

does follow a specific format and changes the underlying 

format a bit. This is common with the built-in splitting 

mechanisms of archive formats. 

Algorithm  

 

STEP 1. If file is to be split go to step 2 else merge the       

fragments of the file and goto step 10.  

STEP 2. Input srcpath, destnpath, sof  

STEP 3. Size = size of source file  

STEP 4. If size>sof goto step 6 else print file cannot be 

split and goto step 10  

STEP 5. Split into fragment=sof  

STEP 6. Size = size-sof  

STEP 7. If size>sof goto step 6  

STEP 8. We get fragments with merge option  

STEP 9. End  

 

Encryption using AES Algorithm 

Advanced Encryption Standard is designed by Rijmen-

Daemen in Belgium. It has 128/192/256 bit keys, 128 bit 

data. It is an iterative rather than Feistel cipher. It processes 

data as block of 4 columns of 4 bytes. It operates on entire 

data block in every round. It is designed to have:  

 Resistance against known attacks 

 Speed and code compactness on many CPUs 

 Design simplicity 

 

 

Figure 3: AES Encryption Process 

 

 
Figure 4: AES Structure 

Authentication 

Only authorised person can download the complete data 

from the cloud. This is made sure by performing following 

procedures 

 While registering each and every client will be given a 

private key which is generated based in ID-DPDP 

protocol  

 While uploading a file client has to provide a unique 8-

bit key as public key.  

 If a client wishes to download a file he/she has to login 

and provide both the private key and public key. 
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If and only if all these are matched then the file will be 

downloaded otherwise file will not get downloaded.         

 

E. System Model And Security Model of ID-DPDP 

The ID-DPDP system model and security definition are 

presented in this section. An ID-DPDP protocol comprises 

four different entities which are illustrated in Figure 4. We 

describe them below: 

 

1) Client: An entity, which has massive data to be stored 

on the multi-cloud for maintenance and computation, 

can be either individual consumer or corporation. 

2) CS (Cloud Server): An entity, which is managed by 

cloud service provider, has significant storage space 

and computation resource to maintain the clients’ data. 

3) Combiner: An entity, which receives the storage 

request and distributes the block-tag pairs to the 

corresponding cloud servers. When receiving the 

challenge, it splits the challenge and distributes them to 

the different cloud servers. When receiving the 

responses from the cloud servers, it combines them and 

sends the combined response to the verifier.  

4) PKG (Private Key Generator): an entity, when 

receiving the identity, it outputs the corresponding 

private key. First, we give the definition of interactive 

proof system. It will be used in the definition of ID-

DPDP.  

III. RESULTS AND DISCUSSION 
 

Proposed ID-DPDP Protocol 

An ID-DPDP protocol is a collection of three algorithms 

(Setup, Extract, TagGen) and an interactive proof system 

(Proof). They are described in detail below.  

1) Setup: Input the security parameter k, it outputs the 

system public parameters params, the master public 

key mpk and the master secret key msk. 

2) Extract: Input the public parameters params, the master 

public key mpk, the master secret key msk, and the 

identity ID of a client, it outputs the private key skID that 

corresponds to the client with the identity ID. 

 

 
Figure 5: The System Model of ID-DPDP 

3) TagGen: Split the whole file F into n blocks, i.e., F = (F1, 

F2, ···, Fn). The client prepares to store the block Fi in 

the cloud server CSi. Input the private key skID, it 

outputs the tuple {φi, (Fi)}, where φi denotes the i-th 

record of metadata, (Fi) denotes the i-th block. Denote all 

the metadata {φi} as φ. 
4) Proof (P, C (Combiner), V (Verifier)): is a protocol 

among P, C and V. If the client delegates the verification 

task to some verifier, it sends the metadata table to the 

verifier. Of course, the verifier may be the third auditor or 

the client’s proxy.  At the end of the interactive protocol, 

V outputs a bit {0|1} denoting false or true. Besides of the 

high efficiency based on the communication and 

computation overheads, a practical ID-DPDP protocol 

must satisfy the following security requirements:  

 The verifier can perform the ID-DPDP protocol without 

the local copy of the file(s) to be checked. 

 If some challenged block are modified or lost it will be 

notified to the clients. 

IV. CONCLUSION 
In multi-cloud storage, this paper formalizes the ID-

DPDP system model and security model. Besides of the 

elimination of certificate management, our ID-DPDP 

protocol has also flexibility and high efficiency. At the 

same time, the proposed ID-DPDP protocol can realize 

private verification, delegated verification and public 

verification based on the client’s authorization. 
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