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ABSTRACT

In improving the quality of various search services on the Internet, Individualized web search (IWS) has
demonstrated its effectiveness. User preferences are modelled as hierarchical user profiles in IWS applications. We
propose an IWS framework called UPS that can adaptively generalize profiles by queries. Our runtime
generalization evaluates the utility of personalization and the privacy risk of exposing the generalized profile. We
present two greedy algorithms, namely GreedyDP and GreedylL, for runtime generalization. For deciding whether
personalizing a query is beneficial, we also provide an online prediction mechanism. The experimental results also
reveal that GreedylL significantly outperforms GreedyDP in terms of efficiency.
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I. INTRODUCTION

The search engine used in the web is one of the most
important tools to gather information on the internet. But
most of the time, users’ may experience inconvenience
due to irrelevant result shown to them. This is due to
users’ backgrounds and context, and also typing errors
made by the user. To provide better result to the
individual users, we have created the Individualized web
search (IWS) technique. The main idea behind this
technique is that information of the user is collected and
analyzed to find out the intended user query.

IWS consists of two types of solutions. They are click-
log-based and profile-based methods.

Due to increasing usage of personal and behaviour to
profile its users, information are collected from click-
through data[1],7],[8], query history[2],[3],[4],browsing
history[5],[6], bookmarks[9], user documents[10],[2],
etc.,

These implicitly collected personal data leads to high
risk of revealing the users’ personal information. It
increases the fear of users in the protection of data. Two
things are considered to preserve the user’s privacy in
profile-based IWS. Scientist states that in these two
things, one of the most important factors is that the
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quality of search process should be improved with
personalization utility of the user profile. And also the
second one states that users’ personal information
should be hidden to keep the risk under control. For this,
the research of the studies tells that people are ready to
compromise on their privacy to yield better search
quality. This is achieved by generalization of the user
profile.

II. METHODS AND MATERIAL

A. Existing System

Individualized web search (IWS) is a general category of
search techniques aiming at providing better search
results, which are tailored for individual user needs.
User information has to be collected and analysed to
figure out the wuser intention behind the query.
Techniques used are click log based and profile based
methods. Click-log based simply imposes bias to clicked
pages in the user’s query. Profile-based methods
improve the search experience with complicated user-
interest models generated from user profiling techniques.
The drawbacks in this are no customization allowed and
only work on repeated queries from the same user which
isastrong limitation.
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B. Proposed System

We propose an IWS framework called UPS (User
customizable Privacy-preserving Search) that can
adaptively generalize profiles by queries while
respecting user specified privacy requirements. We also
present two greedy algorithms, namely Greedy DP and
Greedy IL, for runtime generalization. The technique
used is privacy-preserving individualized web search
framework called UPS. It generalize profiles by queries
while respecting user specified privacy requirements and
also aims at protecting the privacy in individual user
profiles while retaining their usefulness for IWS.

It works on different types of queries from user and also
customization of privacy requirements is available. The
framework works in two phases, namely the offline and
online phase, for each user. Queries with smaller click-
entropies, namely distinct queries, are expected to
benefit more from personalization, while those with
larger values (ambiguous ones) are not. To overcome
this we go for UPS based user customization. The key
component for privacy protection is an online profiler
implemented as a search proxy running on the client
machine itself.

III. RESULTS AND DISCUSSION

To connect with server user must give their username
and password then only they can able to connect the
server. If the user already exits directly can login into
the server else user must register their details such as
username, password and Email id, into the server. Server
will create the account for the entire user to maintain
upload and download rate.

In query processing, the data is given by customer
requests goes to server, when a user issues a query on
the client, the proxy generates a user profile in runtime
in the light of query terms. The output of this step is a
generalized user profile satisfying the privacy
requirements. The generalization process is guided by
considering two conflicting metrics, namely the
personalization utility and the privacy risk, both defined
for user profiles were administrator contains all files and
responsible for storing that files into cloud.

In combining user profile and query module, user given
query and the generalized user profile are sent together
to the IWS server for individualized search. Query with

related user preferences stored in a user profile with the
aim of providing better search results.

In online generalization, user given query based on
privacy requirements and cost of profiling search results
are checked whether to personalize or not. In search
personalization, user given query search results are
individualized according to user profile and delivered
back to the query proxy. After that results are shown to
user.

ALGORITHM USED

A. GreedyDP Algorithm

The first greedy algorithm GreedyDP works in a bottom
up manner. We introduce an operator called prune-leaf,
which indicates the removal of a leaf topic t from a
profile. Obviously, the optimal profile can be generated
with a finite-length transitive closure of prune-leaf.
Starting in every ith iteration, GreedyDP chooses a leaf
topic t for pruning, trying to maximize the utility of the
output of the current iteration. During the iterations, we
also maintain a best profile-so-far, having the highest
discriminating power while satisfying the risk constraint.
The iterative process terminates when the profile is
generalized to a root-topic. The best-profile-so-far will
be the final result of the algorithm.

The main problem of GreedyDP is that it requires
recompilation of all candidate profiles. This causes
significant memory requirements and computational
cost.

B. GreedylL Algorithm

This algorithm improves the efficiency of the
generalization using heuristics based on several findings.
One important finding is that any prune-leaf operation
reduces the discriminating power of the profile.
Algorithm 1 shows the pseudo-code of the GreedylL
algorithm. In general, GreedylL traces the information
loss instead of the discriminating power. This saves a lot
of computational cost.

GreedylL has computational complexity. However, this
is extremely rare in practice. Therefore, GreedylL is
expected to significantly outperform GreedyDP.
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significantly outperform GreedyDP.

Algorithm 1: GreedyIL(H, ¢, 0)
Input : Seed Profile Gy; Query g; Privacy threshold ¢
Output: Generalized profile G+ satisfying J-Risk

1 let Q be the IL-priority queue of prune-leaf decisions;
7 be the iteration index, initialized to 0;
// Online decision whether personalize q or not
2 if DP(q,R) < p then

3 Obtain the seed profile Gy from Online-1;

4 Insert (t, IL(t)) into Q for all t € T3(q);

5 while risk(q,G;) > 0 do

6 Pop a prune-leaf operation on ¢ from Q;

7 Set s «— par(t,G;);

8 Process prune-leaf G; -t Git1s

9 if ¢ has no siblings then // Case Cl1

10 | Insert (s, IL(s)) to Q;

11 else if ¢ has siblings then // Case C2

12 Merge t into shadow-sibling;

13 if No operations on t’s siblings in () then

14 | Insert (s, IL(s)) to Q;

15 else

16 Update the IL-values for all operations on
t’s siblings in Q;

17 | Update ¢ < i+ 1;

18 | return G; as Gx;

-
e

return root(R) as Gx;

IV. CONCLUSION

This paper presented a privacy protection framework
called UPS for individualized web search which could
provide customized privacy requirements. UPS also
performed online generalization on user profiles to
protect the privacy without compromising the search
guality. We proposed two greedy algorithms, namely
GreedyDP and GreedylL, for the online generalization.
UPS could achieve quality search results while
preserving user’s customized privacy requirements.
Maintaining user profiles and privacy are used to predict
the performance of the user profiles.
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