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ABSTRACT 
 

The escalating interest with digital watermarking is attributable to the increase in the need of copyright protection. 

There are various functions of video watermarking like finger printing, copy control, video authentication, copyright 

protection, broadcast monitoring, forensic tracking etc. Capacity, security and robustness are the key facets of 

information hiding. Video watermarking algorithms normally prefer to be robust. In robust algorithm, it is not 

potentially to eradicate the watermark with no factual deprivation of the cover content. In this paper, a survey is 

carried out on the presented video watermarking techniques and then a comparative analysis is done on different 

watermarking algorithms. 

Keywords : Copy Right Protection, Image Processing, Spatial Domain, Frequency Domain, Digital Video 

Watermarking. 

 

I. INTRODUCTION 

 

Watermarking is a way of hiding the information in 

digital media like photographs, digital video or digital 

music. The digital content can be replaced over the 

Internet has raised copyright infringement issues. Over 

peer-to-peer networks copyrighted material can be 

exchanged easily and it produces the interest to the 

content providers who produce these digital contents. 

Watermarking techniques which are used on images can 

also be used on videos. 

  

A visible watermark is constrained in many ways as it is 

susceptible to attack through direct image processing. A 

watermark may contain additional information to 

identify the purchaser of a particular copy of the 

material. 

 
watermark key                  noise attacks         watermark key 

 
 cover  

 

signal                                                                                          wa      

                                                                          
watermark  

signal 

 

 

Figure 1. Watermarking basic principle 

 

Embedding the digital watermarks into multimedia data 

is the scheme to defend intellectual property rights (IPR). 

The watermark is a digital code inserted in the host data 

and it includes the information about origin, status, 

and/or destination of the data. 

 

Watermark insertion or watermark embedding are 

another names that are given to digital watermarking, 

which depicts the practice of adding information into 

multimedia data that is termed as the original media or 

cover media e.g. text, audio, image, video. There are 

numerous text, image, audio and video watermarking 

algorithms exist. These algorithms are used to transform 

the original media and generate the watermarked media. 

There may be no or minute distinctness among the 

original media and the watermarked media. 

 

II. METHODS AND MATERIAL 

 

A. Types of Watermarking 

 

There are two types of watermarking:  

 

1. Visible watermarking: In visible watermarking, the 

information is demonstrable in the contour or video. The 

information may be a text or a logo which be aware of 

the owner of the media. 
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2. Invisible watermarking: Information is associated 

with digital data to audio, picture or video, but cannot be 

documented. It is described as invisible watermarking 

and hidden information can be detected in invisible 

watermarking. There is two differentiate ways of 

embedding invisible information in a digital image: 

 

 Watermarking in Spatial Domain 

 Watermarking in Transformed domain 

 

B. Video Watermarking Terminologies 

(Classifications) 

 

The process of entrenching information in video data is 

called video watermarking. In digital video 

watermarking different terminologies are used:   

 

1. Payload: It is the amount of information that can be 

stored in a watermark. An important perception related 

to the video watermarking is payload i.e. watermarks 

granularity. Watermark granularity can be signified as 

how much data is prescribed for embedding one unit of 

watermark information. 

 

2. Perceptible watermarks and imperceptible 

watermarks: Perceptible watermarks are noticeable to 

human eye while imperceptible watermarks are unseen. 

The perceptible watermarks are functional for primary 

application i.e. for statement ownership or authorship. 

So, for this reason it should be visible. On the other hand 

imperceptible watermarks are useful for intricate 

applications such as document identification in which 

content being watermarked must appear in unchanged 

form. Examples of visible (perceptible) watermarks are 

logos on TV watermark and that of invisible 

(imperceptible) watermarks are ATT, NEC/MIT, UU etc. 

  

3. Robust watermarks and fragile watermarks: 

Robust or fragile is nothing but level to which 

watermarks can resist any modifications of any sort 

caused due to the diffusion or lossy compression. 

Perceptible watermarks are more robust in nature than 

imperceptible one. But meaning of this is not that 

imperceptible watermarks are delicate one. Robust 

watermarks are those watermarks which are hard to 

confiscate from the article in which they are embedded 

whereas fragile watermarks are those watermarks which 

can be easily shattered by any attempt to mess about 

with them.  

4. Private watermarks and public watermarks:  

 

Private watermarks require at least inventive data to 

recover watermark information. Private watermarks are 

also known as secure watermarks and to interpret or 

retrieve private watermark, it is needed to have secret 

key. But, public watermarks require neither original data 

nor embedded watermarks to recover watermark 

information and it can be recovered by anyone using 

specialized algorithm. So, public watermarks are not 

secure.  

 

C. Applications of Digital Watermarking 

 

Watermarking finds enormous interesting applications in 

the field of multimedia, ecommerce etc. Some of the 

applications are: 

 

1. Owner Identification: It presents the ownership of the 

content.  

2.  

2. Copy Protection: It evades people from generated 

illegal copies of copyright content. 

 

3. Authentication of Content: A sign of untrue 

authentication to spot alterations of the content.  

 

4. Fingerprinting: It traces back illegal duplication. By 

inserting  a  unique  serial  number in duplication 

content like watermark, is  a  good  way  to  perceive 

customers  who  break  their  license  agreement. 

 

5. Broadcast Monitoring: It is used for advertisements 

and in entertainment industries to monitor the content. 

 

6. Medical Applications: It provides authentication and 

confidentiality without affecting the medical image.  

1) 7. Data Hiding (Covert Communications):  

The  transmission  of  private  data  is  probably  one  of  

the  earliest  applications  of watermarking. It consists  

of implanting  a strategic  message  into  an  innocuous 

one in  a  way  that  would  prevent any unauthorized 

person to detect it.  

 

8. Forensic Tracking- Forensic tracking locates the 

source of content, especially illegitimate content. (A 
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unique customer identification number can be embedded 

into the watermark this is called fingerprinting). 

 

9. Remote Triggering- Identifies content and causes 

automatic action during distribution.  

 

D. Classification Of Attacks 

Attacks seek at deteriorating the watermarking 

algorithm. These attacks can be generally classified as 

non-malicious (unintentional) such as compression of a 

legally attained watermark image or video file and 

malicious (intentional) such as an attempt by a 

multimedia pirate to destroy the embedded information 

and prevent tracing of illegal copies of watermarked 

digital video. There are several kinds of malicious 

attacks which result in a partial or even total destruction 

of the embed identification key and for which more 

advanced watermarking scheme should employed; 

1. Active Attacks: In this attack, the hacker tries 

deliberately to confiscate the watermark or simply make 

it undetectable. This is a big concern in copyright 

protection, copy control , fingerprinting etc 

2. Passive attacks: In the passive attack, the attacker is 

not annoying to eliminate the watermark but simply 

trying  to determine if a given mark is present or not. 

Protection against passive attacks is of the most 

importance in covert communications.  

3. Collusion attacks: In collusive attacks, the goal of 

the hacker is the same as for the active attacks but the 

method is a little different. In order to remove the 

watermark, the hacker uses several copies of the same 

data. This is a problem in fingerprinting applications.  

4. Forgery attacks: This is probably the main issue in 

data authentication. In forgery attacks, the hacker aims 

at embedding a new valid watermark rather than 

removing one. It allows him to modify the protected data 

as he wants and then re-implants a new given key to 

replace the destructed (fragile) one. It makes the 

corrupted image seems genuine. 

 

E. Techniques of Digital Watermarking 

Many algorithms are used to hide the secret information. 

These algorithms can be divided into two domains called 

Spatial domain and Frequency domain.  

 

1. Spatial domain: It modifies the pixels of one or two 

randomly selected subsets of an image. The major merits 

of pixel based techniques are that they are very simple 

and have very low computational complexities. 

Therefore, they are widely used in video watermarking. 

However, they also exhibit some limitations. To de-

synchronization attacks, there is need for absolute spatial 

synchronization which leads to high susceptibility; 

vulnerability to processing of video and multiple frame 

collision due to the loss of temporal axis. By using only 

spatial techniques, optimization of watermark is 

difficult. 

 

2. Least significant bit modification: The easiest 

watermarking method in spatial domain is to instantly 

flip the Least Significant Bit (LSB) of chosen pixels in a 

frame. A smaller object may be inserted numerous times 

in this method, specifically high channel capacity of 

utilizing the entire cover for transmission even if the 

most of these objects are off-track due to attacks, a 

single presented watermark would be consider a success. 

 

3. Correlation based techniques: In correlation based 

technique, the watermark W(x,y) is added to the original 

content O(x,y) according to the equation.  

 

Ow(x,y)=O(x,y) + kW(x,y) 

k is gain factor 

Ow is watermarked content 

 

As we increase the value of k, it will cost the quality of 

watermarked contents. 

 

4. Frequency domain: By using any transformation 

methods such as Fourier transform, discrete cosine 

transform (DCT) or discrete wavelet transform (DWT) 

the image is first converted to the frequency domain. In 

the values of transform coefficient the information is 

added and then applying the inverse transform, which 

gives the marked coefficients form the embedded image 

[10]. The merit of transform domain techniques is 

addressing the restraints of spatial method and shows 

special features to represent a different view of a signal. 

The disadvantage of frequency domain is high 

computational requirement. 

 

5. SVD (Singular Value Decomposition) technique: It 

is a numerical technique that is used in numerical 

analysis for diagonalizable matrices. In this technique, a 

matrix can be divided  into a multiplication of three 

matrices which are linear algebra technique that  divides 
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a given matrix into  left singular vectors, set of singular 

values and right singular vectors  (three component 

matrices) [13]. It consists of matrix which contains real 

or complex entries of mathematics. This kind of 

algorithms has proven to be robust in watermarking 

systems. 

 

6. Discrete Fourier Transformation: DFT controls the 

frequency of the host signal therefore it is considered in 

the field of watermarking. In this technique the 

watermark is embed into the magnitude of its 

coefficients. Given a two-dimensional signal f(x, y), the 

DFT is defined by using equation- 

 

 
 

The inverse DFT (IDFT) is calculated by using: 

 

 
 

The DFT is profitable for watermarking purposes 

because it helps to pick out the sufficient parts of the 

image for inserting, in order to obtain the highest 

invisibility and robustness. 

 

7. Discrete Cosine Transform Technique: It is an 

essential method for video watermarking. The various 

digital video watermarking algorithms embed the 

information of watermark into this domain. This method 

is used mostly because video compression standards are 

based on DCT. In this domain the host video coefficient 

are picked and division is done into associations, and 

then the bits of watermarks are embedded in each 

association. 

 
Figure 2. Process of Discrete Cosine Transform (DCT)  

DCT is speedy and can be implemented by using O (n 

log n) operations. The DCT allows an image is  broken  

into different frequency band and make it  easy to embed 

the information into the middle bands of frequency of an 

image. The middle frequency bands are selected which 

avoids the most visual important parts of the image (low 

frequencies) without exposing themselves to removal 

through compression and noise attacks (high Frequency). 

The DCT converts a signal or image from the spatial 

domain to the frequency domain. It is the most robust to 

lossy compression. 

 

8. Discrete Wavelet Transform: In signal processing 

applications the most popular technique is DWT. 2D 

Discrete Wavelet Transform (DWT) decomposes frames 

of video into sub images, 3 details and 1 approximation. 

The approximation sub images is lower resolution 

approximation image (LL) and the details sub images 

are horizontal (HL), vertical (LH) and diagonal (HH) 

detail components. The major advantage of wavelet 

transform is its compatibility with model aspect as 

compared to FFT or DCT [14]. By changing some 

positions of DWT coefficient the watermark is 

embedded into video frames.   

 
Figure 3. A two scale DWT  

 

DWT is more computationally efficient as compared to 

another transforms methods. The speed is faster than 

DCT and DFT as we calculate the sum or difference of 

the pixel. By using DWT, one can achieve both spatial 

and frequency localization, perceptual invisibility and 

robustness to compression, robustness to noise, image 

processing techniques, and median filter, resistance to 

geometric transform  and resilience to counterfeit 

attempts. The watermark is inserted before compression 
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that’s why this scheme is robust against format 

conversions. If the video file is converted to a different 

compression standard, then authentication information 

will be lost. 

 

III. RESULTS AND DISCUSSION 
 

A. Comparison of Video Watermarking Methodology 

 

AUTHOR 

NAME 

Title 

 

METHOD 

 

PERFORM-

ANCE 

 

Szczypinsk

i et. Al  

(2001) 

Discrete 

wavelet 

transforms 

– derived 

features 

for digital 

image 

texture 

analysis.  

DWT with 

image 

resolution.  

 

Features used for 

digital image 

textual analysis.  

 

Delaigle  

(2002) 

Human 

Visual 

System 

features 

enabling 

watermark

i-ng.  

HVS on 

sensitivity 

and 

masking 

capabilities

.  

 

Synthetic way in 

HVS to rely the 

algorithm.  

 

Chang et. 

Al  

(2005) 

A Survey 

of Digital 

Image 

Watermar

ki-ng 

Technique

s.  

Watermark

i-ng 

techniques 

based on 

DCT.  

 

Represent data in 

frequency space 

rather than 

amplitude space.  

 

Mahmoud 

EL Gayyer 

(2006) 

Watermar

ki-ng 

Technique

s Spatial 

Domain 

Digital 

Rights 

Seminar.  

Spaital 

domain and 

Color 

Separation. 

Inspect digital 

photos 

Harrison et. 

al  

(2008) 

 

A Study 

of Digital 

image 

watermark

i-ng.  

 

Image 

processing 

with DWT.  

 

Decompose 

image into 

different spatial 

domain 

Ahmad et. 

al  

(2010) 

A new 

DCT-

based 

watermark

i-ng 

method 

for 

copyright 

protection 

of digital 

Audio 

Watermark

i-ng on 

DCT.  

 

Copyright 

performance 

with SNR 

audio  

 

Manaf et. 

al  

(2011) 

Study of 

the effect 

DCT and 

DWT 

domains 

on the 

impercepti

b-ility and 

robustness 

of Genetic 

Watermar

ki-ng.  

 

DWT and 

DCT on 

Genetic 

watermarki

-ng.  

 

More robustness, 

high 

imperceptibility 

than DCT in 

watermarking on 

genetic 

algorithm 

Behal et. al 

(2012) 

A study of 

digital 

image 

watermark

i-ng 

DWT/DCT

/HVS 

Presents 

the gap in 

Spatial 

domain and 

Frequency 

domain 

methods 

Embed the 

watermark in 

coefficient 

spectral 

Khanna et. 

al 

(2013) 

A study 

on spatial 

and 

transform 

domain 

watermark

i-ng 

techniques 

LSB/DCT/

DWT 

To find the 

best 

technique 

out of them 

Implement new 

techniques for 

achieving 

maximum 

robustness 

 

Table 1: Comparison of watermarking methods 

 
B. Performance Parameters 

 

1. Imperceptibility: The watermark should not 

evidently deform or debase the host data in order to 

conserve the quality of the marked document. 

2. Robustness: To measure robustness the watermark 

must be reliably detectable against signal processing 

schemes including data compression. 

3. Fragility: These kinds of watermark are embedded in 

host data in such a way that they do not survive in the 

case of any modification even copying. 

4. Tamper-resistance: The tamper-resistance property 

is focused on the intentional attacks in contrast to 

robustness. 

5. Normalized Correlation: The key component of the 

images detection is the normalized correlation. 

6. PSNR: Peak signal to noise ratio, should be as high as 

possible. 
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IV. CONCLUSION 

 
It has been concluded that the watermark strength is 

dependent on both the host image content and the visible 

watermark features. The visible watermark preserves 

good watermark visibility under various signal 

processing operations In this paper that robustness, 

geometric attack, imperceptibility, PSNR (Peak Signal 

to Nose ratio) & NC (Normalized Correlation) are the 

most important requirements for a watermarking system. 

This paper presents the survey of video watermarking 

techniques applying spatial domain and transform 

domain. Also, advantages and disadvantages of different 

video watermarking techniques are discussed in this 

paper. Finally, this paper concludes that there is a need 

to develop the new technique that can overcome the 

limitations of video watermarking. So, Future work will 

combine pseudo random chaotic map and human visual 

perception to develop a new visible watermarking which 

offers authorized removal of the visible watermark from 

the watermarked image by using a private key. 
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