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ABSTRACT 
 

Mobile Ad hoc NETwork (MANET) is a wireless network with mobiles like nodes. The nodes in a MANET should 

be mutually trusted to each other and cooperate to each other. Then only the network can be said  as a reliable 

network. The reliability of a MANET is depending on the reliability of each and every node in the network. The 

reliability of a node is evaluated in terms of trust value. In this paper the trust value of a node is calculated and the 

same is used for all other nodes in the network and also the total trust value of the network is evaluated. An 

intelligent algorithm is developed to secure the network using the trust value. 
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I. INTRODUCTION 

 

A Mobile ad-hoc network is a dynamic and auto-

configuring wireless network. In which each and every 

node is a communicating device. Since this network is 

distributed everywhere, the devices are communicated 

directly each other. There is no specific topology is used 

in this network. So the attacks from malicious nodes are 

highly possible. The cause of the attacks may be from 

the outside of the network or from the inside of the 

network. The routed messages may be disturbed by the 

attacks from outside. The nodes become malicious to 

make an attack from inside. It is necessary to find the 

malicious nodes to protect the network. 

 

This paper will give an idea to identify the malicious 

nodes in a network and by which the identified nodes 

can be ignored or removed from the network. 

 

II. PROPOSED METHODS 

 

Trust value model : The trust value model is shown in 

the following figure Fig.1. In which the information of a 

node is feed into the trust evaluation module. This trust 

table module categorize the nodes based on the 

threshold trust value and the trusted path is formed in 

trust path module. The malicious nodes are identified in 

the trust table module and the list is called black list. 

The nodes in the black list can be processed later 

depending on the measure of trust. 

 

 
Figure 1. Trust Value Model 

 

Trust Calculation : The previous interaction 

information of a node with other nodes are used to 

estimate the trust of a node. Depends upon the 

successful interactions the trust of a node becomes 

worthy. There are two types of trusts based on the 

nature of communication. They are direct trust and 

influenced trust. The direct trust is the trust between 

directly connected nodes. The influenced trust is the 

trust between two nodes with an influence of another 

node. 
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Direct trust calculation : Successful interactions 

between two neighbour nodes are considered after 

completing a set of interactions. Let a and b are any two 

nodes and SI(a,b) means successful interactions 

between a and b. It can be calculated as shown in 

equation(1). 

 

                     (1) 

Here DTa,b is direct trust by node a for node b. n is 

number of interactions between node a and node b. 

Similarly each node in the network is paired with every 

node in the network and the DT is calculated between 

each pair. 

 

Influenced trust calculation: This is calculated by the 

measure of influence. For example, Let the interaction 

between two nodes a and b. Another node c is having 

previous experience with node b. This experience is 

shared with node a. Since the node b is influenced by 

node c, the node c influencing node a for node b. The 

measure of influence is influence for reliability(IR). It 

can be ignored when it is lesser than the given threshold 

trust (TT) value. The equation(2) gives the influenced 

trust of node b by node c for node a.     

 

  ITacb = IRac  ×  DTcb                  (2) 

 

Suppose the node a receives influence experience of 

node b from an influenced link L. Then the influenced 

trust is calculated using the following equation 

 

  ITaLb = IRaL  ×  DTdb                  (3) 

 

Where d is the destination node of the Link L.  

 

If L=(a,1,2,3,4,...n,d,b) then use the following equation 

 

IRab = DTa1 × DT12  × DT23 × . . . × DTnd × DTdb         (4) 

 

Node a gives an objective estimate to all nodes in the 

link is as follows 

 

                      (5) 

                                 

If there are d number of links as L1,L2,L3, . . . ,Ld 

between node a and node b, node a gives an objective 

estimate of all influenced links.  

                        (6) 

 

Each link has weight WL. Then the general weight WLk  

for the link Lk is calculated as follows 

 

                              (7) 

 

Assuming that there are n links the influenced trust of 

node b can be calculated from node a is 

 

                       (8) 

 

III. SAMPLE REPORTS 
 

The following table will give the list malicious nodes, 

called blacklist. Based on the threshold trust (TT) the 

blacklist is generated. 

 

Node Trust value blacklist 

a 57 F 

b 17 T 

c 69 F 

….   

 

Table 1 : Trust Table 

 

IV. CONCLUSION 
 

This paper will give an idea to identify the malicious 

nodes in a network based on the characteristics of the 

nodes. Threshold trust value is used like fuzzy logic. To 

improve the accuracy of the blacklist nodes, some other 

characteristics of the nodes can be used in future.   
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