
IJSRSET1738267 | Received : 05 Dec 2017 | Accepted : 30 Dec 2017 |  November-December-2017 [(3) 8 : 900-905] 

 

© 2017 IJSRSET | Volume 3 | Issue 8 | Print ISSN: 2395-1990 | Online ISSN : 2394-4099 
Themed Section : Engineering and Technology 

 

 

900 

An Efficient ROI based Medical Image Watermarking on Non-
Symmetric Rotation Attacks 

Sheshang Degadwala*1, Sanjay Chaudhary2, Sanjay Gaur3 
*1Computer Engineering, Madhav University, Abu Road, Rajasthan, India 
2Computer Engineering, Madhav University, Abu Road, Rajasthan, India  

3Computer Science & Engineering, JECRC, Jaipur, Rajasthan, India  

 

ABSTRACT 
 

The fast improvement of the advanced media innovation and the web permit individuals will copy, transmit, 

appropriate Furthermore store data more undoubtedly. Restorative pictures traded in open networks oblige a 

technique with give acceptable secrecy for the image, genuineness of the picture proprietorship Also hotspot from 

claiming origin, Also picture integument confirmation. This Look into keeps tabs for blind watermarking from 

claiming Medical images, both ash scale and in addition color, preserving its ROI. It also successfully manages 

tolerant wellbeing record Eventually Tom's perusing safely embedding it inside those picture in front of 

transmission.  The paper is introduce new Embedding Process with Discrete Wavelet Transform and Singular Value 

Decomposition then relate with others methods performance with different Rotational attacks to demonstrate with 

parameters. Also Attack detection and recovery of ROI using pseudo Zernike moment and affine transform made 

this very functional method in the approaching color picture watermarking areas. 
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I. INTRODUCTION 

 

―Picture‖ means set of pixel and picture processing into 

mathematical tasks by using terms into signal processing 

areas. Medical image are distributed into region of non 

interest (RONI) and region of interest (ROI). RONI 

(Region of Non Interest) is fewer or no meaning in 

analysis [1] wherever ROI (Region of Interest) is an area 

that have important impact on analysis. Embedding is 

the process of thumping digital data of information to 

base image pixel. Embedding is used to verify and 

recognize the genuineness of proprietor of digital Picture. 

Embed is a form, picture or text that is captivated onto 

paper which provide evidence of its genuineness. 

Embedding can improve safety of medical images by 

embedded singular data, termed an Embedded or 

secreted documents, in attacks less environment [3]. 

Digital Embedding has been planned as a practical 

explanation to the necessity for copyright protection and 

verification of combination data in an interacted 

situation, so that it made the possible to recognize the 

authorized consumer or owner or distributor of a digital 

data or image. Data of information are typically 

implanted into binary part in the pixel value of the 

medial ROI image. 

 

  
Figure 1 :  Watermark Scenario 

 

In today’s world we need to transfer confidential 

document, images from one place to another, so we need 

security to protect the data from the hackers. Expansion 

in the digital combination apparatus and the internet 

permit persons for distribute, copy, transmit, and stock 

data with more simply [2]. To assist distribution and 

isolated management for the medical Picture in a 
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protected method [15]. Medical Picture swapped over 

community nets require a procedure to provide privacy 

for the Picture, legitimacy of the Picture possession and 

foundation of source and offer lossless Embedding 

process. 

 

II.  METHODOLOGY 
 

There are many methods for watermarking areas uses 

Spatial based embedding process and another is 

Frequency based process. But the Frequency based 

method is adopted from many years as security is 

consult and privacy of data increases. 

 

Embedding ―systems are arranged into spatial space 

techniques and change area strategies. Spatial area 

techniques are less unpredictable, however less strong 

against assaults. The watermarking plan in view of the 

change areas can be further divided into discrete cosine 

transform and discrete wavelet transform, the discrete 

Fourier transform. Capacity of DWT-SVD based idea is 

more than DCT―[3, 4].  

 

In this paper system is well planned for Geometric 

attacks Rotation, scale and Translation. As well as our 

system recover both data and cover image based on 

feature approach. In proposed to the system Non-

Symmetric Rotating angle attacks works. 

 

A. Visual Cryptography 

 

Share Generation: In this phase to generate white pixel 

share 1 will use 1 0 and in share 2 it will use 0 1. 1 

indicates white pixel and 0 indicates black pixel. Share 1 

will use 1 1 and share 2 uses 0 0 Repeating again to 

generate black pixel by 0 0 and white pixel by 1 1, 

Again Same to generate white pixel 0 1 is used and 1 0 

to black in share 1 and in share 2. By using visual 

cryptography scheme, it creates a share from secret 

image [14].  

 

Firstly secret image is taken and converted into binary 

image. Then every pixel image is divided into eight sub 

groups and then into four pixel in each share. By 

selecting image randomly one can encode schemes out 

of three given figure 2. 

 

In the last phase, the process of Visual Cryptographic 

Combination is performed. Here by applying the binary 

XOR operation, on both shares, we are going to get back 

the original secret image [17]. 

 

 
Figure 2 :  VCS Scheme 

B. Discrete Wave late transform with SVD 

 

Wavelet ―transform fragments an image below a 

sequence of act around band bound sections. The 

―Process dividing the information picture under four 

non-covering multi-determination coefficient sets, an 

easier determination estimation picture (LL1) Also even 

(HL1), verthandi (LH1) Furthermore inclining (HH1) 

point of interest segments seemed for figure. 5. The sub-

band LL1 identifies with those coarse-scale DWT 

coefficients same time the coefficient sets LH1, HL1 

What's more HH1 talk of the fine-size about 

DWT― coefficients [6,8].  

 

LL LH  

LH 

HL HH 

 

HL 

 

HH 

 

Figure 3 :  Decomposition Scheme of DWT 

 

To get ―those accompanying coarser extent of wavelet 

coefficients, those sub-band LL1 is further took care of 

until a few completing upscale n will be come to. In the 

perspective At n may be attained we will need 3N+1 

coefficient sets including of the multi-determination 

coefficient sets LLN What's more LHX, HLX and HHX 

the place x ranges starting with 1 until― n [5]. 

 

SVD is well ―recognized to those Embedding done light 

of the certainty that few about singular qualities might 

talk with considerable section about banner vitality, 

SVD could a chance to be associated with square What's 
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more rectangular pictures, the SV's of a picture bring 

extraordinary upheaval invulnerability, i. E., SV's don't 

progress inside and out The point when An minimal 

inconvenience is included should An picture energy 

values, SV's talk will intrinsic scientific properties‖ [9, 

11]. 

C. Attack Recovery Algorithms 

 

Pseudo-Zernike ―polynomials are well known and 

widely used in the analysis of optical systems. They are 

also widely used in image analysis as shape descriptors. 

PZM is geometric-based moment that uses the global 

information in an image for extracting features. The 

orthogonal moments of PZM are shift, rotation, and 

scale invariants which are suitable for pattern 

recognition‖ applications. 

 

Speeded up Robust Features is a scale-invariant feature 

detector based on the Hessian matrix, as is, e.g., the 

Hessian-Laplace detector. However, rather than using a 

different measure for selecting the location and the scale, 

the determinant of the Hessian is used for both. The 

Hessian matrix is roughly approximated, using a set of 

box type filters, and no smoothing is applied when going 

from one scale to the next [18]. 

 

Affine transformation, affine plan or an affinity (from 

the Latin, affine, "connected with") is a function 

between affine spaces which preserves points, straight 

lines and planes. Also, sets of parallel lines remain 

parallel after an affine transformation. An affine 

transformation does not necessarily preserve angles 

between lines or distances between points, though it 

does preserve ratios of distances between points lying on 

a straight line [15]. 

TABLE I 

AFFINE TRANSFORM 

Affine 

Transform 

Example Transformation 

Matrix 

Translation  

[

   
   
     

] 

Scale  
[
    
    

   

] 

Shear  

[
     

     

   

] 

Rotation  
[
               
                

   

] 

 ― 

III. PROPOSED FRAME WORK 
 

 
Figure 4: Proposed Block Diagram 

 

As shown in the Figure two process are describe in the 

block one is for embedding and another is de-embedding. 

 

A. Embedding: In this process as shown in the Figure 4 

select ROI of 256x256 the Color cover image. Excerpt 

from the image R, G and B section. Now Select R-

Channel and Relate P-Zernike Moment and DWT-SVD 

transformation and Extract LL-bit. In the LL-Bit 

embedding the Share-1 data. After Invers DWT-SVD 

transformation to generate R-Embedded ROI Image that 

is added back into R-image and then Now Add Remain 

G and B Channel to Create Color embedded medical 

Image. Color Embedded Picture is transmitted into the 

internet Different Attackers Apply Non-Symmetric 

Rotational attacks on it.  

 

B. De-Embedding: ―After Non-Symmetric Rotational 

attacks getting the Attack Color Image which is now 

apply the P-Zernike Moment with Surf Feature 

Extraction to recover attacks. From Attack Recover 

image Select the ROI Portion of 256x256 of the image 

then Extract the R-Component. Now Extracting the 

share 1 and it will combine with another database share 

2 to generate QR-image. QR decoder will decode the 

Username and Password. ― 
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The beauty of our system lies in the fact that, if any 

attacker makes a copy of any image share to forge it 

later, the watermark will be distorted so for such forged 

image share our system will not allow the generation of 

host image from the stack of 2 image shares. Thus, the 

attacker will not get the original image. Here we use 

Singular Value Decomposition discrete wavelet 

transform based watermarking technique which is non 

symmetric rotation defence scheme. ― 

 

 

   

 

IV. RESULTS AND DISCUSSION 

    
        a. Fill ID and password―                        b. ―QR-Code― 

 
c. ―Share-1― 

Figure 5: QR-code and Share Generation 

 

As shown in figure 5 a. First user have to enter user 

name will enter by the user and Figure 5 b. will be the 

QR-code generated by zxing library. Figure 5 c. is share 

1 image generated by apply VCS algorithm. 

    

   
          a. Cover image      b. ROI image 

   
     c. DWT-SVD Image           d. Rotation attack Image  

 

Figure 6: Data embedding and Dual RST attacks 

 

As shown in figure 6 a. Color image after ROI selection 

the ROI image in figure 6 b. then DWT-SVD to getting 

then LL-bit as shown in Figure 6 c. This image is now 

Combine with G and B to Create Color Watermark 

image. Attacker apply Rotation Attacks so getting the 

Figure 6 d. image with rotation angle 30 degree. 

 

      
      a. Recover data―                     b. ―Recover image― 

         
          c. ROI Extracted                     d. Recovered Share-1― 

 
e. Recovered QR-code and ID & PSW 

Figure 7: Recover of attacks and QR-code 

 

Figure 7 a. shows the recover angle and Scale using P-

pseudo Zernike and Surf Transformation. Figure 7 b.  

Recover Watermark image. Then extracted ROI image 

from that is shown in figure 7 c. Figure 7 d. is Recover 

Share 1 from RST attacks. Figure 7 e. be the Recover 

the Username and password by decoding QR. 
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TABLE II 

ROTATION WITH SCALING 

Rotation PSNR MSE 

0 63.083 0.028 

15 64.043 0.025 

30 65.063 0.023 

35 65.053 0.022 

40 66.021 0.021 

45 66.081 0.023 

55 64.093 0.022 

65 65.023 0.024 

100 65.033 0.019 

120 66.071 0.022 

180 64.081 0.024 

 

 
 

Figure 8: PSNR Graph 

 

 
 

Figure 9: MSE Graph 

 

V. CONCLUSION 

 
In the paper various methods of watermarking scheme 

are studied and evaluated based on parameters. While 

dealing with Combine Rotation, Scale and Translation 

attacks existing system does not gives robust output. 

Data will be loss when Dual attacks are more. In our 

Proposed ―Region of interest (ROI) watermarking we 

have use Association approach of Block DWT-SVD and 

Pseudo Zernike Moment with surf feature. Affine 

transformation is also apply for recover attack share-1 

image. So after mining the Novel approach system will 

escalation in PSNR value for Improved recover data 

image. This Approach has Delivered Resourceful as well 

as Privacy Preserving data security in Modern Schemes. 
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