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ABSTRACT

The Internet of Things (IoT) provides connectivity for everything and everyone. The IoT can be considered as the
future evaluation of the Internet that realizes machine to machine (M2M) learning. Security and privacy are the

main issues for IoT applications and facing some enormous challenges. This paper analyses the security architecture

and security requirements of IoT as a whole and privacy protection, trust management is being discussed with the
help of RFID which is explained in detail with all its consequences and also shown its application in different areas.
Keywords: Internet of Things (IoT), Security, Radio Frequency Identification (RFID), machine to machine (M2M).

I. INTRODUCTION

Internet of Things (IoT) is an ecosystem of connected
physical device that are accessible through the internet,
i.e. objects that have been assigned an IP address and
have the ability to collect and transfer data over a
network with automatic assistance or intervention.
Nowadays, loT is widely applied to social life
applications such as smart grid, intelligent transportation,
smart security, and smart home [1]. The IoT is
considered as the future evaluation of the Internet that
realizes machine-to-machine (M2M) learning [2]. The
basic idea of IoT is to allow autonomous and secure
connection and exchange of data between real world
devices and applications [3]. The IoT links real life and
physical activities with the virtual world [4]. The
numbers of Internet connected devices are increasing at
the rapid rate. These devices include personal computers,
laptops, tablets, smart phones, PDAs and other hand-
held embedded devices. Most of the mobile devices
embed different sensors and actuators that can sense,
perform computation, take intelligent decisions and
transmit useful collected information over the Internet
[5]. Using a network of such devices with different
sensors can give birth to enormous amazing applications
and services that can bring significant personal,
professional and economic benefits [6]. The IoT consists
of objects, sensor devices, communication infrastructure,
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computational and processing unit that may be placed on
cloud, decision making and action invoking system [7].
The objects have certain unique features and are
uniquely identifiable and accessible to the Internet.
These physical objects are equipped with Radio-
Frequency Identification (RFID) tags or other
identification bar-codes that can be sensed by the smart
sensor devices [6]. The 10T is a hot research topic that is
getting increasing popularity for academia, industry as
well as government. Many European and American
organizations and multinational companies are involved
in the design and development of IoT to achieve
different type of useful and powerful automated services

[1].
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Figure 1. Applications of IoT [27]
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Smart city, smart energy, smart transportation, smart
health, smart agriculture, and many more areas of IoT
are generating curiosity among world's population as
shown in the figure 1. Smart surveillance, automated
driving, smarter electricity management systems, urban
security and environmental monitoring all are examples
of internet of things applications for smart cities [28].

RFID

Radio frequency identification system (RFID) is an
automatic technology and aids machines or computers to
identity objects, record metadata or control individual
target through radio waves. The RFID technology was
first appeared in 1945, as an espionage tool for the
Soviet Union. Main advantage of the RFID is the
automated identification and data capture that promises
wholesale changes across a broad spectrum of business
activities and aims to reduce the cost of the already used
systems such as bar codes [10].
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Figure 2. Perceptual Layer Devices [15]

The IoT can be viewed as a huge network consisting of
networks of devices as shown in the figure 2 and
computers connected through a series of intermediate
technologies where numerous technology like RFID’s,
wireless connections may act as enablers of this
connectivity [8].
1) Tagging Things: RFID trace and addresses the
real-time item.
2) Feeling Things: Sensors collects data from the
environment
3) Shrinking
Nanotechnology has provoked the ability of

Things:  Miniaturization  and
smaller things to interact and connect within the
smart devices or “things”.

4) Thinking Things:
devices thorough

Embedded intelligence in

sensors has formed the
network connection to the Internet.

This paper will cover the security architecture of loT

(section II), security requirements in IoT in context

of RFID (section III) and conclusion (section IV).

II. SECURITY ARCHITECTURE OF IoT

In general, the IoT can be divided into four key levels
[9]. Figure 3 shows that the level architecture of the IoT
[34].
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Figure 3. Layered Architecture of loT

A. Perceptual Layer:The most fundamental level is the
perceptual layer (otherwise called recognition layer),
which gathers a wide range of data through physical
gear and distinguishes the physical world, the data
incorporates object properties, environmental condition
and so on; and physical equipment incorporate RFID per
user, a wide range of sensors, GPS and different types of
equipment. The key segment in this layer is sensors for
catching and representing the physical world in the
digital world.

B. Network Layer: The second level is network layer.
Network layer is responsible for the transmission of
information from perceptual layer, classification, initial
processing of information and polymerization. In this
layer the information transmission is depend on several
basic networks, which are the International Conference
on Computer Science and Electronics Engineering.
Internet, satellite nets, wireless network, mobile
communication network, network infrastructure and
communication protocols are also essential to the
information exchange between devices.

C. Support Layer: The third level is support layer.
Support layer will set up a reliable platform for the
application layer, on this platform all kind of intelligent
computing powers will be organized through cloud
computing and network grid. It plays the role of
combining application layer upward and network layer
downward.

D. Application Layer: The application layer is the
topmost and terminal level. Application layer provides
the personalized services according to the user’s
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requirements. Users can access to the internet of thing
through the application layer interface using of personal
computer, television, or mobile equipment and so on.
Management and network security play an important
role in above each level.

ITII.SECURITY REQUIREMENTS
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Figure 4. Security requirements in each level [34]

We can summarize the security requirements for each
level in the following layers, as shown in Figure 4.

A. Perceptual Layer: At first node authentication is
necessary to prevent illegal node access, secondly to
protect the confidentiality of information transmission
between the nodes, before the data encryption key
agreement is an important process in advance and data
encryption is absolute necessity. The stronger are the
safety measures the more is consumption of resources to
solve this problem lightweight encryption technology
which Lightweight
cryptographic algorithm and lightweight cryptographic
protocol. At the same time the authenticity and integrity

becomes important, includes

of sensor data is becoming research focus.

B. Network Layer: In this layer
communication security mechanisms are difficult to be
applied. Identity authentication is a kind of mechanism

existing

to prevent the illegal nodes, confidentiality and
internality are of equal importance, and thus we also
need to establish internality mechanism and data
confidentiality. Besides distributed denial of service
(DDoS) in the network and is particularly severe in the
internet of thing, it is necessary to prevent the DDoS
attack for the vulnerable node is another problem to be
solved in this layer [14].

C. Support Layer: Support layer needs a lot of the

application security architecture such as secure

multiparty computation and cloud computing, almost all
of the strong encryption algorithm and stronger system
security technology, anti-virus and encryption protocol.

D. Application Layer: To solve the security problem of
application layer, we need two aspects. One is the
authentication and key agreement across the
heterogeneous network, the other is user’s privacy
protection. In addition, education and management are

very important to information security, especially
password management [25].
A. RFID Components For IoT
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Figure 5. Components of [oT system [26]

RFID consist of different components like tags, readers
and application, as shown in Fig. 5.

1. Transponder/Tags (transmitters/responders): The
tag is a microchip connected with an antenna,
which can be attached to an object as the
identifier of the object.

2. Readers (transmitters/receivers): The RFID reader
communicates with the RFID tag using radio
waves.

3. Application system

B. SECURITY ISSUES OF RFID TECHNOLOGY
AND SOLUTIONS

RFID (Radio Frequency Identification) is a non-contact
automatic identification technology, which can automatically
identify the target tag signal to obtain relevant data,
identifying the process does not require manual intervention,
and can work in harsh environments [11][38]. While RFID is
widely used, it exposes a lot of problems as follows [36]

a. Uniform coding currently there is no uniform International
encoding standard for RFID tag. The EPC (Electronic Product
Code) standard supported by FEuropean and The most
influential standards are the UID (Universal Identification)
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standards supported by Japan. It may cause problems that
errors may occur in the reading process or the reader cannot
obtain access to the tag information.

b. Conflict collision as multiple RFID tags may also transmit
data information to the reader at the same time, which may
cause the reader not able to get data correctly [12]. Using the
anti-collision technique can prevent multiple tags from
transmitting information to the reader simultaneously. RFID
conflict collision can be divided into two categories: tags’
collision and readers’ collision [15]. When a large number of
labels are in the reader’s working scope, and the reader cannot
access to data correctly, this is called tags’ collision. IoT
requires wide range of RFID sensor coverage, and multiple
readers’ cooperative work is particularly important, but the
working scope of reader overlaps. So information may
become redundant which increases the burden on the
transmission of network. This is called readers’ collision.
Different collisions have different solutions. Currently, tag
anti-collision algorithm has been studied adequately, but
research for reader anti-collision algorithm is not enough.
Reader anti-collision algorithm is mainly divided into
solutions based on the scope-based and time-base solutions
[16, 17]. The main idea of the scope-based anti-collision
algorithm is to try to avoid overlapping of reader work scope
to achieve the purpose of reducing the conflict zone, but this
solution requires an additional central control area to calculate
the working scope between the readers, which increases the
complexity and cost [18].

C. RFID PRIVACY PROTECTION
Low cost tags led to RFID’s limited resources, such as weak
computational capabilities and low storage capacity, thus it
requires lightweight solutions for privacy protection, which
includes location privacy and data privacy.

a.Data Privacy: RFID security and privacy technologies can
be divided into two categories: physical-based schemes and
password-based schemes, the former sends deactivation kill
command, block tags, signal interference etc. The later
includes schemes such as hash locks [19], random hash lock
[20], anonymous ID [21], re-encryption [22]. Different
organization styles for IoT require different ways of privacy
protection agreement. A compromise solution for data privacy
issues is to store less important information in RFID tag, and
store important information in the up level service.

b.Location privacy: Although RFID tags do not store
important information, but hackers can still get the tag ID
information for the purpose of tracking the position of the tag
[23]. For example, when a reader equipped with vehicle
GNSS information reads a tag’s information, it can easily
obtain the approximate location information of the tag
according to its effective operational range.
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D. TRUST MANAGEMENT

Trust management in [oT, we must take node privacy more
seriously. So we need to introduce trust management into IoT
RFID system. Trust management exists not only just between
the RFID tags and readers, but also between the base stations
and the readers. In trust management field digital signature
technology is of great usage. It has been used for device
authentication, data authentication and data exchange between
different applications for a long time. Protocols and
cryptographic algorithms play important roles for digital
signature  technology. =~ While standard cryptographic
algorithms and protocols require storage space and computing
resources more than the available resources of RFID tags, so
RFID authentication algorithm must not only take into
account security and privacy issues, but also consider the tag
storage and computing power. Limited resources of RFID tags
would be the focus of ongoing research and complexity of
security. Above all, uniform encoding, conflict collision,
privacy protection and trust management are four typical
technologies for the security issues of RFID. With uniform
encoding standard, we encode tag information uniformly,
which can maximize information exchange. With a good
conflict collision resolution technology, minimize potential
data interference and we can make RFID readers read
information correctly. With a good lightweight data privacy
protection, we have helped protect data privacy and location
privacy. Finally, with appropriate management
algorithms, we can enable trust management for reader’s/
RFID tags, base stations and readers [14].

trust

IV.CONCLUSION

We have focused on the security architecture and
security requirements of IoT, We concisely reviewed
security in the IoT and requirements from four layers’
perceptual layer, network layer, support layer and
application layer. For perceptual layer RFID technology
is of great importance, we analyzed the security issues of
RFID technologies and their corresponding solutions
including: Uniform Coding, Conflict Collision, RFID
Privacy Protection, and Trust Management. This paper
will help to analyse the IoT major security issues for
research and development.
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