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ABSTRACT

Applications designed for Internet of Things (IoT) needs support of interoperable physical infrastructure,

communication protocols, data storing and managing techniques and user-friendly interface. IoT is not as simple as

the TCP/IP suite where protocols and communication structure are fixed.The key challenge for IoT is to have a
standardized framework to connect any ‘thing’ to an IoT network. Here the major challenge is of heterogeneity of

objects. Many researchers have tried to propose different frameworks to support IoT applications. This paper
surveys different types of loT frameworks proposed to help get insight about IoT trends and future scope for smart

water metering system.
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I. INTRODUCTION

Use of Internet has increased exponentially in the last
decade or so. Approximately half of the world's
population uses Internet 0. Similarly deployment of IoT
based applications is increasing rapidly now. The idea of
IoT is to form an Internet of computing devices or
objects with sensors which are connected with
computers or mobile phones, operated or monitored by
human beings. IoT can be expressed as a wireless
network layer on top of the Internet where millions of
things are continuously tracked, monitored and managed
by people all over the world. It is said that by the year
2020 more than 50 billion objects will be joining this
network [34].

IoT technology has been widely used in different sectors
like, Healthcare, Agriculture, Education, Industrial and
many more [1][12]. Different applications of IoT like
Smart building, Smart board teaching, Smart Meters,

Smart Parking, Smart Tracking, Smart Health,
Intelligent  Traffic =~ Management,  Environment
Monitoring, =~ Waste = Management, Air Quality

Monitoring, Smart Lighting and others have been
proposed and implemented. Smart water metering is one
of the upcoming applications of IoT[3].
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There are many different frameworks available in the
market for IoT applications as well as researchers are
trying to propose more and more frameworks suitable
for IoT applications[9][22][29][29][31][32][33]. In this
paper we have done survey of different frameworks with
the focus of suitability for smart water metering system.
Section II contains related work, Section III contains
present situation for the deployment of smart water
meters in India. Section IV concludes with the future
thoughts and upcoming challenges.

In today’s hi-tech era people don’t have time to do all
the tracking and monitoring tasks on daily basis. loT
connects different types of devices, objects and people
together to communicate and exchange data or
information to solve many problems which make
theroutine easy and simple. Planning and scheduling of
task can also be done easily if our objects are on internet.
We can synchronize daily activities without stressing
technological
Identification

our mind. As a result there are
developments going on for Things
Mechanism (Tagging Objects / Addressing Things),
Wireless sensing mechanism (Sensors / RFID),
Embedded Systems (Microprocessors / OS), Data
Management Technology (Data Mining / Big Data)

[24][26]
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Basic Architecture of IoT:

Internet of Things can be referred as machine-to-
machine interaction with secure connectivity,
appropriate infrastructure, large amount of data transfer,

computation, storage and analytics for converting data to
information for people and businesses [23].Layered
model for [oT is similar to the one shown in fig.1.
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Figure 1. Layered Model for IoT

Description of layers Error! Reference source not
found.[5]:

1. Object Layer: Physical objects / sensors, of loT are
connected at this layer. Large amount of data are
generated at this layer and from there digitized data
are send to the abstraction layer using a secure
channels.

2. Abstraction Layer: Data gathered from the objects
are sent to the service management layer using
different connectivity/communication services of the
internet.

3. Service Management Layer: Provides a middleware
for facilitating loT applications to run on different
hardware platforms.

4. Application Layer: This layer provides high quality
smart services to customers depending on their
request.

5. Business Layer: This layer manages system
activities and services. It is responsible to build

abusiness model to support decision support system
based on Big Data analysis.

II. METHODS AND MATERIAL

When we talk about Internet we have different types of
networks like Wired Network, Mobile Network, Sensor
network and so on but there the nodes are of same type
and are using same methods and protocols to exchange
data to communicate in between. But when we say
Internet of Things, the main challenge is of
heterogeneity of objects and their communication
techniques and the physical connections[27].

Due to an incredible advancement in IoT services,
different frameworks based on interoperability hardware,
data exchange methods, low power communication with
cloud services, data compression and security have been
proposed by researchers[6][7][28].
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For the IoT implementations a conceptual layered
structure is needed to serve as a support for building
applications [2]. The IoT framework should provide
interrelation between objects at physical layer, operating
system / mainframe support, communication mechanism
and application programming interface standards etc.
The Internet of Things Middleware framework joins
different components together for enabling smooth
communication between objects or devices or people in
the network. The IoT interface provides the interaction
between the Internet and Things. [14][17]

Many enterprises and alliances have come up with
different IoT frameworks or Platforms to increase the
connectivity of the devices / objects into the cloud/
network services. These frameworks and platforms
provide interoperability among devices and powerful
analytic power for the applications to build on [11].
Some frameworks also provide value added services like
security and authentication to access the data from
different applications of IoT [17][21]. Here the survey is
carried out from two perspectives that are commercial

frameworks / open source frameworks and frameworks
proposed by researchers.

Commercial frameworks used by some of the
organizations are proprietary solutions. They provide
their components and technologies for a specific
problem.

Maven Systems [39] uses a device called WiArt which
is used as a wireless connectivity module and collects
data from the smart meters using GSM. This data are
sent to the data concentrator using GPRS. They provide
cloud storage for collected data and different
management reports can be generated. Maven systems
have their own mesh topology in which communication
occur using ISM bands.
Sensus[40] have SensusRF as a LPRF wireless
connectivity module. Other solutions are Connit[41][42],
IoTSens[43], WebNMS[44], Smarter Homes [45]. Many
proprietary solutions are available in the market. Table 1
shows comparison of few of them.

Table 1. Comparison of Commercial solutions for smart water metering

Maven Sensus Connit IoTSens WebNMS
Data collection/ | WiART, Sensus RF, Blue Pulse Mini, Watchmeter Data | Devices are 3rd
connectivity Wireless Wireless Blue Pulse XL2i, | Logger, party (flow meter,
devices connectivity connectivity LPRF (SigFox), Limnimeter, pressure meter),
module module (LPRF), | GSM/GPRF Wireless Connect to
(LPRF), GSM | GSM/GPRS/3G | communication connectivity (2.4 | gateway over
based smart GHz), GSM RS232,
metering modul Based MODBUS,
connectivity GSM/Ethernet
connectivity from
gateways
Data Wireless GPRS / Ethernet | GPRS/3G/Ethernet | Not specified by | Not specified by
concentrator (GPRS)/Wired | based data provider provider
units (Ethernet) Data | collection, Hand
Concentrator held collection
Units, Walk units also
by/Hand held available
data collector
units also
available
Meter data | Close storage, Close storage, Close storage, API | Not specified by | Cloud storage,
management Reporting Reporting export, Reporting | provider Alerts,
(cloud software) notification,
analytics/reporting,
Rule based process
automation
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Meter types/ | Analog and Not specified by | Pulse meters Not specified by | Not specified by
integration Digital inputs provider provider provider
Communication | Maven Mesh topology | Star topology SigFox, REST, SNMP,
Technologies SmartMesh on ISM Band using SigFox on LoRa/LoRaWAN | MQTT, SOAP,

(Mesh - Works on 433 | ISM Band - Works on 433 XML

topology) on MHz, 868 MHz | - 868 MHz (902 MHz, 868 MHz

ISM Band - (902 MHz in MHz in US) (902 MHz in US)

Works on 433 USA) ZigBee (2.4

MHz, 865-868 | ZigBee (2.4 GHz), WiFi (2.4

MHz GHz) GHz), Bluetooth

(802.15.4g) (2.4-2.485

SmartMesh GHz), NB-IoT

using wired (Narrow Band

connectivity IoT), M2M

- UART, TTL, (Data, SMS,

RS232, RS485 Voice) using

ZigBee (on 2.4 GSM network

GHz)

Limited Open source frameworks are available in the
market [18]such as Open Source Grid Platform, Open
Meter Project etc. but they do have some loopholes
which are under research by the researchers [15][16]
OSGP (Open Smart Grid Protocol) is supported and
maintained by OSGP Alliance. They have developed a
generic, scalable and independent 'Internet of Things'
open source platform. Using this platform, smart objects
can be easily connected, controlled and monitored. The
platform can also help simulate development of smart
solutions like Smart Water Metering. As it is open
source, it can be used for our own applications and
devices with reduced time and development cost.
Weakness of OSGP[15][16]:

1. RC4 algorithm is used for encryption in which
stream cipher have known IVs so attackers can
casily break WEP within seconds

2. Weak Digest function that may allow meet-in-
the-middle attack by sending NACK for wrong
digest

3. Sending unsecure broadcast message for
firmware updates

4. Session key is the same as master key for
encryption, so it is fairly exposed to a number of
attacks, and a compromise of this key is possible

Jan Sliwa[26] has proposed a generalized framework for
data exchange between objects of IoT system. Here he
has analyses different types of data and provided
classification for IoT data exchange schemes. There is a

general structure and a support platform structure where

a Data Broker, the main system element which will
manage data among different types of recipients.

Kevin Laubhan et.al.[17]have presented a framework for
low power data transmission from sensors to cloud. Here
the node architecture has a low power microcontroller
which will collect data from the sensors and the regional
hub will be collecting data from the node architecture.
The cloud architecture will provide efficient data
processing and accessibility. The author still has to find
different methods of node deployment to maximize
coverage area, and optimize scheduling algorithm for
minimizing energy usage.

Neeharika Cherukutota et.al.[10]has proposed an loT
framework for smart water meter reading system. They
have used a Mediatek cloud sandbox and RESTfull web
services to communicate between water meters and
cloud.

Enrique Carrillo et.al [8]has proposed a framework for
smart systems where computational power needed by
the system is provided by the cloud services. The
proposed  framework Arduino
development environment for managing and monitoring

uses integrated
things connected in the network. Raspberry PI work as a
main gateway controller for all Arduino andMicrosoft
Azure cloud services are used for computational power.
Mohammed ShahanasK., andDr.BagavathiSivakumar P.
[25] have proposeda framework for a smart water
management system in the context of smart city
initiatives inIndia. They have tried to provide cloud
based cost effective solution for data transmission and
management.
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Sanchez, Tomas, et al [24] have implemented an Adhoc
network with clustering of objects and proposed a
framework for improving network lifetime in collecting
data.

Lloret, Jaime, et al[18] has also proposed a three layered
communication architecture. They also says that
proprietary solutions for meter communications cannot
be suitable for all types of smart meters as there is a lack
of standardization in communication protocols which
can provide better interoperability among smart meters.

ITII. DISCUSSION

In this section we have a discussion related to the
present situation for the deployment of smart waters in
India. Water scarcity has become a serious threat to the
globe. So we need some smart systems that will
continuously measure the water usage and will help the
utility companies in proper decision making. Manual
meter reading is not just waste of human resources but
also inconvenient and inaccurate. Many researchers have
given solutions for Automated Meter Reading Systems
in many countries. We would like to connect all water
meters into the internet through the IoT as a global
solution towards smart city. By the year2020 life will
become easier with the help of all automated things.
Almost all the things will be interacting with each other
and human interaction will be negligible for the task of
daily routine. Using smart water meter we can minimize
the human load by taking automatic meter reading and
sending it to the utility office for further decision
making and generating bill. It will also helpful to the
customers to know their real time water usage and can
get the actual bill in time.

Smart water metering is defined in[29] as the system
where smart meters provide meter reading data by
monitoring water usage and transfer the consumption
data frequently to the utility office, where it is integrated
with the business system, like Billing System and the
information is also shared with the customers via SMS
or web portal. Using smart meters the water
consumption data can be gathered automatically without
physical visit by a human. Smart water meters can be
used to find the solution for the problems like, Water
losses, water quality, disasters and drought. Basic
Components of Smart Water Metering System are
defined by[12][13]. Fig 2 shows the basic components
of smart water metering.

Applications

Data Management

Cc ication Ci Is and Protocols

Physical Device - Sensing and Measuring Unit

Figure 2. Smart Water Metering System Components

Smart Water Meter components are used in such a way
that they can solve many problem of routine life related
to water. Like Waste water management, Prevention of
water losses due to leakage problem, Managing water
quality and water level etc.. To achieve this goal we
require a generalized framework architecture which can
help easy and efficient implementation of smart water
metering system.Many researchers have tried to give a
generalized framework for IoT applications. Where
Neeharika[10] has proposed an architectural framework
for IoT based water meter.

Shahanas[25] has proposed an architecture for
implementing smart water monitoring system. It
includes basic three units . 1. Collecting water level
from the tanks using sensors, 2. Transmit the data to a
centralized server using Arduino and Raspberry Pi. 3.
Visualizing the data through a web interface and also in
the cloud using Ubidots cloud Platform. SMS and email
alert system are also included as a part of user interface.

Ankith S et.al.[4]have proposed a design of smart water
flow meter system for India. They have designed a
prototype using HTTP Compatible CoAP based
monitoring and control system. They have compared
their system with the other [18][19][20] smart water
meter reading systems and automated meter reading
systems which are using ZigBee wireless technology for
communication between water meters and base stations
and data concentrators. In their proposal they have used
6LoWPAN protocol for wireless communication and
they have tried to prove that it has more advantages over
ZigBee. They stated that 6LoWPAN is more suitable for
IoT based applications because using 6LoWPAN
protocol sensor networks can be directly connected to
the Internet without IP conversion. Proposed system’s
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prototype is simulated using ContikiOS, MySQL
database and visual studio for web application which
provides GUI to the users for the interpretation of usage
data in the graphical way.

Table 2 shows comparison of the frameworks proposed
by various researchers with respect to metering
components and major IoT challenges.

The comparison shows that most of the proposals are all
vertically defined according to the situation and need.
Some are talking about communication protocols; some

are talking about data gathering techniques. Further
there are different solutions for water flow measuring,
leakage  management, billing patterns, cloud
computations etc...but not a single solution provides
flexible, generalized framework which can be suited for
any scenario at any location for the implementation of
smart water metering system. Hence it is required to set
a framework in which any type of smart water metering
system implementation becomes easy.

Table 2. Comparison of Frameworks

Smart Water Metering Components IoT Major Challenges
Proposals | Sensing Channel Data Interoperability | Scalability | Security
Technique | Acquisition & | Gathering
Communication | and
Mechanism Analyzing
3 X v v X X X
4 v 4 v X X X
5 v v v X X X
6 v v X X X v
7 X X v X X X
29 v X v X v X
31 X X v v X X
32 X X v v X X
33 X X X v X X

As shown in Table 2, major IoT Implementation
challenges are Interoperability Scalability and security.
When we talk about smart water metering system, there
may be different water meters communicating with each
other as well as may send or receive data to other
devices I the Internet, so Interoperability requirement is
must. Apart from that, as the residential and commercial

IV.CONCLUSION

The study of IoT framework concludes that no common
framework can be used to develop any type of loT
applications or to deploy any system under loT network.
The main issue of the available loT architectures is lack
of full interoperability, privacy and security. Due to
heterogeneity in IoT frameworks they have many
network related problems like, channel allocation,
routing mechanism, interface design and so on, many
organizations and researchers are trying to build a
uniform architectural framework that can fulfil the
technical need for IoT. So, there is a strong requirement
of a generalized framework to deploy a smart water
metering system under [oT.

area will increase, smart metering range must be
increasing with same communication speed and
accuracy so that will be a big challenge. And last but not
the least is the security. When user’s personal device
information is shared in the Internet, security is the main
concern of an individual.
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