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ABSTRACT 

 

With the development of smart meters, similar to the Sophisticated Metering Infrastructure (SMI), and the 

Internet of Things (IoT), each smart city is outfitted with different sorts of electronic gadgets. Along these lines, 

hardware and innovations empower the different parts of urban communities more available and relevant. The 

objective of the present paper is to give a comprehensive audit on the idea of the smart city besides their diverse 

applications, advantages, and points of interest. In addition, the vast majority of the possible IoT advancements 

are presented, and their abilities to converge into and apply to the diverse parts of smart cities are talked about. 

The potential use of smart cities regarding innovation improvement in the future gives another significant 

discourse in this paper. In the mean time, the key boundaries to its usage are thoroughly expressed. 
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I. INTRODUCTION 

 

In view of the quick ascent of the population 

density inside urban situations, substructures and 

administrations have been expected to supply the 

necessities of the citizens. As needs be, there has been 

an amazing development of advanced gadgets, for 

example, sensors, actuators, cell phones and brilliant 

machines which drive to huge business goals of the 

Internet of Things (IoT), on the grounds that it is 

conceivable to interconnect all gadgets and make 

interchanges between them through the Internet. The 

IoT archetype is in the power of smart and self-

configuring devices, which are well linked together 

by global grid infrastructures. IoT can be typically 

defined as a real object, largely dispersed, with low 

storage capabilities and processing capacities, while 

aiming at enhancing reliability, performance and 

security of the smart cities as well as their 

infrastructure. 

The IoT archetype is in the power of smart and self-

configuring devices, which are well linked together 

by global grid infrastructures.  It can be typically 

defined as a real object, largely dispersed, with low 

storage capabilities and processing capacities, while 

aiming at enhancing reliability, performance and 

security of the smart cities as well as their 

infrastructure. On this basis, in the present paper, a 

survey of the IoT-based smart cities information from 

related reports is conducted. The IoT consists of three 

layers, including the perception layer, the network 

layer, and the application layer. The perception layer 

includes a group of Internet-enabled devices that are 

able to perceive, detect objects, gather and exchange 

information with other devices through the Internet 

communication networks. Radio Frequency 

Identification Devices (RFID), cameras, sensors, 

Global Positioning Systems (GPS) are some examples 

of perception layer devices. Forwarding data from the 

perception layer to the application layer under the 

constraints of devices’ capabilities, network limitation 
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and the applications’ constraints is the task of the 

network layer. IoT systems use a combination of 

short-range networks communication technologies 

such as Bluetooth and ZigBee, which are used to carry 

the information from perception devices to a nearby 

gateway, based on the capabilities of the 

communicating parties. Internet technologies such as 

WiFi, 2G, 3G, 4G, and Power Line Communication 

(PLC) carry the information over long distances based 

on the application. Since applications aim to create 

smart homes, smart cities, power system monitoring, 

demand-side energy management, coordination of 

distributed power storage, and integration of 

renewable energy generators, the last layer which is 

the application layer, is where the information is 

received and processed. Accordingly, we are able to 

design better power distribution and management 

strategies. 

 

II.  IoT TECHNOLOGIES IN SMART CITIES 

 

The IoT is a broadband network which employs 

standard communication protocols, whereas the 

Internet would be its convergence point. The major 

idea of the IoT is the extensive presence of objects 

which are able to be measured and inferred, as well as 

it is able to modify the situation. Accordingly, IoT is 

employed by the expansion of several things and 

communication equipment. Things in the IoT involve 

smart equipment such as mobile phones and other 

facilities including foodstuff, appliances and 

landmarks that can collaborate to achieve a joint 

objective. The main characteristic of the IoT is its 

effect on consumers life. In the concept of IoT, since 

the cabling cost for millions of sensors is expensive, 

the communication between sensors should be 

wireless. Low-power standard communication is 

suitable for interconnection among many devices. 

According to location and distance coverage, some 

networks are introduced as follows. 

 

Home Area Networks (HAN) which use short-

range standards like, ZigBee, Dash7, and Wi-Fi. All 

monitoring and control components in a home are 

connected by the HAN. 

 

Wide Area Networks (WAN), provide 

communication between customers and distribution 

utilities which require much broader coverage than 

HAN and for implementation needs fiber cable or 

broadband wireless like 3G and LTE. 

 

1)Radio-Frequency Identification (RFID) 

RFID including readers and tags has a vital task in 

the framework of the IoT. Employing the 

technologies on each related thing, accomplishing 

their automatic identification and dedicating the 

single digital identity to any of the things will be 

possible, to include the network associated with the 

digital information and services. RFID provides some 

applications in smart grids, including tracking and 

localization of objects, healthcare applications, 

parking lots and asset management. Each tag can be as 

a sensor because they have not only data which is 

written manually but also capture data like 

environmental information. 

 

2)3G and Long Term Evolution (LTE) 
3G and LTE are standards for wireless 

communication for mobile phones and data terminals. 

Regarding the development and expansion of wireless 

communication infrastructures, LTE and 3G are 

available everywhere, even in third world countries. 

This technology is for broadband connectivity and 

designed for short-range uses. Hence, it is applied for 

WANs, which require longer distance ranges. 

Nevertheless, there are some barriers to their 

implementation that should be addressed. High data 

cost due to providing this service by the service 

providers, and inability to use them for 

communication among billion devices are some of the 

problems of these services. 

 

3)ZigBee 

In the sensor nodes, ZigBee is applied as a low-

power and low-cost wireless communication 

technology. It is suitable for creating wireless 



International Journal of Scientific Research in Science, Engineering and Technology (www.ijsrset.com) 

 

 149 

personal area networks (WPAN) such as home 

automation, medical device collection and other low 

power, low-bandwidth. Some of its applications 

include wireless light switches, electrical meters, and 

traffic management systems. ZigBee is suitable for 

limited ranges, coverage of city region and supporting 

billions of devices. With the ZigBee-based network, a 

mechanism for transmission of IPv6 packets is 

specified. To apply ZigBee, additional equipment 

usually is required involving a coordinator, router and 

ZigBee end-devices. 

 

 
Figure 1:  IoT Network 

 

III. SMART CITIES PLATFORM AND STANDARDS 

The relationship between the physical and IT 

infrastructure constructs a novel machine-to-

machine  (M2M)  communication  for  smart  cities  

which  along  with  new  features    of network drives 

smart cities communication platforms. These 

platforms help to cover the communication 

requirements between heterogeneous access 

technologies and application suppliers. Moreover, 

these platforms help form the IoT with real world 

sensors and communication networks 

 

Figure 2: IoT for Smart City 

IV. ACTUAL APPLICATIONS OF IOT IN SMART 

CITIES 

The IoT utilizes the Internet to combine different 

heterogeneous things. In like manner and for giving 

ease access, every single existing thing must be 

connected to the Internet. The justification behind 

this is smart urban communities incorporate sensor 

systems and association of insightful machines to the 

web is fundamental to remotely screen their 

treatment, for example, control use checking to 

enhance the power utilization, light administration, 

aeration and cooling system administration. To get 

this point, sensors can be stretched out at different 

areas to assemble and investigate information for 

usage change . Figure 3 shows the significant uses of 

the IoT for a shrewd city. The key points in this field 

of information are communicated in the 

accompanying subsections. 

Figure 3. Significant Applications of IoT in Smart 

Cities 

 

 A. Smart Homes 

 IoT innovation prompts having brilliant 

houses and applications including smart TV’s, 

home security framework, lighting control, fire 

discovery, and temperature checking. The sensors 

of this apparatuses screen the conditions and 

condition and send reconnaissance information to a 

focal controller at home which empowers the 

householder to persistently screen and control the 

home even from outside and settle on the best 

choice under each situation. In like manner, these 

observation information help to anticipate future 

occasions to be set up ahead of time by taking an 

effective estimation to counteract losing 

accommodation, security, solace and elevated 
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requirement of living. Besides, smart houses in an 

area can be associated together through Neighbor 

Area Network (NAN). For this situation, houses 

can share some survey information like outside 

camera to discover report occasions to a police 

headquarters. Human services, overseeing shared 

assets, and empowering bolster person to person 

communication are different uses of the brilliant 

groups. Consequently, this idea isn't just 

association of neighbors yet in addition expansion 

and improvement of a thorough brilliant city 

which can monitor and control entire activities in a 

smart city.  

 

B. Smart Parking 

By empowering keen stopping, arriving and 

withdrawing times of various transports are 

followed everywhere throughout the city. In this 

manner, these parking garages must be arranged in 

such an approach to consider various vehicles in 

each location. Besides, new parking garages must 

be set up where there are more vehicles. 

Appropriately, the information of smart parking 

areas can give benefits to the customers and traders 

day-by-day lives in the smart urban areas. This 

administration works in light of street sensors and 

smart presentations, which lead drivers to the best 

way to park in the city. A few advantages of this 

administration are finding a parking area faster, 

which implies less CO emanations from the 

vehicles, lesser movement blockage, and more 

contented citizens. It can be coordinated into 

urban IoT frameworks. Besides, by short-run 

correspondence innovations like RFID and NFC, it 

is conceivable to understand an electronic 

confirmation of stopping grants and considers 

offering better administrations to nationals. 

 

C. Surveillance Systems 

Surveillance is the most noteworthy 

component of the smart cities from the resident’s 

perspective. To this end, the whole city must be 

continually checked and watched, yet assessing the 

data and finding criminal acts are profoundly 

testing. Conventional Closed Circuit Television 

(CCTV) frameworks give a foundation to brilliant 

observation frameworks duals activities to locate 

any brutal demonstration and even identify the 

general population. Hence surveillance system 

plays a vital role in smart cities. 

 

D. Smart Energy and Smart Grids 

The usage of the IoT allows smart 

management and control of energy distribution as 

well as consumption in diverse conditions.  The 

IoT node has various capabilities like sensing and 

networking that increase the probability of 

optimum development of energy providers.  This 

management can be developed for emergency 

circumstances.  Applying these methods will lead 

to reliability improvement, power quality 

enhancement and profit growth. 

 

 
Figure 4: Various Applications of IoT for Smart Cities 

V. CONCLUSION 

 

Although a conclusion may review the main points of 

the paper, do not replicate the abstract as the 

conclusion. A conclusion might elaborate on the 

importance of the work or suggest applications and 

extensions. Authors are strongly encouraged not to 

call out multiple figures or tables in the conclusion 

these should be referenced in the body of the paper. 

 

VI. CHALLENGES 

This section presents the current challenges for 

the implementation of IoT-based smart cities. 
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Figure 5:  Challenges in IoT 

 

(i)Sensor Networks 

Sensor network can be considered as an 

extraordinary innovation for empowering the IoT. 

They can shape the world by giving the capacities of 

estimating, deriving, and understanding ecological 

lists. Current advancement and change in advances 

have given productive and modest gadgets to 

applying to expansive scale remote detecting uses. 

Besides, cell phones contain different sorts of sensors 

and, therefore, they enable various types of versatile 

utilizations in various territories of the IoT. For this 

reason, the principle testing activity can be done by 

the means by which the extensive scale data of the 

sensors with respect to vitality and system 

limitations are protected. 

                                    

(ii)Security and Privacy 

When all the information is gathered and 

evaluated in the same IoT platform, the system may 

confront numerous attacks such as cross-site 

scripting, and side-channels. Moreover, the system 

can be subjected to significant vulnerabilities. In 

addition, its multi-tenancy may lead to the security 

problems as well and result in data leakage. 

Therefore, cities must adopt serious measures to 

ensure the privacy and security of citizen data. 

Without this guarantee, citizens cannot trust to 

government, and the colection of the information 

will be difficult. All systems should be resistant 

against cyber-attacks, particularly the critical 

infrastructure like smart meters. As a result, for 

successful implementation of IoT, cities should place 

privacy and security as a top priority. Some aspects 

of security in IoT including privacy, trust and data 

confidentiality as well as their solutions are 

presented. 

 

(iii)Legal and social aspects 

The IoT framework likely is an administration as 

per the client gave information. For such terms, the 

specialist organizations must be founded on different 

neighborhood and universal standards. Similarly, the 

candidates are looked with adequate information to 

go to a predefined situation and information 

gathering. It would be more agreeable if the open 

door were given to the candidates to pick and take an 

interest in the enlistment data that demonstrates an 

occasion for safe interactions. 

 

VII. CONCLUSION 

 

The significance of thinking about how new ideas 

and innovations (particularly the IoT) advantage 

brilliant urban areas is obvious. The point of this audit 

article was to investigate variation particulars and 

highlights of IoT frameworks, alongside the proficient 

motivators for using them. Since the achievement of 

the IoT substructures can empower a volume of 

chances for smart cities, to begin with, the most 

critical research inspirations were communicated and 

thereafter, a few fundamental and accommodating 

applications clarified. It was delineated how day by 

day exercises could be expanded and enhanced 

through utilizing them. In like manner, the difficulties 

emerging from actualizing the IoT framework were 

appropriately delineated. Regarding this matter, the 

joining of the IoT stage into other autonomous and 

smart systems to give a smart and far reaching usage is 

a standout amongst the most intriguing future 

inclinations. Also, furnishing an approach to adapt to 

some essential difficulties, for example, the protection 

privileges of the clients/inhabitants, is as yet a 

territory of research intrigue. A portion of the 

improvements in the real usage of smart over the 

world were introduced, which can be considered as 

tests or pilot ventures for future exhaustive smart 

cities. The IoT through its usefulness and 

determinations ought to without a doubt utilize savvy 

frameworks and sensors to guarantee consumers 

rights. 
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