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ABSTRACT 

 

In various organizations the demand for the cloud computing going on increasing day by day.  That growing 

acceptance is only due the various services provided by the cloud computing. As the cloud computing provides 

basic services like allowing for infrastructure sharing , large storage, multi-tenancy which would ultimately 

leads to increase computational efficiency, flexibility, decrease complexity, and also reduces the data processing 

cost. But with this, security plays very important role in the success of cloud computing.  Most common issues 

with cloud computing includes data ownership, data privacy and its proper storage for efficient manipulation 

and updating. Protecting the data of the data owners from an unauthorized users would requires to perform the 

encryption operation on the entire data and this mechanism increases cost as well as the processing time.  

Proposed system has some solutions to overcome such problems by using the concept of data classification 

according to its importance and combined access control with Time and attribute factors for time sensitive data 

in public cloud. Data get classified according its importance in three categories and the choice of the encryption 

algorithm will depends on the data importance. That will make the computing efficient. Time and Attribute 

factors when collectively considered for providing the access control that will provide the data confidentiality, 

privacy as well as security requirement for time-sensitive data that stored in public cloud. Enhanced security 

and analysis of system performance proved that proposed system is efficient as well as provides the security 

requirement for any organization and indivuals. 
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I. INTRODUCTION 

 

Present scenario of the development in the provision 

of IT service, various efficient and cost-effective 

techniques going on its successful deployment with 

implementation. One of the efficient and mostly 

preferred computing techniques is Cloud Computing. 

For understanding the need of proposed system we 

first go through the analysis of working mechanism 

that followed in the cloud computing currently. Any 

organization or an individual who wants to share the 

data on the cloud first needs to provide data to any 

trustable cloud service provider. But before uploading 

the data on cloud data owner thinks twice about 

proper mentainance and security for their important 

the private data. Since after delivering the data for 

outsourcing only service provider would have all 

access control on it, all the operations including 

mentainance and manipulation will only done by the 

service provider. So in such scenario data owner 

needs the guarantee about strong data privacy and 

security from any of the cloud service provider so that 
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feel relax and will not worried about data privacy and 

security. Many of the service providers assures the 

security to the data owners, but the cases of the cloud 

data hacking noticed recently. To provide the 

solution over this problem proposed system is evolved 

having some advance concept of mechanism which 

will provide strong security as well as an efficient 

processing which will helps in reducing the 

computing cost. 

 

Proposed system mainly develop a reliable framework 

which provides  

 

• Strong Security, confidentiality and integrity of 

data while the transaction as well as storage of the 

data on the cloud. 

• Reduces the processing time for encryption by 

applying the method of data classification based 

on its importance instead of applying the same 

encryption algorithm on entire data. 

• Concept of combining the attributes and time for 

both user as well as data owners results in strong 

access control for time-sensitive data in public 

cloud. 

• Support to both fine-grained access control and 

time sensitive data publishing. 

 

Security based cloud-storage framework is used to 

encrypt the data based on degree of the 

confidentiality through three levels: NORMAL, 

SECURE, HIGHLY SECURE. 

 

Whenever the data owner wants to outsource the 

data on the cloud must specify the level of security 

and according to selected security level data will get 

encrypted. 

 

II. FRAMEWORK DETAILS 

 

 

There are three levels of security as depicted below: 

Level 1: NORMAL   

This level is used to specify data do not requires high 

level security that data can be encrypted using HTTPS 

and TLS  to guarantees the privacy among users. 

Level2: SECURE 

This level is used to specify the data having medium 

level confidentiality like personal data or bills which 

needs to use an encryption algorithm like AES 128. 

Level3: HIGHLY SECURE 

At this level of security the critical data that needs to 

protect using strongest encryption algorithm such as 

AES-256 so that top-secret data can be encrypted and 

protected from unauthorized access. Also SHA-2 will 

use for maintaining the integrity of data. 

Security-based framework working diagram 

 
Fig1: Security-based framework working 

 

Algorithm 1 Proposed Algorithm 

1. procedure  Proposed Function 

2. Check Files 

3. Set X[]= User File 

4. Repeat 

5. Length=File length 

6. Switch File Type 

7. Case File in Level 1 

8. Start=Time Now 

9. Copy(file, Location) 

10.  End=Time Now 

11.  End Case 

12.  Case File in Level 2 

13.  Start=Time Now 
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14.  AES128(file, Location) 

15.  End=Time Now 

16.  End Case 

17.  Case File in Level 3 

18.  Start= Time Now 

19.  AES256(file, Location) 

20.  End= Time Now 

21.  End Case 

22.  End Switch 

23.  Deff= End-start 

24.  Write Results(File, Size, Start, End, Deff) 

25. until File in X[]= NULL 

 

 

System Security Model using Time and Attribute 

Combining access Method 

 

 
Fig 2: Flow Diagram of System by Access Combining 

attribute And Time 

       

As shown in the above fig System module contains 

four modules which are depicted as follows 

 

• Central Authority (CA): Responsibility of 

managing security protection of entire system is 

taken by CA. It publishes system parameters and 

distributes security key to each users. In addition 

with it acts as a time agent to maintain the timed 

release function. 

• The Data Owner (Owner): decides the access 

policy based on some specific attribute set and 

one or more releasing points for each file, and 

then encrypts the file under the decided policy 

before uploading it. 

• The Data Consumer(User):is assigned a security 

key from CA. user can query any cipher text 

stored in the cloud but can decrypt it only if both 

of the conditions like: attribute set satisfies the 

access policy and the current access time is later 

than the specific releasing time. 

• Cloud Service Provider (Cloud): includes the 

administrator of cloud and cloud servers. It 

undertakes the storage task for other entities, and 

executes access privilege releasing algorithm 

under the control of CA. 

 

As depicted in Fig2 the cipher texts are transmitted 

from owners to cloud, and users can query any cipher 

texts.  CA controls the system with the following two 

operations 1) It issues security key to each user, 

according to user’s attribute set; 2) at each time point, 

it publishes a time token, which is used to release 

access privilege of data to users. 

 

III. Literature Survey  

 

Cloud   storage has many benefits and can enhance 

team-work and collaborative efforts by allowing the 

members to access shared data. Though all the 

services user get from the cloud still it has some 

limitations. On the public cloud data can be 

manipulated, changes or deleted without taking the 

permission of owner. 

 

Based on the various cryptographic primitives, there 

have been numerous works on data sharing in cloud 

storage. Among these schemes, some aimed at 

protecting the integrity of shared data, e.g. [1-3] and 

some aimed at protecting the confidentiality and 

access control of the data e.g.[3]. 
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Some researchers have also tried to combine the 

mechanisms of TRE (Time Releasing Encryption) and 

CP-ABE (Cipher text-policy Attribute based 

Encryption), such as [4] to provide a flexible and fine-

grained access control for time sensitive data. 

 

In [4] the authors proposed a time-domain access 

control system, in which access control takes both 

users’ attribute set and the access time into 

consideration. This   work archives data access 

privilege automatically releasing for users without 

data owner’s online participation. However, it 

introduces heavy extra overhead: The authority needs 

to generate update keys for all potential attributes 

each time to implement time-related function, and 

computational complexity increases with amount of 

involved attributes.  

 

A smarter scheme is needed to realize fine-grained 

access control for time-sensitive data in cloud storage.  

 

IV. Objective and Benefits 

 

• Provides Confidentiality and integrity of data in 

both transmission and storage: Proposed system 

provides the confidentiality and integrity of data 

through implementation of an encryption 

algorithm based importance of the data.  Also 

provides the Time and Attribute combine Access 

control for time sensitive data. 

• Reduces the processing time in encrypting data:  

The new concept of data classification according 

to its importance and applying the various 

encryption algorithms according  degree of 

security and privacy instead of applying same 

encryption on entire data that leads to reduce the 

time required for encryption. 

 

V. Conclusion 

 

Proposed system is efficient and provides efficient 

security based cloud storage framework that enhances 

the processing time and assures confidentiality and 

integrity through data classification and applying TLS, 

AES and SHA based on the type of classified data. 

Also provides better access control for time sensitive 

data on public cloud without affecting the privacy, 

and most important integrity and security. I plan to 

enhance my framework by considering new aspects 

like fast automatic data classification and 

implementation of various cryptographic algorithms 

that will provide higher degree of confidentiality and 

security.  
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