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ABSTRACT

Securing information from obtrudes is the miscellaneous process in communication, cryptography is an effective
manner of securing the information. New architecture is designed in this paper based on Fisher Yates Shuffle
algorithm to maintain secrecy of data. A newly modified magic rectangle (NMMR) is constructed based few
constrains, like sum of row and column values are equal. The numerical value of data is taken and it is added with
NMMR values in random position. To enhance data security iterative fisher Yates shuffle algorithm (IFYS) is
designed in which, third order shuffling is carried out. IFYS-algorithm shuffles the elements in NMMR randomly,
which potentially increase data security. These cipher texts are transmitter in channels through modulation
techniques. This process ensures that data transfer with confidentially and integrity of the data can be improved

effectively.
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I. INTRODUCTION

Security is a major concern in wired communication.
Various techniques are used for providing the security
for the transmitting data. Most commonly used
cryptographic algorithms are advanced encryption
standard (AES), data encryption standards (DES), triple
data encryption standards T-DES for symmetric
cryptography and Diffie Hellman key exchange[1] and
Rivest Shamir and Adleman (RSA) algorithm for the
Asymmetric cryptography, in which RSA is the most
commonly used algorithm[2][3]. To improve this
algorithm, various methods are created to overcome the
repetitive of the cipher text, due to repeatation of same
character in the data, magic square is implemented, in
which both column sum and the row sum will be equal
[11]. The data for encryption is taken from the magic
square similarly, magic rectangle is implemented [14]
for providing more security, since the value of the
column sum and row sum will be different and the two
value are difficult to obtain without the magic pattern.
The construction of magic square and magic rectangle
will consume more time than encryption and decryption
process. If the pattern of the magic structure is found
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then security is no longer valid. To ensure higher order
security among data prefixing to be done.

In prefixing, Shuffling process is done for improving the
complexity of data that is needed to be transmitted.
Images can be encrypted by shuffling the pixels and
adding public key to the colored image [12]. Fisher-
Yates shuffle algorithm is most commonly used
algorithm for shuffling .since it provides unique
randomness for every shuffle. It is quite efficient; indeed,
its asymptotic time and space complexity are optimal.
Combined with a high-quality unbiased random number
source, it is also guaranteed to produce unbiased results.
The advantage of Fisher Yates shuffle algorithm is
higher speed and precision in estimating the randomness
of the data.

II. METHODS AND MATERIAL
To strengthen the security of the data newly modified
magic rectangle is created such that each value of sum of

column is equal and the each row values are equal. The
filling order is based on the table 1.1
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Table 1.1 Order of magic formation

MaXstart | +2 | +4 | -6 -16 | +16

+8 -10 | -12 | +14 +24 | -24

-14 +12 | 410 | -8 -30 | +30

+6 -4 | -2 | MingtarT | +22 | -22
4

Based on the Maxstart value and the Minstart value the
magic table is formed. The Max value is decremented
and the Min value is incremented according to the value
present in the filling order table.

The max value is determined by the column sum value.
The column sum value is calculated by diving the initial
value by four (1)

Column g, = Initial value

Similarly Row sum is calculated using the formula (2)

Row om - [Column Sumfz] +[C01umn Sum]

[2]

The Min 4« Vvalue is consider as the 4 since the basic
filling order is taken in 4x6 size thus the number of row
is taken as the Min g, Vvalue.

Based on the column g, value the Maxy,; Vvalue is
calculated using the formula (3)

MaxX start = [Columnswm /2 ]- Minggaet
[3]

On using the formula (1) (2) (3) the newly modified
magic rectangle is created for the given initial value. The
order of the matrix is taken in smaller size to reduce the
computational time of the process.

Fisher Yates shuffle algorithm is used for random
shuffling which is the basic method for generating the
random number 1 through N. To shuffle the n elements
of arrays the end value is consisdered as (n-1).

Comparing with other shuffling algorithm timing and
complexity is optimized and it produce the high quality

unbiased result when it combines with the unbiased
code. In this fisher Yates shuffle algorithm third order
iteration is implementing to achieve high level of
complexity for data.

In the proposed work this newly modified magic
rectangle and the iterative fisher Yates shuffle algorithm
is implemented in the data before transmitting the data
to the channel. Block diagram is shown in the fig 1.1
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Figure 1.1: System Block Diagram

In the transmitter section numerical value of the data to
be transmitted is taken , newly modified magic rectangle
is formed based the the given initial value system
calculate the col 4, value which used for obtaining
rows,, value and max min value . Depending on the
position of the filling order the maXy,: value is
decremented by 2 and min g, value is incremented.

This NMMR value and the numerical value of the text is
combined together by the addition operation, and it is
followed by the iterative fisher Yates shuffle algorithm.
This shuffle the position of the element in the matrix
randomly based on the algorithm. Third order shuffling
is given to the matrix to increase the complexity.
Obtained cipher text is transfer in the public channel.

In receiver section, the transmitted data, which is in
form of cipher text, is received from the public channel.
This cipher text is processed with the iterative fisher
Yates shuffle algorithm is used to recover the original
position of the matrix. From the recovered matrix, the
numerical value of the plain text and value of NMMR
value is separated.
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This data is secure because even if the pattern of the
magic rectangle is obtain the data cannot be retrieved
since the intruder has to know the shuffling order of the
matrix. Since the algorithm used here is iterative Fisher
Yates shuffle algorithm the randomness of the shuffle is
hard to discover.

Simulation result is discussed using the Matlab tool. The
plaintext is simulated to get numerical value in fig 1.2
ASCII value representing the corresponding data is
taken as the numerical value of the plain text .

115.375 127 8 5.375 -4.625 20
109 1.375 -0.625 18 28 -12.625
109.357 16 14 3.375 -18.625 34
122 7.35 9.375 4 26 -10.625

Table 1.3 NMMR with text value

In the above table 1.3 the text value is added in column
wise of the magic rectangle. The position of the value is
unchanged. The iterative fisher Yates shuffling is done
to the table 1.3 to obtain the cipher text. The steps of the
iterative fisher algorithm is shown in the following
tables.

Command Window 8 20| -4.625| 115.375 127 5.375
Enter the Text -
happy 0.625 | -12.625 28 109 1.375 18
Plain Text 14 34 | -18.625 | 109.375 16 3.375
104 g7 112 112 121 9.375| -10.625 26 122 7.375 4
Figure 1.2: numerical value of plain text Table 1.4 First iteration
127 5.375 | 115.375 8 20 | -4625
- . . 1.375 18 109 | -0.625 | -12.625 28
Newly modified magic rectangle is formed based on the
initial val . | : based 16 | 3.375| 109.375 14 34 | -18.625
initia v_a_u_e given col sum , row sum values a_\re ase 2375 2 122 9375 | 10625 26
on the initial value. The formation of NNMR is shown . .
oL Table 1.5 second iteration
in fig 1.3.
8 | 115.375 20| -4625 127 5.375
i -625 109 | -12.625 28 1.375 18
e 14 | 109.375 34| -18.625 16| 3375
Ma x -Ma{l, 1 x : : :
9.375 122 | -10.625 26 7.375 4
I Mafl, 1} <4x6 double: : : :
1 5 3 . < . Table 1.6 Third iteration
1 6 8 53750 -46250 20
2 12 13750 -0.6250 18 28 -126250 The basic shuffle done in the iteration is described in
3 26250 16 14 33750 -186250 34 detail using the tables. For illustration first iteration is
4 10 73750 93750 4 26 -10.6250 taken.
5
Figure 1.3 : NNMR formation 115.375| 127| 5.375 8 20| -4.625
109 | 1.375 18| -0.625| -12.625 28
The value of the colsum and the rowsum will be equal it | 109.375 16 | 3.375 14 34 | -18.625
is described through the table 1.1 122 7.375 4] 9375 -10.625 26
11.375 6 8 5.375 -4.625 20 46.125 5.375 127 | 115.375 8 20 -4.625
12 1.375 | -0.625 18 28 | -12.625 46.125 18 1.375 109 -0.625 -12.625 28
-2.625 16 14 | 3.375 | -18.625 34| 46.125 3.375 16 | 109.375 14 34 | -18.625
10 7.375 9.375 4 26 | -10.625 46.125 4| 7.375 122 9.375 -10.625 26
30.75 30.75 30.75 30.75 30.75 30.75 127 | 5.375| 115.375 8 20 4,625
Table 1.2 1375 18 109 | -0.625| -12.625 28
Numerical value and the plain text values are combined 16 | 3.375 | 109.375 14 34 | -18.625
7.375 4 122 9.375 | -10.625 26

together and form the single value this new value is
placed the same position of the magic rectangle this is
shown in table 1.3.
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8 20 -4.625| 115.375 127 | 5.375

-0.625 | -12.625 28 109 1.375 18
14 34 | -18.625| 109.375 16 | 3.375
9.375 | -10.625 26 122 7.375 4

8 20 5.375 115.375 127 -4.625
0.625 | -12.625 18 109 | 1.375 28
14 34 3.375 109.375 16 -18.625
9.375 | -10.625 4 122 | 7.375 26
8 127 5.375 | 115.375 20| -4.625
-0.625 | 1.375 18 109 -12.625 28
14 16 3.375 | 109.375 34 | -18.625
9.375 | 7.375 4 122 -10.625 26

The final matrix is obtained by shuffling all the rows in
the matrix using fisher Yates shuffle algorithm.

III. RESULT AND CONCLUSION

In this work, strong algorithm has been proposed for
data security by combining new modified magic
rectangle and iterative fisher Yates shuffle algorithm.
The repeatation of character in data is overcome through
NMMR and complexity of the data is increased by
introducing IFYS the shuffle algorithm along with
NMMR. The data is hard to retrieve without the
knowledge of magic pattern and shuffling order.
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