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ABSTRACT 

 

Intrusion Detection System (IDS) is well-defined as a Device or software application which monitors the system 

activities and finds if there is any malevolent activity that has occured. Unresolved growth and traditional use 

of internet raises anxieties about how to connect and protect the digital information securely. In today’s world 

hackers use different types of attacks for getting the valued information. Many of the intrusion detection 

techniques, methods and procedures help to perceive those several attacks. The main objective of this paper is 

to provide a complete study about the intrusion detection, sorts of intrusion detection methods, types of attacks, 

diverse tools and practices, research needs, challenges and finally change the IDS Tool for Research Purpose 

That tool are capable of perceiving and prevent the attack from the intruder. 
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I. INTRODUCTION 

 

Cyber security for networks is in its early stages while 

attackers on networks are becoming increasingly 

refined. The necessary extensive use of wireless 

networks offers more vulnerability. One question 

always strikes our mind is that is our network secure 

enough? How do we know that the hacker or 

trespasser isn’t trying to attack our system at the 

current moment? How do we know whether it is a 

official or unofficial access? 

 

That’s where the Intruder Detection System emanates 

into light. They can detect and halt the hackers before 

they essentially attack our network. 

  

 

 

II. LITERATURE SURVEY 

 

Several researchers have been introduced in the same 

field of research as the ITCS system. Some of them are 

as follows. 

 

The authors in [1] they used Recent Botnets such as 

the Conficker, and Torpig have used DNS based 

“domain fluxing” for command-and-control, where 

each Bot enquiries for reality of a series of field names 

and the possessor has to record only one such domain 

name. In this paper, established a procedure to detect 

such “domain fluctuations” in DNS traffic by 

observing for patterns intrinsic to domain names that 

are produced algorithmically, in difference to those 

produced by humans. 
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In [2] Denial-of-Service (DoS) attacks pose important 

danger to the Internet today specifically if they are 

circulated, i.e., launched instantaneously at a large 

amount of systems. Reactive procedures that try to 

notice such an attack and control down malevolent 

traffic. 

  

III. EXISTING SYSTEM 

 

The network attack comes from outside,usually across 

the internet. Some organizations depend on the 

firewalls for the detection and prevention of attacks 

on their systems and the firewall vendors will build 

some of the features of IDS and IPS in their firewalls 

 

IV. PROPOSED SYSTEM 

 

In this proposed system we are going to implement an 

Intrusion Detection System(IDS) along with Intrusion 

Prevention System(IPS) which can detect wider range 

of harmful or malevolent activities. IDS has to be 

combined with some precautionary measures to make 

our system effective hence it will be a IDS/IPS. 

 

Approaches: 

 

1) Host Based Intrusion Detection System 

2) Network Based Intrusion Detection System 

 

1) Host Based Intrusion Detection System: 

 

It is the system in which IDS software is installed on a 

single host computer and data from that particular 

system is used to detect the intrusions on the system. 

In HIDS since it guards the server right at the source 

itself, it can protect the system as well. The host based 

system checks the log files to find the attack 

signatures. The ports will also be supervised and it 

will trigger an alert if the ports are being accessed. 

 

 

 

 

2) Network Based Intrusion Detection System 

 

NIDS will monitor the network traffic and also 

monitor the host computers one or two in number to 

detect the intrusion. NIDS examines the data packets 

sent through the network and it uses a 

“indiscriminative” network device which reads all the 

packets sent rather than the packets which are 

addressed to it. It checks the packet headers which 

are not checked in the HIDS. It also detects the 

DOS(Denial of Service )attack. 

 

V. METHODS AND MATERIAL 

 

It has different methods for detecting intrusions. 

 

a) Pattern Matching 

 

It detects the attacks using “signatures” or by some 

actions they perform. So it is also called as signature 

based IDS. It checks for the performance or traffic 

that matches the pattern of known attack. So in that 

case the signature catalogue must be kept up to date. 

The problem with pattern matching is that no new 

attacks can be monitored incase the software has 

deficiencies of efficient signature database. 

 

b) Statistical Anomaly 

 

Anomaly-based detection searches for 

unconventionalities from normal traditional patterns. 

This requires first creating a baseline profile to 

regulate what the model is, then monitoring for 

activities that are external of those normal restrictions. 

This allows you to clasp new disturbances or attacks 

that up till now don’t have a known signature. 

 

Anomaly detection is equivalent to a police officer 

who knows what is "normal" for that area. When he 

sees somewhat that's out of the usual, it produces 

sensible doubt that illegal activity might be going on, 

however he may not know accurately what 

wrongdoing is being devoted or who is accountable. 

http://www.ijsrset.com/
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VI. DISCUSSION 

 

Front end firewall is the primary defence and it will 

have its own IDS/IPS but it can spot only a restricted 

amount of attacks. A network based IDS is sited 

amongst an edge firewall and backend firewall. The 

benefit of placing the IDS in that position is that it 

gives an additional layer of safety for the DMZ which 

is the utmost weak part since it has public servers, 

such as DNS, web servers, front end mail servers. 

Placing the IDS on the front of the firewall would 

create load on the IDS as it would answer to 

numerous scans and reviews and attack attempts. 

Hence the administrators might also start ignoring the 

alerts generated by the IDS. 

 

The detection of interruption is the initial stage in 

making the organization protected . The actual 

significance is what happens when the intrusions are 

detected. 

 

Challenges in implementing IDS are: 

 

1) IPS Sensor 

 

The IPS sensor is not able to check traffic on 

applications when traffic is programmed either with 

IPsec or the Secure Socket Layer(SSL). IPS can be 

burdened by traffic if not precisely sized. 

 

2) Sometimes alerting you to false issues 

 

One problem with IDS is they aware you to false 

warnings. In many cases false positives are more 

common than genuine threats. An IDS can be altered 

to decrease the number of false alerts, though we will 

have to spend time in responding them 

 

3) Guaranteeing an effective distribution 

4) To accomplish high volume of warnings 

5) Considering and inspecting the alerts 

6) Perception of how to retort to threats 

  

VII. CONCLUSION 

 

Intrusion detection is very important to the network 

systemas a burglar alarm is to the buildings or houses 

or where the valuables information or things are kept. 

A good IDS along IPS will function really well and 

make our system more effective, rather than just 

letting you know about the threats it will do 

something or take some actions against the threats. 

IDS can be NIDS or HIDS or it can be a combination 

of both and can be implemented by installing it on 

your computer. If the organization doesn’t have IDS 

placed on the system you should consider it by adding 

it to security model or infrastructure. 
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