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ABSTRACT 

 

A blockchain is originally a growing list of records, called blocks that are linked by cryptography. Each block 

contains a cryptographic hash of the previous block, a timestamp, and transaction data. By design, a blockchain 

is resistant to data modification. In this, we propose a system to track the funds allocated to the government as 

they travel through the government process at each stage. This system uses blockchain technology to maintain 

transparency and security at every stage as funds progress. This system allows to keep a clear record with all the 

users that are connected in the chain to carry out data transactions as necessary. The system uses encryption to 

secure transactional data using hashes to maintain a block of transactions in a way that is maintained and 

verified by each node involved to verify the transaction and save the data transparently within the government. 

Keywords :  Blockchain, Security, Transparency, Encryption, Government Funds, Cryptography. 

 

I. INTRODUCTION 

 

The world came to know about the Block-chain 

concept twelve years back when Satoshi Nakamoto 

conceptualized it in 2008; but it got developed a year 

later, using Bit-coin, a crypto-currency and digital 

payment system. The concept was later discovering to 

distributed ledger that leverages the block-chain to 

verify and store transactions without crypto-

currency. The term block-chain is broadly used these 

days to represent a new disruptive technology poised 

to be the next big thing across industries from 

healthcare to finance to retail. According to Gartner, 

their client analysis on block-chain and related topics 

has quadrupled since August 2015.  

 

A block-chain is a public ledger residing of ordered 

and time-stamped records of transactions arranged in 

data blocks which will use cryptographic validation to 

link themselves together. Block-chain is a path of 

recording data and transactions digitally. Each record 

is a block connected chronologically together into a 

chain. A block of one or more new transactions is 

composed into the transaction data part of a block. 

According to the approach of cryptography, digital 

signature generates a set of data information 

representing the identity and data integrity of the 

signer, usually appended to the data file. 

 

Blockchain is touted for its potential to improve the 

trust and transparency of data- based transactions 

between individuals and organizations. The 

technology offers promise when strategically applied 

in the right contexts. But what are the conditions 

under which blockchain makes sense and how might 

the technology be useful when applied in 

government? Traditionally, organizations operating 

their own, individual IT systems seeking to 

collaborate must reckon with challenges including 

reconciliation of information, identifying a single 

source of truth, and facilitating accountability.  
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Blockchain technology addresses these challenges by 

providing a technical foundation that supports the 

execution of shared business processes in a way that 

no single entity controls the entire system. 

Government has an inherent need to build, sustain, 

and protect public trust in information and systems. 

In some situations, blockchain may help enhance this 

trust. Traditional relational database management 

solutions (e.g. Oracle and SQL), deployed globally 

across millions of applications, have one major 

operational constraint – the management of data is 

performed by a few entities who must be trusted. 

Distributed Ledger Technologies (DLT, commonly 

referred to as blockchain), an alternative architectural 

approach to managing data, and removes the need for 

a trusted authority to store and share a perpetually 

growing set of data. A foundational characteristic of a 

blockchain is trust. [Ref. 1] 

 

II. PROJECT IMPLEMENTATION 

 

Overview of Project Modules: 

 

User upload the detailed information in word 

file .That file will encrypt with Advanced Encryption 

Standard algorithm that takes plain text and private 

key and encrypt data. Encrypted data will store on 

node. Also hash value of uploaded file will store. 

Authority will see the file after login and send request 

to get the file .Key Manager will send the key on 

Authority mail. Then authority will enter the key and 

will get the decrypted file from node. Before getting 

the file, data auditing will perform by checking hash 

value of already stored data on node. Similar process 

will be followed by each and every module (i.e. User, 

Authority, and Government) included in this process. 

Key Manager is used here to provide the encrypted 

and decrypted key.  Here they will also delete his file 

from node and also get file from node. Data will store 

on different node through block chain concept. 

[Ref.2,3,6,10,] 

 

User  

• User registers to the system 

• User login to the system  

• User can view profile 

• User will upload file 

• User can view details 

• User can access the data 

• Lastly, logout from the system. 

 

Authority  

 

• Authority registers to the system 

• Authority login to the system  

• Authority can view profile 

• Authority will upload file 

• Authority can view details 

• Authority can view the data 

• Lastly, logout from the system. 

 

Government  

 

• Government registers to the system 

• Government login to the system  

• Government can view profile 

• Government can view details 

• Government can view the data 

• Lastly, logout from the system. 
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III. LITERATURE SURVEY 

TABLE I. LITERATURE SURVEY TABLE 

Sr.  

No.  

Paper Name Author Journal Description 

1.  “Logistics and Supply 

Chain Management: 

Exploring the 

Mindful Use of a 

New Technology 

 

Tino T. Herden 

 

IEEE on 

2018 

 

advancement of the theory of 

mindfulness to assess the use of block-

chain technologies in the context of 

logistics and supply chain management. 

Several implications, both on the 

theoretical and on the managerial 

levels, can be deduced from the case 

study discussion 

2.  Blockchain for 

Supply Chain 

Management: 

Architectural 

Elements and 

Challenges Towards a 

Global Scale 

Deployment 

Varvarigou 

 

IEEE on 

2017 

 

blockchain fit in the supply chain 

industry. It defines the specific 

elements of blockchain that affect the 

supply chain such as scalability, 

performance, consensus mechanism, 

privacy considerations, location proof 

and cost 

3.  An Overview of 

Blockchain 

Technology: 

Architecture, 

Consensus, and 

Future Trends  

 

Zibin zheng, 

hong-ning dai 

 

2017 

 IEEE 

6th  

Internat

ional  

Congres

s 

on Big 

Data  

Gives an overview of blockchain 

technologies including blockchain 

architecture and key characteristics of 

blockchain. This paper then discusses 

the typical consensus algorithms used 

in blockchain. 
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4.  Blockchain and Its 

Applications – A 

Detailed Survey  

 

Supriya Thakur 

Aras, 

Vrushali 

Kulkarni  

 

Internat

ional 

Journal 

of 

Comput

er 

Applicat

ions 

(0975 – 

8887) 

Volume 

180 – 

No.3, 

Decemb

er 2017  

 

Different applications of blockchain- 

such as fund transfer, digital contract, 

education and medical industry. 

Limitations in block chain technology 

and the ethics of crypto currency. 

 

IV. Hardware Interfaces 

  

Processor              - Dual core/Intel i3 

 Speed                    - 1.8 GHz 

 RAM                     - 2 GB (Min) 

 Hard Disk              - 100 GB 

 Key Board             - Standard Windows Keyboard 

 Mouse                    - Two or Three Button Mouse 

 Monitor /LCD        - SVGA/LED 

 

 

V. Software Interfaces 

Operating System       - Windows 

 Application Server     - Apache Tomcat 7                                        

 Front End                   - HTML, JSP, CSS 

 Scripts                        - JavaScript. 

 Database                     - My SQL 5.0 

 IDE                             - Eclipse Oxygen 

 Coding Language       - Java 1.8 

 

 

 

 

 

 

VI. SYSTEM DESIGN 

 

A. System Architecture 

 
 

B. Mathematical Model 

         

Let us consider S as a system for Government Fund 

Tracking System. 

S= 

INPUT: 

Identify the inputs 

F= f1, f2, f3 ..... FN— F as set of functions to execute 

commands. 

http://www.ijsrset.com/
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I= i1, i2—I sets of inputs to the function set 

O= o1—O Set of outputs from the function sets, 

S= I, F, O 

I = Input given by the user. 

O = Output i.e. tracked location. 

F = Functions implemented to get the output 

Space Complexity:  

The space complexity depends on Presentation and 

visualization of discovered patterns. 

More the storage of data more is the space 

complexity. 

Time Complexity:  

Check No. of patterns available in the datasets= n 

If (n (1)) then retrieving of information can be time 

consuming.  

= Failures and Success conditions. 

 

Failures: 

 

• Huge database can lead to more time 

consumption to get the information. 

• Hardware failure. 

• Software failure. 

 

Success: 

 

• Search the required information from available 

in Datasets. 

 

A. Data Flow Diagram 

DFD 0 

 

  

DFD1 

 
 

DFD2 

 
DFD 3 

 
A. ER diagram: 

 
 

B. Usecase Diagram: 
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System identifies the customer as “Woman” 

In the above screen the system identifies the 

customer as “Woman” 

 

 

 

C. Deployment Diagram: 

 
 

D. Component Diagram: 

 
E. Activity Diagram 

 
F. Sequence diagram: 

 
 

VII. Algorithm Details: 

 

In this we are going to increase the security and time 

efficiency by using algorithms i.e. Block-chain 

Algorithm (Cryptography algorithm). 

 

The main purpose of using public-key cryptography 

for the blockchain is to create a secure digital 

reference about the identity of a user. Secure digital 

http://www.ijsrset.com/
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references about who is who, and who owns what, 

are the basis for P2P transactions. Public-key 

cryptography allows proving one’s identity with a set 

of cryptographic keys: a private key and a public key. 

 

VIII. Advanced Encryption Standard 

 

The more popular and widely adopted symmetric 

encryption algorithm likely to be encountered 

nowadays is the Advanced Encryption Standard (AES). 

It is found at least six times faster than triple DES. 

The features of AES are as follows – 

 

• Symmetric key symmetric block cipher 

• 128-bit data, 128/192/256-bit keys 

• Stronger and faster than Triple-DES 

• Provide full specification and design details 

• Software implementable in C and Java 

The schematic of AES structure is given in the 

following illustration − 

 
Encryption Process: Here, we restrict to description of 

a typical round of AES encryption. Each round 

comprises of four sub-processes. The first-round 

process is depicted below − 

 
 

Byte Substitution (Sub Bytes): The 16 input bytes are 

substituted by looking up a fixed table (S-box) given 

in design. The result is in a matrix of four rows and 

four columns. 

 

Shift rows: Each of the four rows of the matrix is 

shifted to the left. Any entries that ‘fall off’ are re-

inserted on the right side of row. [Ref. 2,3,6] 

 

IX. SHA-1(Secure Hash Algorithm): 

 

Secure Hashing Algorithms, also known as SHA, are a 

family of cryptographic functions designed to keep 

data secured. It works by transforming the data using 

a hash function: an algorithm that consists of bitwise 

operations, modular additions, and compression 

functions. The hash function then produces a fixed 

size string that looks nothing like the original. These 

algorithms are designed to be one-way functions, 

meaning that once they’re transformed into their 

respective hash values, it’s virtually impossible to 

transform them back into the original data. A 

common application of SHA is to encrypting 

passwords, as the server side only needs to keep track 

of specific user’s hash value, rather than the actual 

password. [Ref. 12,13] 

 

 

 

 

http://www.ijsrset.com/
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https://brilliant.org/wiki/compression-functions/?wiki_title=compression%20functions
https://brilliant.org/wiki/one-way-functions/?wiki_title=one-way%20functions


International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com 

 

© 2020 IJSRSET | Volume 5 | Issue 10 | Print ISSN: 2395-1990 | Online ISSN : 2394-4099 

 

 198 

X. RESULTS 

Outcomes: 

The application will be able to analyse the  data from 

various different internet sources and help in 

determining a pattern among the fraud or scam 

occurred in various regions thereby predicting future 

fraud regions and type of crime in these regions also it 

may help law enforcers to generate criminal profile as 

per the crime type and region. The system will speed-

up the fraud analysis process and digitizes it so that 

multiple organizations can benefit from this system at 

the same time. Such a system may help the law 

enforcers to reduce frauds by deploying resources 

effectively and preventing criminals from committing 

crimes thereby providing security to citizens 

 

 Screenshots: 

 

1. Home page: - 

 
 

2. Login form: - 

 
 

 

 

 

3. After Login Welcome Page: - 

 
4. View Profile: - 

 
5. Upload  Request: - 

 
6. File Select for Uploading: - 
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 7. Send Key Request: - 

 
8. Key Manager Login Form: - 

 
9. After Login: - 

 
10. Encryption Key Request: - 

 
 

 

 

 

11. Enter key which is sent on the email id: - 

 
12. Next page enter email id to which file will be sent 

and upload it. 

 
13. View files to download 

 
 

14. When click on download  
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15. Enter key to download file 

 
16. Click on download then file will be downloaded 

 
 

17. View Details: 

 
 

18. Next page show list of users 

 

 

 

XI. CONCLUION 

 

When considering building blockchain applications, 

we also have to consider the access and privacy 

challenges. Then, with other additional 

improvements, this blockchain model can provide 

transparency in all government transactions, without 

any discrepancy. Due to the decentralized ledger, all 

transactions can be verified and cannot be modified. 

The money that is released can be tracked, and 

anyone can find out how it is being used. Such a 

blockchain will surely reduce the prevalent 

corruption in this country and create a huge positive 

impact on its economic development. 
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