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ABSTRACT 

 

The main objective of this project is securely store and maintain the patient 

records in the health care. Headrest is a data-intensive domain where a large 

amount of data is created, disseminated, stored, and accessed daily. The block 

chain technology is used to protect the Headrest data hosted within the cloud. 

The block that contain the medical data and the time stamp. Cloud computing 

will connect different health care providers. It allows health care provider to 

access the patient details more securely from anywhere. It preserve data from 

attackers. The data is encrypted prior to outsourcing to the cloud. The health 

care provider have to decrypt the data prior to download. 
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I. INTRODUCTION 

 

Cloud computing offers an opportunity for 

individuals and companies to offload to powerful 

servers the burden of managing large amounts of data 

and performing computationally demanding 

operations. Due to the increasing popularity of cloud 

computing, more and more Data owners are 

motivated to outsource their data to cloud servers for 

great convenience and reduced cost in data 

management. Data owners offer services to a large 

number of businesses and companies, they stick to 

high security standards to improve data security by 

following a layered approach that includes data 

encryption, key management, strong access controls, 

and security intelligence. Headrest is a data-intensive 

domain where a large amount of data is 

created,disseminated, stored, and accessed daily. It is 

clear that technology can play a significant role in 

enhancing the quality of care for patients (e.g. 

leveraging data analytic to make informed medical 

decisions) and potentially reduce costs by more 

efficiently allocating resources in terms of personnel, 

equipment, etc. Generally, Electronic Medical 

Records (Em Rs) contain medical and clinical data 

related to a given patient and stored by the 

responsible Headrest provider. This facilitates the 

retrieval and analysis of Headrest data. To better 

support the management of Em Rs, early generations 

of Health Information Systems (HIS) are designed 

with the capability to create new EMR instances, 

store them, and query and retrieve stored Em Rs of 

interest.2 HIS can be relatively simple solutions, 

which can be schematically described as a graphical 

user interface or a web service. These are generally 

the front-end with a database15at the back-end, in a 

centralized or distributed, implementation. With 

patient mobility (both internally and externally to a 
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given country) being increasingly the norm in 

today’s society, it became evident that multiple 

stand-alone EMR solutions must be made 

interoperable to facilitate sharing of Headrest data 

among different providers, even across national 

borders, as needed. For example, in medical tourism 

hubs such as Singapore, the need for real-time 

Headrest data sharing between different providers 

and across nations becomes more pronounced.    

 

To facilitate data sharing or even patient data 

portability, there is a need for Em Rs  to formalize 

their data structure and the design of HIS. Electronic 

Health Records (E Hrs), for example, are designed to 

allow patient medical history to move with the 

patient or be made available to multiple Headrest 

providers (e.g. from a rural hospital to a hospital in 

the capital city of the country, before the patient 

seeks medical attention at another hospital in a 

different country).3 E Hrs have a richer data 

structure than Em Rs. There have also been 

initiatives to develop HIS and infrastructures that are 

able to scale and support future needs, as evidenced 

by the various national and international initiatives 

such as the  Fascicle Humanitarian Electron (FSE) 

project in Italy, the pesos project in Europe, and an 

ongoing project to standardize sharing of E Hrs. 

Recently, the pervasiveness of smart devices (e.g. 

Android and i OS devices and wearable devices) has 

also resulted in a paradigm shift within health 

industry. Such devices can be user-owned or 

installed by the Headrest provider to measure the 

well- being of the users (e.g.patients) and 

inform/facilitate medical treatment and monitoring 

of patients. For example, there is a wide range of 

mobile applications (apps) in health, fitness,weight-

loss, and other Headrest related categories.  These 

apps mainly function as a tracking tool, such as 

registering user exercises/workouts, keeping the 

count of consumed calories, and other statistics (e.g. 

number of steps-taken), and so on. 16There are also 

devices with embedded sensors for more advanced 

medical tasks, such as bracelets to measure heartbeat 

during workouts, or devices for self testing of glucose. 

The data (e.g. user’s vital signs) can be continuously 

gathered and sent in real- time to a smart device, 

before being sent to a remote Headrest cloud for 

further analysis. Another example is Ambient 

Assisted Living solutions for Headrest designed to 

realize innovative healthful and tele medicine 

services, in order to provide remote personal health 

monitoring. These developments have paved the way 

for Personal Health Records (PHR), where patients 

are more involved in their data collection, 

monitoring of their health conditions, etc, using their 

smart phones or wearable devices (e.g. smart shirts 

and smart socks). block chain was originally designed 

to record transaction data, which is relatively small 

in size and linear. In other words, one only concerns 

itself about whether the current transaction can be 

traced backwards to the original “deal”. 

 

II. MEHTHOD AND MATERIAL 

 

Problem Definition:  

1. The main objective of this project is securely 

store and maintain the patient records in the 

Headrest.  

2. Headrest is a data-intensive domain where a 

large amount of data is created, disseminated, 

stored, and accessed daily.  

3. The block chain technology is used to protect 

the Headrest data hosted within the cloud.  

4. The block that contain the medical data and the 

timestamp.  

5. It allows Headrest provider to access the patient 

details more securely from anywhere.  
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6. It preserve data from attackers. The data is 

encrypted prior to outsourcing to the cloud.  

7. The Headrest provider have to decrypt the data 

prior to download. 

III. EXISTING SYSTEM  

 

Existing system doesn’t maintain and process the data 

securely. It doesn’t provides the more accurate search 

result. Incorrect and misleading of data will produce 

the wrong analysis result. Low search Efficiency. The 

search delay of the scheme is proportional to the size 

of the database. It is not suitable for the large scale 

databases. 

 

DISADVANTAGES  

1. Low search Efficiency  

2. The search delay of the scheme is proportional 

to the size of the database.  

3. It is not suitable for the large scale databases.  

4. Doesn’t support verification upon file update.  

5. Data Integrity attacks.  

 

IV. RESULT AND DISCUSSION 

 

PROPOSED SYSTEM  

 

1. To overcome the security problems that are 

occurred in the existing system and effectively 

store the data over the cloud we introduce this 

system.  

2. The data user outsources the encrypted 

documents to the cloud.  

ADVANTAGES  

 

1. Efficient Search Result.  

2. Prevents data freshness attacks and data 

integrity attacks.  

3. It provides High Security.  

 

MODULES 

Registration  

It is a process of enrolling or being enrolled into the 

cloud. To utilize the cloud documents, every 

Headrest provider should enroll. During this process 

your basic information like email, contacts etc., are 

collected and stored in the Cloud. The cloud id for a 

particular user will get automatically generated 

during the registration. 

 

Cloud ID  

Every user should create a Cloud ID and use it to 

identify something with near certainty that the 

identifier does not duplicate one that has already 

been, or will be, created to identify something else. 

Information labelled with Cloud ID by independent 

parties can therefore be later combined into a single 

database, or transmitted on the same channel, 

without needing to resolve conflicts between  

Identifiers. 

 

Headrest Provider 

 

1. Load patient Records 

2. Key Generation 

3. Encrypt patient Records 

4. Block Creation 

5. Upload and Download Patient Records 

Data Selection and Loading 

 

In this process, the health provider choose patient 

Headrest records for uploading and maintaining the 

dataset in the cloud. 

 

Key Generation 
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The secret key is generated using cryptographic 

algorithm. This key is used for encrypting the dataset. 

 

Encrypt Patient Records 

The data is encrypted for secure maintenance. So 

that the unauthorized person cannot be able to access 

the data that are presented in the cloud. 

 

Block Creation 

 

1. Each block contain patient record and 

timestamp. 

2. A block chain, originally block is a growing list 

of records called blocks. 

Upload and Download Patient Records 

After creating the block, the Headrest provider will 

upload the records into the cloud. Suppose, if they 

want to retrieve an record from cloud, first the 

Headrest provider search the record. Based on the 

search it will show the results. After getting an 

approval and key from the cloud service provider the 

Headrest provider can download the data. 

 

Cloud Service Provider 

 

The cloud service provider maintain all the patient 

records and also they can provide a permission to the 

user to access the data. 

 

The Cloud Service Provider can view all the 

uploaded and downloaded documents in the Cloud. 

The CSP receives the document request from the 

Data User, verifies the authentication before granting 

permission. Then the CSP executes the query and 

returns the encrypted document according to the 

search token. And also returns an additional proof 

with the document, to verify the search result. 

Public Verification Key 

 

Public verification key is a security measure designed 

to make sure that your document outsourced in 

cloud doesn't get hacked.  By verifying public key, 

the Data Owner and the Data User adding another 

layer of protection to the documents or files in the 

cloud by confirming each other’s identities. 

                     

User Training 

To achieve the objectives and benefits expected 

from the proposed system it is essential for the 

people who will be involved to be confident of their 

role in the new system. As system becomes more 

complex, the need for education and training is 

more and more important. Education is 

complementary to training. It brings life to formal 

training by explaining the background to the 

resources for them. Education involves creating the 

right atmosphere and motivating user staff. 

Education information can make training more 

interesting and more understandable.  

Training on the Application Software 

After providing the necessary basic training on the 

computer awareness, the users will have to be 

trained on the new application software. This will 

give the underlying philosophy of the use of the 

new system such as the screen flow, screen design, 

type of help on the screen, type of errors while 

entering the data, the corresponding validation 

check at each entry and the ways to correct the data 

entered. This training may be different across 

different user groups and across different levels of 

hierarchy. 

 

Operational Documentation 
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Once the implementation plan is decided, it is 

essential that the user of the system is made familiar 

and comfortable with the environment. A 

documentation providing the whole operations of 

the system is being developed. Useful tips and 

guidance is given inside the application itself to the 

user. The system is developed user friendly so that 

the user can work the system from the tips given in 

the application itself.  

System Maintenance 

The maintenance phase of the software cycle is the 

time in which software performs useful work. After 

a system is successfully implemented, it should be 

maintained in a proper manner. System 

maintenance is an important aspect in the software 

development life cycle. The need for system 

maintenance is to make adaptable to the changes in 

the system environment. There may be social, 

technical and other environmental changes, which 

affect a system which is being implemented. 

Software product enhancements may involve 

providing new functional capabilities, improving 

user displays and mode of interaction, upgrading the 

performance characteristics of the system. So only 

thru proper system maintenance procedures, the 

system can be adapted to cope up with these 

changes. Software maintenance is of course, far 

more than “finding mistakes”.  

Corrective Maintenance 

The first maintenance activity occurs because it is 

unreasonable to assume that software testing will 

uncover all latent errors in a large software system. 

During the use of any large program,  errors  will  

occur  and  be  reported  to  the  developer.  The 

process that includes the diagnosis and correction of 

one or more errors is called Corrective 

Maintenance. 

Adaptive Maintenance 

The second activity that contributes to a definition 

of maintenance occurs because of the rapid change 

that is encountered in every aspect of computing. 

Therefore Adaptive maintenance termed as an 

activity that modifies software to properly interfere 

with a changing environment is both necessary and 

commonplace. 

Perceptive Maintenance 

The third activity that may be applied to a 

definition of maintenance occurs when a software 

package is successful. As the software is used, 

recommendations for new capabilities, 

modifications to existing functions, and general 

enhancement are received from users. To satisfy 

requests in this category, Perceptive maintenance is 

performed. This activity accounts for the majority of 

all efforts expended on software maintenance. 

Preventive Maintenance 

The fourth maintenance activity occurs when 

software is changed to improve future 

maintainability or reliability, or to provide a better 

basis for future enhancements. Often called 

preventive maintenance, this activity is 

characterized by reverse engineering and re-

engineering technique. 
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V. CONCLUSION 

 

It’s more securely maintain all the patient records 

and it will be easily accessible by any Headrest 

providers. 

 

By building block chain, it provides efficient search 

result verification, while preventing data freshness 

attacks and data integrity attacks in SSE. 

 

VI. FUTURE ENHANCEMENT 

 

Data Classification based on Security: A cloud 

computing data center can store data from various 

users. To provide the level of security based on the 

importance of data, classification of data can be done. 

This classification scheme should consider various 

aspects like access frequency, update frequency and 

access by various entities etc. based on the type of 

data. Once the data is classified and tagged, then 

level of security associated with this specific tagged 

data element can be applied. Level of security 

includes confidentiality, encryption, integrity and 

storage etc. that are selected based on the type of 

data. 
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