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ABSTRACT 

The mobile phone environment represents one of the important environments 

in encryption various multimedia (audio, image, and video) , and this depends 

on the type of algorithm used in the encryption process, as phones have limited 

memory and computational resources, Therefore the selection of the algorithm 

must be compatible with the mobile environment in terms of speed, safety and 

flexibility in addition to choosing an algorithm that The simplicity and safety of 

the image encryption process was investigated with lightweight and efficient 

computing. In this paper, Hybrid Cube Encryption (HiSec) was used. When 

implementing this algorithm in a smart phone environment, the results showed 

the ease of encrypting images and retrieving the original image, in addition to 

that it only requires small computational resources, and the algorithm was very 

effective in encrypting images on mobile phones. This suggested method has 

been implemented in the mobile environment with android OS. The proposed 

method has been programmed in JAVA, and the method has been tried on 

different types of mobile phones (such as Huawei Nova 2, Huawei Nova 7, 

HTC, NOT 8, Galaxy S 20, and HONOR). 

Keywords: encryption image, hybrid cubes encryption algorithm, security of 

mobile, Android OS, and decryption image. 

 

I. INTRODUCTION 

 

The rapid development of Internet technology in 

digital world has become a point of great concern at 

the present time, especially in the digital age, 

especially information security issues, in general or in 

particular, whether it is text, pictures, or video, and 

other issues related to data confidentiality and 

integrity [1]. In the current era, the Internet has 

become a means that makes it easier for a person to 

communicate data, so the need for security has 

become necessary to protect information, whether 

text or images, so encryption is one of the 

technologies used in the mobile environment [2]. 

Because of the increased importance of encryption, 

many methods have been found in expanding the 

security circle, and these methods do not require 

difficult methods, only following simple 

mathematical methods. In an environment that is still 

limited, the proposed method aimed at obtaining an 
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encrypted image in a simple way that relied on Hi sec 

algorithm in a safe, high-speed and efficient way [3].  

Due to the development in the digital world of 

internet speed, protection and security of digital 

images in mobile devices has become more important 

through the mobile. In recent times, as a result of the 

tremendous development in the digital world, the 

security of digital images has become more and more 

attractive in terms of attention, and image encryption 

technologies have come to convert one image to 

another. So that it is difficult to understand. On the 

other hand, following the reverse decoding method to 

retrieve the original image from encoded the image 

[4]. In the paper, the second part, the basic 

requirements for the security of mobile devices will 

be discussed, and the third part, an overview of the 

Hybrid Cube Encryption, (HiSea) algorithm used in 

image encryption. The general structure of the 

proposed approach will be in Part 4 and the general 

algorithm for the proposed approach will be in Part 

Five, implementation of the proposed system will be 

in Part 6, and the conclusions and future actions will 

be explained in Part 7. 

II. The basic requirements for the security of mobile 

Mobile applications are important applications as 

these applications are designed according to a 

program that is designed to be compatible with the 

Android environment. The most common 

applications are both iOS and Android [5], illustrated 

in Figure 1, which represents a bar chart between the 

different mobile apps for major application as of June 

2016. 

 

 

 

 

 

 

 

 

 

Figure 1. Ready Applications in various stores [6]. 

Applications used in Operating systems: 

In this section, the mobile operating systems are 

described, which are both Android and IOS 

A. Android operating systems  

The Android operating system is considered one of 

the systems that depend on the Java language in 

writing the code in addition to it is an open source 

application and it was issued by Google by licensing 

Apache and the basic kernel is Linux, and the 

Android operating system can consist of five basic 

components Which is illustrated in Figure 2: a block 

diagram of the android OS [6-8]. 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.  A block diagram of the android OS [8] 

 

B. IOS 

IOS is Objective-C written in Swift Xcode and issued 

by Apple. The operating system is a UNIX kernel. 

Apple products (iPhone and Apple) were used as the 

first release in June 2007 mainly [6] [9]. 

 

III. Overview of the HiSea 

 

Hybrid Cubes Encryption Algorithm is considered as 

symmetric type because the encryption key and 

encrypted text are based on integers. The Hi Sea 

encryption algorithm was developed in 2011 by 

Sapiee  Jame[10]-[11]. By combining and permeating 

integers this algorithm was created and to create an 

improved encryption method, the features of the 

public key are combined with the symmetric 
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algorithm component [12]. Although the encryption 

has been improved because there are disadvantages of 

Hybrid cipher algorithm, is a key transfer problem, as 

there must be a safe path in the process of transferring 

the key, and this algorithm has proven to be resistant 

to attacks, and this algorithm was considered useful. 

It is a safe option, and the public and private keys are 

kept secure despite the length of the resulting 

encrypted text. 

 

Figure 3 illustrates the general design of HiSea where 

the plain text, the keys and the encrypted text in the 

encoding process are formatted in a 4-matrix 

arrangement. The following steps are used by the 

encryption algorithm : 

 

1) step1: Plaintext can be encoded based on four 

arrays of Plaintext as P1-P4 where it is in the plain 

text format from 64 characters to 64 ASCII characters 

and output is used for p2 encryption process where it 

is used as an intermediate result (P1´) for P1 and 

continues in this way down to for P4. The process is 

performed to increase the complexity of the cipher 

text to ensure that any change made in P1 will be 

reflected in another cipher text , which is the main 

reason for incorporating this method. 

 

2) step2: The temporary coded text named P1´ is 

generated by mixing P1 with the primary matrix (IM) 

down to p4. Then, P1´ is added with the session key 

(K1). To create diffusion in Ciphertext 1 (C1) the 

MixRow and MixCol functions are then used. Plain 

text with session key 2 (K2). 

 

3) Step 2 is repeated with P3 and P4 to create 

ciphertext 3 (C3) and ciphertext 4 (C4). 

 

 

 

 

 

Figure 3. Hybrid Cubes Encryption Algorithm [11]. 

HiSea is considered secure as it is difficult for 

attackers or takes a long time due to the length of its 

key in addition to mathematically [12], [13]. 

 

IV. General Structure of Proposed Approach 

 

In this part, the approach or method used to use the 

Hisea algorithm in order to encode and retrieve 

images in the environment of Android operating 

systems, which is mobile phones, which is 

considered this method is to improve the security of 

information in mobile phones in order to encrypt 

the images. The figure (6) shows the main of the 

proposed method according to algorithm. In addition, 

it appears that the proposed method for coding is 

based on Hi sea algorithm using a scheme shown in 

Figure (4). The proposed decoding method based on 

Hi sea algorithm is illustrated using a scheme shown 

in Figure (5). 
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Figure (4). Scheme coding system suggested approach 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (5) Scheme decoding system suggested 

approach 

The algorithm used for the proposed method: 
This section describes the proposed method based on 

Hisea proposed algorithm as it is shown in Figure 6. 

 

 

 

 

 

 

 

 

 

 

Figure (6). Suggested method algorithm 

 

 

 

 

V. The executive side of the proposed method 

 

The proposed method will be implemented according 

to the steps described in the algorithm (6), where 

upon implementation the application used to encrypt 

images in the mobile environment, depending on the 

Hisea algorithm, the main interface was composed of 

two parts (Hi sea encryption & Hi sea decryption), as 

shown in (7). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (7) The main interface for encryption images 

 

Step1: Click on Hi sea algorithm to encryption image 

as shown in Figure (8). 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (8) Hi sea encryption for operation encryption 
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Figure (9) Download the original image. 

 

Step3: the image is encryption using Hi sec algorithm, 

the result is the image encrypted as Illustrated in 

Figure (10). 

 

 
Figure (10) image of encryption. 

 

Step 4: The recipient of the encrypted image applies 

the process in a reverse manner, which is decryption, 

depending on the same application used to decryption 

the image and retrieve the original image as 

illustrated in Figure (11). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (11) Download the image Encryption 

 

Step 5 : Choose Hi secure decrypt, to decrypt the 

image, the decryption result is the original image, as 

illustrated in Figure (12). 

 
Figure (12) Decryption of the image. 

 

Step 6 : End. 
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VI. CONCLUSION 

 

In this paper, a new method for encrypting images 

was used, which is the Hi sea algorithm for image 

security and image encryption. The proposed work 

was carried out in mobile phones that depend on the 

environment of the android operating system, 

although the algorithm was subjected to several 

attacks by brute force, but due to the length of the 

key it is difficult to predict The key was either faster 

and provided stronger security than other traditional 

systems. This method provided a reliable picture at 

the recipient's end regarding decryption operations, 

the proposed method was compatible with all 

Android environments, meaning different types of 

mobile phones, and the implementation process was 

fast and safe depending on the Hisea algorithm. 

Which differs from the encryption methods used in 

the traditional encryption methods that do not 

depend on the Android environment In the future is 

the implementation of Hisea algorithm and NTRU 

encoding algorithm in our proposed model. This 

paper represents a brief description and a brief 

description of Hisea algorithm to improve the coding 

systems used in operating systems, especially the 

Android environment. 
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