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ABSTRACT 

 

Data is one of the most relevant and important term from the ancient Greek age to 

modern science and business. The amount of data and use of data transformation 

for organizational work is increasing. So, for the sake of security and to avoid data 

loss and unauthorized access of data we have designed an image Steganographic 

algorithm implementing both Cryptography and Steganography. This algorithm 

imposed a cipher text within a cover image to conceal the existence  of the cipher  

text and  the  stego-image is transferred from sender to intended receiver by 

invoking a distributed connection among them to achieve the data authenticity. 

Keywords : Cryptography, Steganography, RSA, RMI Architecture, Distributed 

connection, JPEG image 

 

I. INTRODUCTION 

 

As a part of information security “Steganography” is a 

wellknown concept, litera lly which signifies the 

meaning “covered writing”. Steganography imposes 

the secret informa t ion within acover object termed as 

stego-medium to escape detection and to retain the 

original information with minimum distortion. This 

stego- medium appears like a non-secret file in the 

network and manages to avoid drawing the attention 

towards itself as a content of security. Secret-

information + cover-medium = stegomedium (1) 

Steganography had been widely used for secure 

communication [3]. The schemes used at this age are 

the physical process of Steganography. In modern 

digital steganography information is first encrypted. 

Then using an embedding algorithm in the transport 

layer encrypted information is embedded with the 

cover medium and transmitted over the network [10]. 

Both cryptography and steganography provide data 

confidentiality and authenticity. In contrast to 

cryptography which focuses on keeping the message 

secret while the existence of secret message may tempt 

the attacker whereas Steganography hides a message as 

well as the very existence of secret information [5]. 

Cryptography ensures privacy of message and 

structure of the message alter whereas steganography 

ensures the secrecy of message and the structure of 

message does not alter [7]. 

Steganography may use in conjunction with 

cryptography by concealing the existence of the 

ciphered text so that the information is more secure [4]. 

Media formats .JPEG, .BMP, .GIF, 
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.MP3, .text etc. are suitable as cover medium because 

of their high degree of redundancy and availability and 

popularity over internet [6]. Depending on what type 

of cover-medium used, steganography is classified as 

audio steganography uses .WAV, .MP3 media formats, 

video steganography uses .MPEG, .AVI, image 

steganography uses .JPEG, .BMP, .GIF media formats. 

Audio steganography utilize the Psycho acoustical 

property of human auditory system (i.e. the presence 

of low-pitched sound is undetected in presence of a 

louder sound) and inserting data into digitalized audio-

signals. LSB coding, phase coding, spread spectrum are 

some popular method of audio steganography. Video 

Steganography embedded the message within the 

video files. Due to its large size video Steganography is 

eligible to hide large amount of data. Image 

steganography technique utilize the weakness of 

human visual system [8] and embedded the 

information with a minor modification in image pixels. 

LSB coding, masking and filtering etc. are the image 

steganography method. 

  

II. METHODS 

 

Among various methods of Cryptography and 

Steganography we have used RSA algorithm and Image 

Steganography method. 

 

Rivest et al. invented RSA [1] algorithm and it is 

widely used public key cryptography algorithm having 

two algebraic structures: a public key R = Zn 

+ X and a private group G = Z(∅(n))*X. In RSA 

algorithm two prime numbers (p and q) are taken 

initially and their products are used to generate the 

public key and private key. Public key consists of a 

value n and e, called modulus and public exponent 

respectively. Private key termed as d is called private 

exponent. The public key and private key generation 

of RSA algorithm is as follows: 

Step 1: Choose two large, random prime number p and 

q, such that p ≠ q. 

Step 2: Compute modulus n as n = p×q. 

Step 3: Compute the Euler’s totient for n as Ø(n) = (p-

1)×(q-1). 

Step 4: Select the public exponent e, where 1 < e < Ø(n) 

and e is a co-prime of Ø(n). 

Step 5: Calculate the private exponent d as d = 

e1modØ(n). 

 

The encryption operation in RSA for message P is done 

by the exponentiation to the eth power modulo 

N: C = Pe modn (2) 

Decryption of ciphered text C is the exponentiat ion to 

the dth power modulo n: 

P = Cd modn (3) Explanation with example: 

1. Choose two prime numbers, p = 61 and q=53 

2. Compute Modulus n= pq, where n = 61*53 = 3233 

3. Compute Euler’s totient Ø(n) = (p-1)×(q-1), Ø(n) = 

3120 

4. Choose e co-prime to Ø(n) where 1< e < Ø(n), e = 17 

5. Compute d = e-1modØ(n), d = 17- 1mod(3120) = 

2753 

Let the message to encrypt P = 123, we calculate C 

= 12317 mod(3233) = 855 and to decrypt C = 855, we 

calculate P = 8552753mod(3233) = 123 

  

III. PROPOSED ALGORITHM 

 

This section presents a step-by-step solutio n to the 

problem described above. The encryption algorithm at 

the Sender’s end and decryption algorithm at the 

Receiver’s end are detailed below. 

 

Encryption Algorithm (Sender’s end): Step 1: Select the 

text file where the origina l message has been written. 

Step 2: Encrypt the content of the text file using the 

RSA algorithm with the public key of the receiver. 

Step 3: Select an appropriate cover image (.jpeg format). 

Step 4: Read the header and footer of the selected 

image in an array buffer. 

Step 5: Add the encrypted data at the end of image 

footer. 

Step 6: Sender and receiver are connected to the 

network. 
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Step 7: Sender provides the receiver’s IP address and 

then send the Stego-image if the IP address is valid. 

Decryption Algorithm (Receiver’s end): 

Step 1: Receive the Stego-image. 

Step 2: Extract the encrypted message from the end of 

the stegoimage by reading the image footer. 

Step 3: Generate the private key and decrypt the 

extracted message and then create a text file. 

Step 4: Save the text file at the desired location 

 

IV. CONCLUSION 

 

At this age of civilization exchanging data for 

communication through the network is an integral 

part of every organization and every sector of society. 

Our proposed algorithm is to secure this 

communication with a secure communication system 

by creating a distributed connection. This algorithm 

imposed an encrypted text which has been encrypted 

by using the RSA algorithm within a JPEG image and 

then the image file is send over the network i.e. we 

combining the concept of Cryptography and 

Steganography to make an illusion to the hacker that 

the sender sends an unsuspicious media file to the 

receiver. As an image file appear in the network as an 

innocent media file so it does not attract the hacker as 

a content of security. In this algorithm Cryptography 

makes the data secure as a cipher text and 

Steganography makes this cipher text disguise so that 

no one other than the intended receiver can know the 

existence of the cipher text within the image file. Here 

we have embedded the encrypted text at the footer of 

the chosen JPEG image file. In future our work will be 

focused on to embed the text within the image pixel 

and we will work to eradicate the problem of lossy 

compression related to the JPEG image and extend our 

work on other image formats like .BMP, GIF etc. 
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