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ABSTRACT

This paper provides a comprehensive overview of the security and privacy
Article Info issues faced by organizations using cloud computing. It defines cloud
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computing and discusses the different types of services and deployment
models. The paper presents suggested solutions that can help organizations
address operational, technical, and legal issues related to cloud computing
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while meeting the needs of users. Cloud computing providers must protect the
sensitive data of their customers to provide reliable services, and the paper
proposes various solutions to address these concerns. However, the authors
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caution that these solutions are not a complete picture of how fast
technological innovation can occur. The paper emphasizes the importance of
encryption in protecting the confidentiality and integrity of data and
highlights the use of SSL encryption methods to secure web services that use
the HTTPS protocol.
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I. INTRODUCTION virtualized. It allows a computer system to be

adaptable and can run on different types of hardware.

The rise of cloud computing has made it easier than
ever to store and analyze data. Since the term was first
used in 2006, the public has started to understand how
it can help organizations improve their efficiency and
reduce their expenses. One of the main advantages of
cloud computing is that it eliminates the need for
maintaining and monitoring hardware and software.
The concept of cloud computing combines the various

computing paradigms known as grid, distributed, and

Besides being easier to store and analyze data, cloud
computing also provides various benefits such as
Internet access, on-demand resources, and computing
as a Service. Due to the increasing number of people
aware of the security issues associated with cloud
computing, it has become a viable business model for
providing IT services. However, there are still many

security flaws that prevent organizations from using it
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Figure 1: Cloud computing uses and its types

There are three different types of cloud computing
services available: public cloud computing, private
cloud computing, and hybrid cloud computing.
Understanding the concept of cloud computing is very
important to ensure that businesses can benefit from
its various advantages. This study aims to provide a
comprehensive overview of the technology. Besides
being easier to store and analyze data, cloud computing
also provides various benefits such as Internet access,
on-demand resources, and computing as a Service. A
service level agreement (SLA) is a type of agreement
that governs the operations of cloud computing. It
allows a group of computers to run as a single
processing unit. The ability to develop and deploy real-
time data analysis and applications has been made
possible by cloud computing. The architecture of cloud
computing is based on the Software-as-a-Service (SaaS)
model, which brings together various technological
components and the infrastructure needed to run
applications. Another complicating factor when it
comes to defining cloud computing is the number of
viewpoints that have been used to define it. These
definitions imply that the technology has several
important characteristics. The infrastructure of cloud
computing is generally cost-efficient and scalable. It
can be easily accessed by businesses. It supports a wide
range of applications and infrastructure, and it is

flexible enough to change its features.
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Figure 2: Evolution of the Cloud Computing Industry

The potential of cloud computing to benefit end users
and IT developers is immense. It is quickly becoming
one of the most critical factors in the evolution of the
internet. Table 3.1 indicates that end users can choose
from a wide range of cloud computing models to access

these services.
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Figure 3: Types of cloud computing deployment models

Table 1 Deployments models for cloud computing

Virtual Private Private cloud space is provided via

cloud the usage of a public cloud
platform in this instance.

Public The Saas platform's registered
users may use the cloud services
in this method.

Private Workers in a company's LT.

department are only allowed
access to cloud services under this

model.

International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com | Vol 8 | Issue 3

382



Rajesh Gundla et al Int J Sci Res Sci Eng Technol, May-June-2021, 8 (3) : 581-593

Hybrid The less-sensitive data Business cloud

applications of the companies are
hosted by the public cloud
computing  service  provider
(CSP).

Community As a result, a significant number
of organizations use the identical
service models, but their access

ids are never made public.

2. Preliminaries:

Cloud computing services may be

accessed using this architecture.

Different cloud computing models are commonly used by end users. In the next section, we'll talk about the most

popular models. The most popular cloud computing models include Infrastructure as a Service, Platform as a

Service, and Software as a Service. One of the most popular cloud computing models is the Platform as a Service,

which allows end users to create and manage their own applications. One of the most popular cloud computing

models is the Infrastructure as a Service, which allows end users to store their data on a server. Google's approach

is to create a single platform for all of its services, which makes it easier for customers to use. The cloud computing

architecture shown in the picture is typically constructed on the basis of the layers shown in Figure 3.5. This

type of design is referred to as a three-layered cloud structure.

Saas

Software as a Service

PaaS

Platform as a Service

laaS

Infrastructure as a Service

EIM App Development Networking
Incidents Messaging Security
EHS Dashboards System Management
Tasks Integration Scalability
Waste
= Use it Build with it Move to it
Figure 4 : Cloud service model types
Table 2 Cloud service Models
Service Model Uses Examples

Infrastructure as a service These customers' data may be saved on this server KVM, ceph

(Taas) since it is only utilized for this function.

Software as a service

This channel allows you to connect to the IBM lotus Live

(Saas) provider's server-side software via the use of a

web browser.
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Everything as a service Assembling the many services onto a single Google provides
(Xaas) platform in order to make it easier for customers all the above

services.

Platform as a service (Paas)  Using this service, users may create their own apps = Git-Hub,

or programmers by using a runtime environment Kubernetes and

provided by the service. Docker.
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Figure 5 Three-layered Cloud Model
(1) IaaS Model
Various hardware components, such as storage and servers, are distributed through the cloud computing
architecture. These components are used to deliver services that are available at any time. Amazon Web Services

is an example of a cloud computing model that provides customizable infrastructure as a service.

(2) PaaS Model

One of the most important advantages of cloud computing is its ability to provide a wide range of flexible and
customizable applications. Unlike traditional infrastructure, the cloud model focuses on abstraction. This allows
developers to create programs without having to know anything about the specific hardware components that
are used in their applications. One of the most popular platforms for developing applications is Google App
Engine, which is a Paa$ paradigm.

(3) SaaS Model

The Software as a Service model makes it easier for end users to access services by using online portals. This type
of paradigm eliminates the need for them to develop and maintain their own applications. Oracle CRM utilizes

a SaaS model to allow its end users to access the software. One can create a hybrid or private cloud environment
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using the three main cloud models shown in Figure 1.3. The difference between public, hybrid, and private cloud
infrastructures is shown in Figure 1.3. These are some of the most essential and widely used services in the cloud
computing industry. Various types of cloud services, such as multi-cloud, distributed, and communal, are also
available. Private clouds only allow a single user to access all of the resources, and they are more secure than
public clouds. One of the most common reasons why organizations choose to use a private cloud is to protect
their privacy while allowing them to profit from the shared resources. This type of architecture is ideal for

applications that require direct control over their cloud.

End Users
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Figure 6 : Operational structure of cloud

Another common reason why organizations choose to use a public cloud is to lower their costs and provide the
highest level of service. This type of architecture is simple to use and operates efficiently because it is a multi-
organizational environment. Hybrid cloud computing solutions combine the advantages of both private and
public clouds into a single integrated solution. This type of architecture allows organizations to have more

flexibility and scalability by allowing workloads to be dispersed across multiple clouds.
II. Advantages and Applications

The advantages of cloud computing are numerous, such as allowing organizations to develop real-time
applications. One of the most important advantages of cloud computing is its ability to provide customers with
on-demand self-service. This type of solution allows them to monitor the various aspects of their server, such as
its availability, performance, and network storage. One of the most important advantages of cloud computing is
its ability to handle a large number of users. This type of solution can be very useful in situations where there is
a need to handle a huge amount of data. In most cloud-based programs, users can access the cloud by connecting
to the internet. One of the most important advantages of cloud computing is its ability to provide customers with
better availability. This type of solution allows them to determine their own requirements at any moment. One

of the most important advantages of cloud computing is its ability to provide customers with better service. This
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type of solution can be very useful in situations where there is a need to handle a huge amount of data. With the

help of artificial intelligence, the cloud will be able to make decisions based on the collected data.

A multi-tenant model is also known as computing resource pooling, which allows a cloud service provider to
provide a variety of computer resources to its customers. This type of approach can be very useful for small and
medium-sized businesses (SMBs) because it allows them to provide their customers with better services. One of
the most beneficial features about cloud computing is its ability to offer users with easy maintenance and backup.
This eliminates the need for them to perform manual repairs on their servers. The cost efficiency of cloud
computing is one of the most important advantages it offers. Compared to traditional methods of data storage, it
is more cost-effective to store and update data. One of the most important advantages cloud computing offers is
its ability to provide users with unlimited storage capacity. This type of solution eliminates the need for them to
limit their access to the data. It also allows them to access the stored data from anywhere. Another important
advantage of cloud computing is its centralization, which allows it to store and manage data in a centralized
manner. One of the most important advantages of cloud computing is its ability to provide users with better
flexibility. This type of solution allows them to manage their various devices and applications easily. The various
features of cloud computing make it an integral part of the development of real-time applications. For instance,
Internet of Things (IoT) applications allow people to connect and communicate with billions of tiny devices. Due
to the amount of data that these devices generate, the cloud allows users to analyze and store this data.
Table 3 : Cloud applications
E-Government is the optimal replacement for traditional systems. The
tradition system lacks in following perspectives,
e Low scalability
e Poor resource maintenance
E-Government e Limitations in data availability
With the cloud integration, the E-Government application can be
implemented. This includes,
e Payment and tax system
e E-Police and E-court
e (itizen Management System
It is operating upon collaborative involvement of teachers, researchers
and students
Introduction of E-learning has gained interests among the students
Implementation of E-leaning with cloud computing includes,
E-Learning e Virtual classroom
e Digital education norms
e Virtual conferences and meetings
e Multimedia teaching
Traditional resource planning for enterprises has following issues,
e Poor reliability

e Unable to customize
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e Unaware of adaptions
Thus, the cloud-based resource planning method has been developed
Resource Planning The cloud application improves the overall system in terms of,
e Supply chain and vendor system
o Flexible finance and accounting
e Production and delivery monitoring
Cloud computing is the significant part of IoT applications. Some of the
cloud based IoT applications are,
IoT Applications e Smart city
e E-healthcare
e Intelligent transportation
e Industrial IoT

e Precision agriculture

A smart city is built using the cloud infrastructure, smart devices, and end users who can connect to the internet.

----- —t —r

Data Access

Sensors

End User

Figure 7 : Cloud-based smart city application

smart devices, such as sensors, actuators, and wearable

These devices are used for various tasks, such as devices, can be used to provide additional predictions.

monitoring the environment, traffic conditions, and This type of solution can be made using the cloud to

structural monitoring. Due to the increasing analyze and store the data. Without the help of cloud

complexity of the data collected by these devices, they computing, IoT devices would not be able to handle

can be more complex to manage. One of the most the massive amount of data that these devices collect.

effective ways to reduce the overhead of these ¢ 4 the increasing popularity of cloud computing,

applications is by transferring the data analysis to the . development of smart applications has become

cloud. In an application scenario, the data collected by = .. prominent
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III. Issues identified in cloud

Although there are many advantages to cloud
computing, it also has many drawbacks that need to be
resolved in order to benefit its users. One of these is its
ability to handle the immense amount of data that it
collects.
(1) Interoperability

One of the most important issues that cloud
computing has is its lack of interoperability. This issue
is caused by the varying requirements that different
vendors have in order to work together. In order to
achieve interoperability, the various cloud vendors
need to implement specific protocols and data formats.
The various levels of interoperability are designed to

ensure that the services that are offered by the

different cloud vendors are compatible with each other.

This is done through the use of the same standards.
(2) Quality

Generally, the cloud services are provisioned based on
the service level agreement (SLA). However, with the
increasing number of users, the need for different
services has increased. This means that the current
approach to service provisioning is not able to meet the
needs of the customers. In addition, the presence of
security threats can affect the quality of service that
cloud computing provides. This issue can prevent
organizations from achieving optimal performance.
(3) Control

The lack of control and governance over the various
aspects of the cloud computing environment can also
affect the quality of the service that organizations
provide. Most of the time, the management of the
cloud services is carried out by the IT department.
However, due to the nature of the cloud computing
environment, the department's role in the provision
and de-provisioning of services is no longer complete.
(4) Lack of expertise

Due to the increasing number of workloads that
organizations are placing on the cloud, the lack of
expertise in the management of these workloads can
lead to various bottlenecks.

(5) Security

Due to the nature of the cloud computing environment,
there are many potential vulnerabilities that can be
exploited by third-party applications. These include
the lack of control and governance over the various
aspects of the cloud computing environment, the lack
of visibility into the operations of the cloud, and the
vulnerability of the data security. Some of the most
common factors that organizations consider when it
comes to the security of their cloud computing are the
availability of resources and the physical security of
their data center.

(6) Data Integrity

One of the most important factors that organizations
consider when it comes to the security of their cloud
computing environment is ensuring that the data they
are storing is not tampered with. This is because
hackers and attackers can easily access the content
stored in the cloud.

(7) Heterogeneity

In real-world data, there is a huge amount of
heterogeneity, which means that the cloud computing
environment needs to be able to process and store all
of it without experiencing any interruptions. Despite
the various factors that have been considered, the
cloud computing environment still has a long way to

go before it can fully address these issues.

IV. Privacy, Security and Trust Challenges of Cloud
Computing

When it comes to choosing cloud computing, security,
privacy, and trustworthiness are some of the most
crucial factors to take into account. Since they can now
access processing power they would not be able to get
with their own devices, individuals can now use cloud
computing services to gain access to a virtual
environment. In order to deliver this type of
environment, data delivery via the cloud is also
essential. This type of environment results in
numerous security issues that need to be resolved in
the future. In this tutorial, we'll talk about the basics

of trust, privacy, and security in the context of cloud
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computing. The concept of trust, privacy, and security
is defined. This type of environment results in
numerous security issues that need to be resolved. One
of the most important factors that organizations
consider when it comes to the security of their data is
ensuring that it is obtainable, available, and reliable.
Various concepts such as dependability, accountability,
and authentication are used to describe the security of
data. Always keep in mind that data should not be

shared with anyone who is not authorized to access it.

The concept of privacy is a fundamental human right
that individuals have to protect their private lives. This
is why organizations consider various factors when it
comes to protecting the privacy of their customers'
data. They use laws, standards, and practices to ensure
that their operations are conducted in a secure manner.
Some of the most common privacy concepts that are
used by businesses include transparency, consent,
validity, data security, and accountability. The ability
to accept one's weaknesses as long as one has faith in
the good intentions of others is called trust. This
concept is related to one's capacity to predict the future
behavior of people and data. To establish trust, one
must first have at least two individuals or machines
working together. Meeting privacy or security
objectives can help boost one's confidence. There are
various factors that need to be considered when it
comes to addressing the security, privacy, and safety
concerns of data. The open architecture of cloud
computing allows for various security and privacy
issues to arise due to its processing and power
distribution. When it comes to storing and managing
one's data in the cloud, one must first ask if it is secure.
Another important aspect to consider is if the
companies that provide cloud computing services
follow the law. There are various threats that can affect
the operations of organizations using cloud computing.
The CSA identified various risks that cloud computing
could expose itself to. These include abuse of the
system, data leaks, and unauthorized access. Other

risks include the sharing of technology concerns,

insider threats, and denial of service attacks. The
National Institute of Standards and Technology (NIST)
identified various security and privacy issues related to
cloud computing as being linked to the technology that
enables it. Three independent issues need to be

addressed: Trust, Security, and Privacy.

Table 4. Challenges of cloud computing

Area/
Technolo | Security Privacy Trust
134
Virtualiza | Integrity Personal Some
tion data on a | people may
shared lose trust in
infrastruct | the system
ure should | when
be virtual
segregated. | machines
and
hypervisors
have been
altered.
Grid Availabilit Interopera
technolog |y bility
y
Web Integrity Confidenti | Interopera
services and ality and | bility
confidenti | security
ality
Service- Integrity Distributed
orientated systems
architectu rely on a
res number of
security
credentials
to function.
Web Integrity Trust in a
applicatio | and variety of
n availability locations
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framewor

ks

Encryptio | Confidenti | Confidenti
n in the ality ality and
cloud security
context

5.1 Cloud computing security issues:

The sheer number of cloud computing services and
their deployment methods expose them to various
security risks. These are not the only concerns that
cloud computing raises. One of the most important
factors that users need to consider when it comes to
cloud computing is their control over the resources
that they use. If the data they have stored in the cloud
is accessed by unauthorized individuals or entities,
they will be held liable for any damages. Having the

necessary level of control over the data in the cloud is

very important to ensure that it is secure and accessible.

One of the most effective ways to protect the
confidentiality and privacy of data is by implementing
encryption. Although end users can access the
decryption keys, there are still many technological
obstacles that need to be resolved in order to make it

work.

In order to function properly, cloud computing
requires the installation of access control systems.
These systems should be able to prevent unauthorized
access and use of the data stored in the cloud. Due to
the evolution of the technology, the security of the
applications and platforms that are used in cloud
computing has become more critical. To ensure that
they are secure, organizations should regularly update
their security policies and procedures.

5.2 Cloud computing privacy issues:

Cloud computing allows organizations to store and
access data and files critical to their operations.
However, it can be very challenging for individuals
and organizations to control the information that they

commit to the cloud. Even though the cloud can store

and process various types of data, it's important to
consider the sensitive nature of the information that
you store in it. Having this data in the cloud can help
prevent it from being lost to competitors. One of the
most important factors that users need to consider
when it comes to cloud computing is their right to
access the data that they have stored in the cloud. Since
the storage capacity and processing power of the cloud
are shared, users are more prone to experiencing data
leakage. Keeping track of the data that you store in the
cloud can be very challenging since it's often stored in
different locations. Transferring data from one country
to another requires the completion of agreements, and
this can be impossible if the locations are unreliable.
When it comes to externalizing privacy, users, as well
as third parties, such as employees, should place their
trust in the cloud computing company to uphold their

promises.

5.3 Trust challenges of Cloud computing:

The establishment of trust is also a crucial aspect of the
cloud computing process. Customers should place their
faith in the service providers who offer cloud
computing services. A cloud computing company must
be able to address their customers' privacy and security
concerns in order to gain their trust. This can help
boost the market's confidence in the company. One of
the most important factors that users and the cloud
computing company need to consider when it comes
to the establishment of trust is the dynamic addition of
resources and users to the platform. This can be done
through the use of various tools and techniques.
Another important factor that users and the company
need to consider is the security requirements of the
cloud computing platform. Since the resources and
users of the cloud are dispersed, they may have
different requirements than those of local systems. The
complexity of the cloud computing architecture and
the lack of transparency in it can expose the platform
to security vulnerabilities. These issues can also affect
the processing capacity and data of the cloud users.

Besides the security requirements, the company also
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needs to ensure that it follows the best practices and
laws when it comes to the management of its
customers' data. This can help prevent unauthorized
access and use of the platform. Building trust can be
achieved by implementing assurance measures. One of
the disadvantages of using cloud computing is that it
can't guarantee that users will be able to keep their
assets secure at all times.

V. Proposed Three-Party Cloud Authentication

Framework

The following sections discuss the various security and
privacy concerns that cloud computing users face.
A. When moving to the cloud, there are a number of
things to keep in mind: Follow these guidelines and
you can increase the security of your cloud computing
environment. There are two types of security measures
that are commonly used by cloud computing
companies: partner-based and user-based. The former
is the security measures that are carried out by the
cloud service provider. One of the most important
steps that a cloud computing company can take to
improve its security is to develop a long-term strategy.
Before you sign up for cloud computing services, make
sure that you have a clear understanding of the
company's security policy and procedures. We must
also know who will monitor your data and have a plan
for addressing security issues.
B. Monitoring system
The cloud provider should also regularly check the
performance of the platform.
C. Measures must be done in the face of the top cloud

computing dangers

6.1 Implementation:

Criminal activities are not allowed to use cloud
computing for their purposes. It can also be used by
insiders with bad motives and insecure interfaces.
Security should be considered when it comes to
The

following table provides a list of implementation

implementing cloud computing solutions.

points for the different approaches.

Having a security strategy is also important to ensure
that the company's operations are protected from the
risks that come with cloud computing. Before signing
up for a cloud computing service, make sure that it can
protect your sensitive data. Before you commit to a
cloud computing platform, it's important that you find
one that has the necessary expertise to meet its service
goals. Before you sign up for a cloud computing
platform, make sure that it can provide a formal
security policy. This should include a list of all the
necessary rules and regulations that will be used to
protect your data. Before signing up for any cloud
computing platform, you should also know who will
be monitoring your data. It should also be ready for a
security breach. The measures that the cloud service
provider will take following a security incident should
be verified. Make sure that the access restrictions for
your data are in place to prevent unauthorized access.
This should be done to ensure that only authorized

users can access your data.

6.2 Monitoring system
The cloud provider should also regularly monitor the

performance of its platform.

6.3 Threats to Cloud Computing
It must be ready for a security incident. Care must be
the

procedures. You should keep an eye on the public

given during validation and registration
blacklists to see whether anyone has blocked your
network. Insecure API and Interfaces Have to Be
Assessed The security model of cloud providers'
has studied. The

implementation  of restrictions

interfaces to be

thoroughly
access and
authentication methods should be carried out in a
Also, the

requirements of the company should be included in

secure manner. human resources
the legal contracts. Before you commit to a cloud
computing service, make sure that it can protect your
sensitive data. Conduct a comprehensive supplier
evaluation and thoroughly manage your supply chain

to prevent potential security breaches. It is necessary

International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com | Vol 8 | Issue 3

3L



Rajesh Gundla et al Int J Sci Res Sci Eng Technol, May-June-2021, 8 (3) : 581-593

to implement service level agreements. You should
also regularly perform scans and configuration audits
to identify potential vulnerabilities. Having strict
access control and authentication methods is required
for administrative access. The creation, destruction,
and storage of key and other important components
must be carried out in a robust manner. An effective
monitoring system can also detect unauthorized
behavior. Account information should not be shared

by users and services.

VI. Experimental Results

A cloud computing solution should meet these six
security standards. In simpler terms, it should be able
to celebrate after a victory if it adheres to these security
guidelines. Before you commit to a cloud computing
service, make sure that it can protect your sensitive
data. Having a security assessment is also important to
ensure that the platform is secure.

Table 5: Security Requirements

Security Cloud Deployment models

Requirements Public Cloud Private cloud Hybrid Cloud

Identification & * + “ = ] = ] J

Authentication

-

Authorization

Confidentiality

Integrity

wf ow|a ] wf oW
wf ow|a] | oW
LI e S S

Non-repudiation

N T P )
S T T
N N P
T )
PN ) S P )
N N P P

Availability

1235 | PaaS | SaaS | aaS | PaaS | 5aaS | 1aaS | PaaS | Saas

Cloud Service Models

A cloud computing deployment model or service
model uses an arrangement of checkmarks and arrows
to denote whether or not certain features are required.
Various authentication methods such as smartcards,
biometrics, and passwords are used to secure a cloud
computing account. An access control policy also
ensures that only authorized individuals can access the

cloud at certain times.

VII. Conclusion
Cloud computing providers have to protect the
sensitive data of their users and customers in order to
maintain and provide reliable services. Due to the
complexity of the issue, the team has created various
solutions  that address  these

can concerns.

Unfortunately, the public should not rely on these

solutions as a complete picture of how fast
technological innovation can happen. An encryption
method is necessary for any type of data. It can be used
to check the integrity of the data by ensuring that all
transactions are performed properly. This type of
security measure is very important when it comes to
protecting the confidentiality and integrity of data. In
the case of web services that use the HTTPS protocol,
an SSL encryption method is used to protect the

information.
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