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 The matter protocol is an emerging they also present a detailed and 

extensive overview of the Matter protocol. The application ofthe Matter 

protocol enables interoperability, ensuring that different types of devices 

can work together seamlessly controlled from a single app. Moreover, 

Matter has high data security since it uses end-to-end encryption to secure 

device communications. This paper presents the matter protocol from 

view covering its statistical/architectural trends, use cases, challenges, and 

future prospects. The paper also presents a detailed and extensive overview 

of the emerging matter protocol scenario. Matter protocol provides key 

enabling technologies for the ubiquitous deployment of home appliances. 

The ATmega168 and the Bluegiga WT11 Bluetooth module are used. It 

supports wireless serial communication over Bluetooth, only a small no of 

devices can be simultaneously active. Zigbeeis not secure like a Wi-Fi-

based secured system. The first is the DSM(Digital Home Services 

Distribution and Management System), and OSG(Open Service Gateway 

Initiative). The first is the DSM (Digital Home Service Distribution and 

Management System), which provides a user interface for the control and 

monitoring of connected home automation devices The first is the DSM 

(Digital Home Service Distribution and Management System), which 

provides a user interface for the control and monitoring of connected 

home automation devices The first is the DSM (Digital Home Service 

Distribution and Management System), which provides a user interface for 

the control and monitoring of connected home automation devices Matter 

protocol It also introduced a network architecture for integrating smart 

home automation with cloud services. This design forms the basis for 

investigating security and privacy issues, data analysis, interoperability, 

end-to-end encryption, and information in the ecosystem of protocol-

based smart home devices.  

Keywords : Data Privacy, Smart Protocol, Security, Interoperability, End-

To-End Encryption, Computer Architecture, Network Architecture 

 

Publication Issue : 

Volume 10, Issue 6 

November-December-2023 

Page Number : 

36-41 

https://doi.org/10.32628/IJSRSET


International Journal of Scientific Research in Science, Engineering and Technology | www.ijsrset.com | Vol 10 | Issue 6 

Togrikar. P. S et al  Int J Sci Res Sci Eng Technol, November-December-2023, 10 (6) : 36-41 

 

 

 

 
36 

I. INTRODUCTION 

 

Smart home tech has evolved a lot over the years and 

has become commonplace in many homes. From smart 

security cameras to smart locks, smart speakers to 

smart displays, and even smart coffee makers there’s no 

dearth of smart home devices available.[1] But not 

everyone is as easily impressed by the smarter way of 

life. Some people prefer doing things old school, while 

others might feel their smartphones are more than 

sufficient to keep them connected.[2] Most of the daily 

life applications that we normally see are already smart 

but they are unable to communicate with each other 

and enabling them to communicate with each other 

and share useful information with each other will 

create a wide range of innovative applications.[3] 

These emerging applications with some autonomous 

capabilities would certainly improve the quality of our 

lives, by using the concept of information exchanges is 

possible due to IOT In this chapter we explain the 

integration of classic smart home, IoT, and cloud 

computing.[4] Starting by analyzing the basics of smart 

home, IoT, cloud computing, and event processing 

systems. We discuss their complementarity and 

synergy, detailing what is currently driving their 

integration.[5] We also discuss what is already 

available in terms of platforms, and projects 

implementing the smart home, cloud, and IOT 

paradigm. From a connectivity perspective, more IoT 

devices and cloud are connected to the internet, this is 

also going into the home space.[6] These connections 

support turning the entire setup into a complete 

integration and connection with complete resources, 

powerful third-party tools, extensive applications, and 

many other storage and usage methods.[7] 

 

II. Body of Paper   

 

1. Bluetooth-based home automation system using a 

mobile phone: In the Bluetooth-based home 

automation system, home devices are connected to 

the input and output ports of the Arduino BT board 

and use relays. The Arduino BT board program is 

based on the high-level communication C language 

for microcontrollers; The connection is made via 

Bluetooth. Provide password protection so that 

only authorized users can access the device. For 

wireless communication, a Bluetooth connection is 

made between the Arduino BT card and the mobile 

phone. The ATmega168 and the Bluegiga WT11 

Bluetooth module are used. It supports wireless 

serial communication over Bluetooth, only a small 

no of devices can be simultaneously active.[8] In 

matter protocol they are multiple devices are 

connected in one application, and The frequency of 

protocol is 2.5GHz to 5GHz. 

2. Zig bee based home automation system using a 

mobile phone:This system uses CC2530 ZigBee, 

ZigBee wireless interface management module is 

mainly responsible for the communication between 

the host computer and ZigBee wireless network, 

the issue of man-machine command, ZigBee home 

network information feedback, etc.[9]This is 

designed and implemented using Zig bee to monitor 

and control home appliances. The operation of the 

device is recorded and stored by the network 

administrator.  [10] It is low power and low data 

rate wireless system.Operates in three bands 2.4 

GHz, 868 MHz and 915 MHz.For this purpose use a 

Wi-Fi network using four routers on standard 

wireless ADSL modern routers. Network SSID and 

Wi-Fi security are not preconfiguring.In matter 

protocol they are multiple devices are connected in 

one application, and The frequency of protocol is 

2.5GHz to 5GHz. 

 

This kind of network setup offers great coverage and 

reliability, which is important for smart home devices 

that rely on a stable internet connection. Matter has a 

more versatile networking system and although 

Zigbee doesn't support some devices like Thread ones, 

the network it operates on is more stable and reliable. 

3. GSM-based home automation system using cell 

phones: Because of the mobile phone and GSM 

https://www.androidauthority.com/smart-home-devices-833801/
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technology, GSM-based home automation is a lure 

to research. SMS-based home automation, GPRS-

based home automation, and dual tone multi-

frequency (DTMF) based home automation, these 

options we considered mainly for communication 

in GSM.[12] Al hraish functional diagram showing 

building sensors and devices interacting with the 

home network and communicating via GSM and 

SIM(Subscriber Identity Module). [11]The system 

uses sensors to convert machine operation into 

electrical signals that enter the microcontroller. 

Sensors convert physical properties such as sound, 

temperature, and humidity into other properties 

such as voltage. The microcontroller analyzes all 

signals and converts them into commands that the 

GSM module can understand. Select the 

appropriate communication method among SMS, 

GPRS and DTFC according to the instructions 

received from the GSM module.   

4. Wi-Fi-based home automation system using mobile 

phone: Wi-Fi based home automation system 

generally consists of three modules such as server, 

hardware interface module and software package. 

This diagram shows the system model layout. The 

server and the hardware interface module 

communicate with each other using Wi-Fi 

technology. Use the same technology to access web 

application-based servers.[13] The server is 

connected to the Internet so remote users can access 

the server's network-based Internet connection 

using a compatible web browser. The software of 

the actual home automation system is divided into 

server application software and microcontroller 

(Arduino) firmware.  Almost all smart devices 

derive their functionality from some form of 

wireless communication (Wi-Fi or Bluetooth). As 

with all digital communications, there is potential 

for hackers to intercept wireless 

communications and use this to gain access to your 

smart home devices. 

 

 

Fig -1 : Building automation system 

 

5. Home automation using RF modules: The main 

purpose of the home automation system is to create 

a house using Remote controlled RF modules. 

Control for radio frequency control of automation 

systems. Technology is faster, so families are 

smarter. Today's homes are consciously moving 

from existing switches to a central control system 

that includes radio frequency controlled switches. 

Nowadays, the walls change in different parts of the 

building, making it difficult for end users to 

approach the walls and control and operate them. 

Additionally, doing so may cause more problems for 

the elderly or physically challenged. Using remote 

home automation via radio frequency technology 

makes this easy. To achieve this, the RF remote 

control is combined with the microcontroller on 

the transmitter side to send the on/off signal to the 

receiver on the connected device. By operating the 

transmitter's remote control switch, loads can be 

turned on and off anywhere in the world using 

wireless technology.    

6. Home automation using Android ADK: Home 

automation is associated with ADK and a 

connection is established between Android and 

ADK. The devices in your home are connected to 

each other.   
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Fig -2: Home control tools 

 

III. Objectives of the Survey 

 

A survey on the new ways of implementing IoT 

(Internet of Things) can have various objectives, 

depending on the specific focus and goals of the 

research. Matter the new way in IoT. It focuses on the 

critical aspect of the connection between app and 

device management, sustainability,convenience, and 

Ecosystem and Standards. 

Paper Structure.     

We will explain these four things in the rest of this 

section.  

Section 1: we describe the classical smart home,   

Section 2: we introduce the Internet of Things [IoT],  

Section 3: we provide an overview of cloud computing, 

and  

Section 4: we introduce the state management module.  

Section 5: we will describe the composition of the 

smart home, which includes end-to-endencryption.  

 Section 6: we provide some practical and relevant 

information about smart home-building options.  

 Section 7:The application of the Matter protocol 

enables interoperability, ensuring that different types 

of devices can work together seamlessly controlled 

from a single app. Moreover, Matter has high data 

security. Finally, open issues and future directions for 

smart home devices were identified.  

 
Fig -3: Architeature of matter protocol 

 

The Matter devices in a smart home ecosystem 

primarily run on two technologies, namely WiFi and 

Thread. WiFi connects the Matter devices with the 

cloud and local network that communicates over a 

high bandwidth. These devices can be the central hubs, 

such as Google Home, Amazon Alexa, etc.On the other 

hand, Thread protocol is used to connect the low-

bandwidth devices with the network. These devices 

include light bulbs, security cameras, smart locks, etc. 

The device that connects the mesh network of Thread 

devices to the main network is called the Thread 

Border Router. In a Thread mesh network, any device 

can be a Thread Border Router, as data between the 

devices is transmitted by hopping it through the node 

devices and then sending it to the central hub 

Significance of the Survey.  

The significance of conducting a survey on the state 

and trends of IoT (Internet of Things) adoption and 

implementation is multifaceted and can have far-

reaching implications. a survey on the state of IoT is 

significant because it helps stakeholders across various 

domains gain a better understanding of the current 

landscape, future possibilities, and the challenges and 

opportunities associated with IoT. This knowledge is 

essential for making informed decisions, fostering 

innovation, and ensuring that IoT technology is 

harnessed in a way that maximizes its benefits while 

minimizing potential risks.   
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BLOCK DIAGRAM   

 
Fig -3: Action-Based Home Automation 

Sr. 

No 

Param

eter 

Bluetoot

h  

Zigbee  Wi-fi  Matter 

protocol  

1 Range  10-100 

meter  

75-150 

meter 

100-750 

 feet 

Upto350 

meters 

2 Nodes  No 

nodes  

Multiple 

nodes  

Multiple 

nodes  

Multiple 

nodes  

3 Freque

ncy 

range  

2.4 GHz 2.4GHz 2.4GHz 2.4GHz 

4 Conne

cted 

device

s 

1 More 

than 1 

Multiple  The 

matter is 

the open 

source 

connectiv

ity 

5 Securit

y  

None  None  Passwor

d 

required  

Safe than 

others  

 

Table 1 : comparison between Bluetooth, Zigbee, Wi-

Fi, and Matter protocol 

 

IV. CONCLUSIONS   

 

This article presents a low-cost, secure, ubiquitous, 

configurable remote control solution. The discussion 

in this article is a new and complete goal of using Wi-

Fi technology to connect home appliances to control 

home appliances, meeting needs, and user needs. Wi-

Fi-enabled solutions have been proven to be remotely 

controllable, provide home security, and be cost-

effective compared to previously available systems. 

Thus, we can conclude that the desired goals and 

objectives in home automation have been achieved. 

The design and architecture are discussed and the 

prototype shows the basic level of home appliance 

control and remote monitoring performed. Finally, 

from the perspective of scalability and flexibility, the 

system concept is better than commercial home 

automation systems. 
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